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AHHOTAUUA

HacToawmi OOKYMeHT onpeaensier TpeboBaHna k APM u  nopsaok
W3roTOBNEHUS BHELWHEN raMMbl, WCNOAb3YEMOM B KayecTBe WCXOAHOro
MaTepuana nas MHMUManM3auum NporpaMMHOr0 AaTyMka CnydYamHbIX 4Yucen B
CK3U “Kpuntollpo CSP” Bepcumn 3.9 (CK3U XTHAN.00050-30) B cocTaBe CEPBEPOB
Ha annapaTHO-NpOorpaMMHbIX nNnatdopmax, AN KOTOPbIX B HACTOSLEE BPEMS HEe
cywecteyeT MNAK 3awmtbl oT HCA nAn 3n1eKTPpOHHOro 3aMka C
PU3NYECKUM JaTUYMKOM C/lyYaMHbIX Ymcen.
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1. TpeboBaHMs K BHELWHEN raMMe

K BHewHeln ramMMe, WCNOAb3yeMOM B KayeCcTBE MWCXOAHOro MaTepuana Aans
MHMUMaNM3auMm nporpaMMHOro  gaTtumka caydarHbix  umcen (MACH) B CK3M
XTNA.00083-01, npeabsasnatoTcs cnepytowme TpeboBaHuns:

1. BHeWwHsa raMma sBNeTcs KOH(PUAEHUNaNIbHON.

2. NaMMa npeacTaBaseTcss OTpe3KaMn paBHOBEPOSITHOM CllydYalHOW BuHapHOM
rnocneanoBaTenbHOCTU pa3mepa 256 6ut (32 6ainita).

3. NamMMa Ha HocuTenax (oT4vyxagaembln HocuTenb, XXM/ NM3BM) npeacrasnsieTcs B
dopmaTe danna, cogepxaliero 3aiaHHOe KOIMYeCTBO OTPE3KOB C 3alWMTHbIM koaoM CRC
(4 6anTa) Kaxxgoro oTpeska.

4. 1N NOBbILWEHNSA HAAEXHOCTM 3annCK/CUNTBIBAHUSA raMMbl C HocuTens daiin c
rammoit oy6nmpyeTtcs Ha HocuTene B ABYX ANPEKTOPUAX.

5. Hocutenb rammbl go/mkeH AonycKkaTb nocsefoBaTeslbHOEe CHYUTbIBaHME o4epesHoro
OoTpe3sKa C ero 3alMTHbIM KOAOM C KOHUA dainna v nepeMeweHmem koHua danna (EOF)
Ha 36 6anToB.

2. TpeboBaHusa kK APM BblpaboTKM BHELLUHEN FAMMbI

BbipaboTka BHeLWHEN raMMbl M 3anMncb ee Ha OTYUyXAaeMble HOCUTEeNW NPOoON3BOAUTCSA
Ha aBTOHOMHOM APM,  QYHKUMOHMpPYOLWEM B  MpOrpaMMHO-annapaTtHoOM  cpeje
Windows 2003/Vista/2008/7/2008R2/8/2012/8.1/2012R2/10/2016 (ia32, x64).

Ha APM ycTaHaBnuBalTCA:

1. CK3UM XKTUA.00083-01 B ncnonHeHmax 2 (knacc 3awmtbl KC2), 3 n 5 (knacc 3awuTsl
KC3) c anekTpoHHbLIM 3aMkoM “Cobonb”.

B HacTporike CK3U

“'CeoicTBa Kpuntolpo CSP/o6opyaoBaHue/aaTumkmn ciyyamHbix umcen™
AomxkeH 6bITb ocTaBneH Tonbko "Cobonb".

2. YTunuta genkpim BbipabOoTKN BHELLUHEN raMMbl;

3. YcTpoiicTBa BbiBOAA BHeLWHeNn ramMmbl Ha TpebyeMble TUMbl OTYYXAAEMbIX
HOCcUTenen, paspelleHHbIX K ncnonb3osaHuio B CK3U XKTWUA.00083-01.

APM dYHKUMOHMPYET NO CXEME:

Ytunurta genkpim

(BBOAMTCA C KOMaHAHO# CTPOKM )

U

CK3MU XXTuNA.00083-01

(ncnonb3syerca pyHkuns CryptGenRandom )

U

®ann Kis_1 ‘
LupexkTopus LupexkTopus
DB1 DB2

Hocutenb BHelIHeN raMmbl
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3. MopsaoK nN3roToseHNst HOCUTeNen C BHELLHEN FrAMMON

N3rotoBneHne BHewHen rammbl Ha APM obecneunBaetcs ytunnton genkpim.

Ons n3rotoBneHuss BHEWHEW ramMmbl C KOMaHAHOW CTPOKM MNPOM3BOAMTCS 3anyck
yTunutel genkpim:
genkpim.exey n <p>
38ecb y - HeobxoomMMoe KOMMYEeCTBO CllydalHbIX OTPEe3KOB ramMMmbl Asl 3anMcu Ha
HoCcuUTeNb, P — NyTb, MO KOTOPOMY 3anucaHbl aupektopun DBl n DB2 (ecnm nyTb He

yKasaH, To Mo yMos4aHuo maet obpalleHne K ANCKY a:), N- HOMEp KOMMJIEKTa BHELUHEWN
rammol (8 cumBosIoB B 16-pnYHOM Koae).

B pe3synbTaTe BbINOMHEHUA KOMaHAbl FEHEPUPYETCS 3afaHHbii 06beM MaTepmana
BHewHen rammbl n dopmupyetca dann kis_1, coaepxawmim y oOTpe3koB rammbl no 36
banTtoB (32 6arita -oTpe3ok ramMmbl, 4 6anTta - kog CRC oTpeska rammbl).

®ann kis_1 no nytm p aybnupoBaHmem B paBe aupektopun: DB1 wmn DB2
3anuncbiBaeTCsl Ha HOCUTESb BHELIHEN raMMbl.

4. Vicnonb3oBaHMe BHewHen rammbl B CK3U

BHewHAa ramMMa wMcnonb3yeTca B KadecTBe MCXOAHOrO MaTepuana Ans
MHnumanusaumm MACH B CK3WM B coctaBe cepBepoB Ha anmnapaTHO-NMPOrpaMMHbIX
nnatdopmax, ANs KOTOpbiX B Hactosiwee BpeMs He cyuwecrtByeT MNMAK 3awutbl ot HCA nnu
3NEKTPOHHOro 3aMKa ¢ pusnyeckum CH.

Onsa ncnonb3oBaHusa BHewHen rammbl B CK3U aupektopun DB1 n DB2 c dannom
kis_1 3anucbiBaloTCS C OTYYXKAAEMOro HOCUTENS BHELWHEW raMMbl Ha XXECTKUR AuCK
cepsepa.

Ona nepenHunumanusauumn coctosHusa MACY, nponsBoAMMONM MpU KaXkAoM CO34aHMK
KIOYEBOro KOHTEMHEpPA M NpU reHepaunm KaxKxaoro 3aKpbiTOro Nosb30BaTENbCKOro KJo4a,
MCNONb3YEeTCH ABa OovepeHbIX OTpe3Ka raMmbl OT KoHuUa dannos kis_1 B anpektopusax DB1
u DB2 Ha XXeCTKOM Aucke.

BecnosTOpHOE MCMNO/Ib30BaHME OTPE3KOB raMMbl U UX OTOpakoBKa MPOBEPKOM KoAa
CRC B npouecce ¢dyHKUMOHMPOBaAHNA cepBepa obecneumBaetcs cpeactsamm CK3U.
Oybnupyemble B auvpektopusx DB1 v DB2 oTpe3kum ramMmbl B Criydae MX HecoBnafdeHus
UFHOPUPYIOTCSA.

5. TpeboBaHus no 6e30nacHOCTH

Mpw akcnnyaTtaumm APM BbipabOTKKN BHELLHENW raMMbl U UCMOJIb30BaHUU
OTUYYXAAEMbIX HOCUTENEN BHELLUHEN raMMbl A4OSKHbl BbIMOAHATLCS TpeboBaHus:

1. APM BbIpaboTkn BHELWHEN FraMMbl pa3MeLLlaeTcs B 04HON KOHTPOJMPYEMOM 30He
C CcepBepoOM, B KOTOPOM BHeLIHAS raMMa UCNoJfib3yeTcs.

2. W3rotoBneHne HOCUTENEN C BHEWHeNn raMMon OCYLUeCTBASEeTCS TOJIbKO
aAMUHUCTPaATOPOM CepBepa WM 3aMEHSWMM ero AuuoM, AONyWeHHbIM K Ki4yaMm
cepsepa.

3. Ha HocuTenu c 3anncaHHOi Ha HUX BHELUHEN raMMoi pacrnpoCcTpaHSaoTCs
TpeboBaHmsa No obpalleHnto C HUMKN KaK C KJIIOYEBbIMU AOKYMEHTaMMU.
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4. Tlocne 3annucu BHELWIHEN raMMbl C OTUHY>XAaeMOro HoOCUTENA Ha XKECTKUN ONCK
cepBepa OT‘-IY)KLI,aeMbIﬁ HOCUTeNb AoNXeH 6bITb I'IeperOpMaTMpOBaH C CbVIBM‘-IeCKMM
YHUUYTOXEHNEM BCEX AAHHbIX.

5. JlonkHbl cobnoaatbcs TpeboBaHUA 3KCMyaTauMOHHON A0KyMeHTaunn Ha CK3U,
dopmynsp XKTWA.00083-01 30 01.
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