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AHHOTaUMNSA

Hacrosiwuii gokymeHT onuceiBaeT coctas dyHkumii n tectosoe 10 Kpuntollpo JCSP (panee — JavaCSP)
(ocHoBHoli knacc nposaiigepa ru.CryptoPro.JCSP.JCSP) n npegHasnaven pns paspabotkm npuknagHoro 10 ¢
HenocpencTeeHHbiM BbizoBoM dyHkumnii CK3U, a Takxke onpegensieT TpeboBaHUs K OMepauyoHHBIM CMCTEMAaM Mpu
BcTpaneatun CK3N.

1 BBepgeHue

Kpuntollpo JavaCSP peanusyet poccuiickne kpuntorpaduyeckue anroputmel U DyHKUMOHUPYET Mof,
ynpaeseHnem BupTyanbHbix Java-mawwuH Java 7 Runtime Environment sepcum 1.7, Java 8 Runtime Environment
sepcun 1.8, OpenJDK sepcuii 7, 8, 10, 11 v Liberica sepcuii 8, 10, 11.

Kpuntollpo JavaCSP gonxeH mcnonb3oBaTbes ¢ cepTudUUMPOBaHHbIMY Java-MalwHamMu, COOTBETCTBYIOLNM
TpeboBaHusam 6GesonacHocTy paspaboTumka. 3alMLEHHOCTL KPUNTOrpadpuyecknx OOBEKTOB, CO34aBaeMbIX 1
obpabaTbiBaeMbIX KPUMTOMNPOBARLEPOM, 3aBUCUT OT CTEMEHU 3aALLMLLEHHOCTI U KOPPEKTHOCTMN Java-MaLLvHbI, N MOXET
ObITb CHUXXEHA NpK NCMONBL30BAHMN BUPTYasbHBIX MALUUH, HE MMEoLWNX cepTudmkaTa.

Co cnnckom cepTudpuLMpoBaHHbIX Java-MalnH MOXHO 03HAaKOMUTLCS MO CAEAYIOLWMM aapecam:
https://developer.ibm.com/javasdk/downloads/
http://www.oracle.com/technetwork/java/javase/downloads/index.html
https://openjdk. java.net/

https://bell-sw.com/pages/java-11.0.2/

Kpuntollpo JavaCSP peanusyer cravgapTHbiii unTepdeiic Java Cryptography Architecture (JCA) B
COOTBETCTBUM C POCCUIACKUMMN KpUNTOrpadduy4ecKuMn anroputMamMu U B COOTBETCTBUM C 3TUM uUHTepdeiicom
obecneymBaeTt BbINOJHEHNE CEAYHOLUX ONepaLuii:

® reHepauus KioYeli 31ekTpoHHOW nognucy (256 6uT) u kntoyeidn nposepkn snekTpoHHol nognucy (512 6uT)
B cootBeTcTBumn ¢ anroputmom OCT P 34.10-2001;

e reHepaunsi cekpeTHbix (256 6uT) n oTkpbiTbix (512 6uT) katouelt anropuTma KiO4eBOro obmeHa B
cooteetcTeum ¢ anroputmom FOCT P 34.10-2001;

e reHepaums KNtodell anekTpoHHol nognucu (256 6ut) n kntoyeln nposepkn sekTporHoli nognucu (512 6ur)
B cootBetcTuu ¢ anroputmom [OCT P 34.10-2012 (256 6ur);

e reHepaumsi cekpeTHbIx (256 6uT) n oTkpbiTbix (512 6uT) katoYeldh anroputma kito4Hesoro obmena B
cooteetcteun ¢ anroputmom FOCT P 34.10-2012;

e reHepaums Ko4eii anekTporHoli nognucy (512 6ut) u kntoyelt npoeepkM 3nekTpoHHol nognuck (1024 6ur)
B cootBetcTuu ¢ anroputmom [OCT P 34.10-2012 (512 bur);

e reHepaumnsi cekpetHbix (512 6ut) u oTkpbiTbix (1024 6uT) Kkntouel anropuTMa KtOHeBOro obmeHa B
cooteetctBun ¢ anroputmom OCT P 34.10-2012;

® 3aMnuCb KOYER 31eKTPOHHON noanucy u Kntodesoro obmera c anroputmom FOCT P 34.10-2001 Ha HocuTenn
(nuTepdpeiic xpaHunuwa katodeii JCA);

e uTeHMe KJoYeli 3NMEKTPOHHONR noanucm u katoyesoro obmena ¢ anroputmom FOCT P 34.10-2001 ¢
nepedncnerHbix Hocuteneii (nHtepdeiic xpanunnwa knodein JCA);

® 3aMNUCb KOYE 31EKTPOHHON Noanucy u Kntodesoro obmena ¢ anroputmom FOCT P 34.10-2012 Ha HocuTenu
(nHTepdpeiic xpanHnnnwa kntoyein JCA);

e uTeHMe KJoYeli 3NEKTPOHHONR noanucm u katoyesoro obmena ¢ anroputmom FOCT P 34.10-2012 ¢
nepedncnerHbix HocuTeneii (nHTepdeiic xpanunnwa kntoydein JCA);
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® 3anuchb cepTrudmKaTa KAOYa NMPOBEPKYN JIEKTPOHHOW MOAMUCH U KJTKOHEBOrO OBMEeHa Ha KHOYEBOW HOCUTENb
B COOTBETCTBUM C XPaHSLLNMCS HAa HOCUTENIE KJTKOHOM 3/IEKTPOHHOI nognucy (nHTepdpeiic xpanHunnwa kntoyeii JCA);

e uTeHMe CepTUMKATOB KIIKOYel MNPOBEPKM SEKTPOHHON MOAMWCA U KJKOHEBOrO ODMEHa C  KJIOHEBbLIX
HocuTenelt (MHTepdpeiic xpaHunuwa kntodein JCA);

® 3anuCb AOBEPEHHBIX KOPHEBbLIX CepTUdUKaToB B cTaHaapTHoe xpaHunuwe JCA u yTeHue u3 Hero;

® reHepaumsi KatoYdeli ¢ pasauyHeiMu napametpamu B cooteetcteumn ¢ FOCT P 34.10-2001;
reHepaumsi KatoYeid ¢ pasnunyHbiMu napametrpamu B cootsetcteum ¢ FOCT P 34.10-2012;
X3LWMPOBaHNE AaHHbIX C pas3inyHbiMu napameTtpamu B cooteetcTeum ¢ TOCT P 34.11-94;
xawmpoBaHue aaHHbix B cooTeetcTeum ¢ FOCT P 34.11-2012;
dhopmMupoBaHne 31eKTPOHHON NoanucK ¢ pasandtbiMu napametpamm B cootsetcteumn ¢ FOCT P 34.10-2001;
chopMmnpoBaHmne 3NeKTPOHHOI NoANMCK € pasaudHeiMu napamerpamm g coorsetcteum ¢ TOCT P 34.10-2012;
MPOBEPKA 3NIEKTPOHHOIR Nognucm ¢ pasnnyHbiMu napamerpamu B cooteetctaum ¢ OCT P 34.10-2001;
MPOBepKa 3JIEKTPOHHOIR NoANMcKu ¢ pasnndHbiMu napametpamu B cooteercteum ¢ FOCT P 34.10-2012;
OCYLLECTB/IEHNE BbIPADOTKU KJItOYeEl MapHOW CBA3WM C WCMONL30BAHMEM ajiropuTMa KJo4YeBOoro obmeHa ¢
kntodyamm TOCT P 34.10-2001:

® OCYLLUECTB/IEHME BbIPabOTKM KIOYEA MapHOW CBA3M C WCMOJIb30BAaHWEM aJrOPUTMa KJKOHEBOro obmeHa ¢
kntoyamu [OCT P 34.10-2012;

® reHepaumsi cekpeTHbIX katoyeli B cootsetcteuu ¢ [OCT 28147-89;

e reHepaumsl CEKPETHbIX KtoYeid annHoli 512 but ans ucnonssosavus B dyHkumsax HMAC, ocHoBaHHbIX Ha
ncnonb3sosanumn xaw-gyHkunii FTOCT P 34.11-2012 (256 6ut) n TOCT P 34.11-2012 (512 6ur);

e wudpoBaHue garHbix B cootseTcTBum ¢ anroputmom OCT 28147-89;

e wudposanue cekpeTHbix kaodeii TOCT 28147-89;

e BbipaboTka MMUTOBCTaBKM B cooTBeTCTBUM C anroputmom [OCT 28147-89;

e BbipaboTka 3Havennii dpyHkumii HMAC, ocHoBaHHbIX Ha ucnonbzoBaHum xaw-dpyrkunii FTOCT P 34.11-94,
FOCT P 34.11-2012 (256 6ut) n FTOCT P 34.11-2012 (512 6uT);

e BbIpaboTKa CiyyaiiHbix BaiTOBLIX MOCIE[OBATENBHOCTEN.

[MOMUMO nepeyncieHHbIX OMnepaunii, OCYLLECTBAISIEMbIX B COOTBETCTBMU CO CTaHAAPTHbIM UHTepdeicom
JCA, wmogynn, ycTaHaBnmBaemble COBMeCTHO cC Kkpuntonposaiigepom Kpuntollpo JavaCSP, npegocrtasasitor
LOMOJIHNTENbHBIE BO3MOXHOCTU paboTkl ¢ cepTudmkaTamm:

® reHepauus 3anpoca Ha cepTuduKar;

e OTMpaBKa 3ampoca CepBepy U MoJly4eHMe OT CEepBEpPA COOTBETCTBYHIOLLErO 3anpocy cepTudrKkaTa;

® reHepaumsi CaMOMOANNCAHHbIX CEPTUDUKATOB.

OcHoBHble TexHu4yeckme paHHble n xapaktepuctuku CK3W, a Takxke wnHdopmaumio o COBMECTUMOCTM C
apyrumun npogyktamu Kpuntollpo cm. B « KTAN.00101-01 91 12. KpunTollpo CSP. PykosogcTeo agMuHucTpaTtopa
6esonacroctu JavaCSP un JavaTLS».
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2 Wcnonb3yembie knaccobl Java

Kpuntonpogaiigep Kpuntollpo JavaCSP ocyuiectensier kpuntorpacuyeckue onepauyuu npy  NOMOLLY
cnegytowmx knaccos Java (nepedmcnenbl B andaBUTHOM NOPsiAKe):

e AlgorithmParameterSpec

o Certificate

e CertificateFactory

e Cipher

e lvParameterSpec

o KeyAgreement

e KeyGenerator

e KeyPairGenerator

e KeyStore

e Mac

o MessageDigest

e SecureRandom

e Signature
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3 Wcnonb3oBaHue dyHkunii Kpuntollpo JavaCSP 4epes
CTaHAapTHbI uHTepderic JCA

B cnyyae ncnonbsosanusi Java-mawnH Bepcun 10 u Bbiwe:

DKCnlyaTauusi OCYLLECTBASIETCA NyTeM fobaBneHusi NpoBaliiepoB B CMUCOK java.security:

security.provider.<N>=JCSP
security.provider.<N>=Crypto
security.provider.<N>=RevCheck

Wan nporpammuo, ¢ nomowsto Security.addProvider:

Security.addProvider(new JCSP()); // uposaiimep JCSP

Security.addProvider (new RevCheck());// mpoBaiinep nposepru ceprtupuraToB JCPRevCheck
// (revocation-nposaiinep)

Security.addProvider (new CryptoProvider());// mpoBaiinep mmuppoBarusa JCryptoP

BubnnoTekn noskHbl bbITh gobaeneHsl B classpath.

3.1 TleHepauuns kKAOYEBbIX Map 3JIEKTPOHHOW NOAMUCU N KJHOYEBOro
obmeHa B coorBetcTtBum co ctaHgaptamum FOCT P 34.10-2001 n TOCT P
34.10-2012

3.1.1 Co3paHne oObekTa reHepauun KAKOYEBbIX Nap 3/IEKTPOHHOW nNoagNUCU wn
Kato4eBoro obmeHa

[ns cospaHnsa obbekTa reHepaTopa KJIKOYEBONA Napbl 3/EKTPOHHON MOAMUCK B COOTBETCTBUU C aAropUTMOM
FOCT P 34.10-2001 craTmyeckoMy MeToay getInstance() knacca KeyPairGenerator HeobXogumo B KayecTse
napameTpa nepegatb uMs, wuaeHTuduumpyowee aanubiii anroputm ("GOST3410EL" wanm JCP.GOST EL
DEGREE _NAME). lMNpu Takom Bbi3oBE MeToAa getInstance() COBMECTHO C OMpeAeneHneM TpebyeMoro anroputma
reHepauuu KaK4YeBOl napbl HEODXOLUMO MepefaBaTh WMsi KPUMTOMPOBAiAEpa, MCMOAL3YEMOrO LSt BbIMOJHEHUS
Tpebyemoii onepauunn, 1o ectb JCSP.PROVIDER NAME. Takum obpasom, cospaHue reHepatopa Kjto4eBoil napsl
SNIEKTPOHHON MOAMUCK OCYLLECTBIISIETCS OAHUM U3 CJIEAYIOLLUX CMOCObOB:

KeyPairGenerator kg = KeyPairGenerator.getInstance("GOST3410EL", "JCSP");
KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_EL_DEGREE_NAME, JCSP.PROVIDER_NAME) ;

[ns cospaHus reHepaTopa KJIKOYEBOW Napbl S/JEKTPOHHOW MOAMWCU B COOTBETCTBUM C  aJroOpUTMOM
FOCT P 34.10-2012 (256 6but) metopy getInstance() HeODXOAMMO B KayecTBe MapaMeTpa nepeaatb UMs,
naeHTuduumpytowee gannbiii anroputm ("GOST3410 2012 256" wan JCP.GOST EL 2012 256 NAME). Mpu
TakOM Bbi30Be MeTofa getInstance() COBMECTHO C onpefesieHneM Tpebyemoro anropnTma reHepauum KatoHeBoi
napbl HeobxoauMo nepefaBaTb UMsi KPUMTOMpPOBaiigepa, UCMOL3YEMOro AAsi BbIMOJHeHUst Tpebyemoli onepauuu,
To ectb JCSP.PROVIDER NAME. Takum obpasom, cosgaHue reHepaTopa KAOHEBOW Napbl 3JE€KTPOHHON MOAMNMCK
OCYLLECTBASIETCS OfHUM U3 cneaytouymx cnocobos (Ha npumepe FTOCT P 34.10-2012 (256 6uT)):
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KeyPairGenerator kg = KeyPairGenerator.getInstance("GOST3410_2012_256", "JCSP");
KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_EL_2012_256_NAME, JCSP.PROVIDER_NAME) ;

Ons cospaHusi reHepaTopa KJKOYEBOW Napbl 3/EKTPOHHOW MOANUCKM B COOTBETCTBUM C  aJrOpPUTMOM
FOCT P 34.10-2012 (512 6but) metomy getInstance() HeoDXOAMMO B KayecTBe NapaMeTpa nepepatb UMs,
naeHTndbnumpytowee aannbiii anroputm ("GOST3410 2012 512" wam JCP.GOST EL 2012 512 NAME). MNpu
TakoOM Bbl30BE MeTofa getInstance() COBMECTHO C OnpefesieHneM Tpebyemoro asropnTMma reHepauum Kato4esol
napbl HeobxoAMMO nepeaaBaTb UMsSI KPUNTOMpPOBaligepa, WUCMOJb3YEMOro ASst BbinosHeHus Tpebyemoli onepauun,
To ectb JCSP.PROVIDER NAME. Takum obpasom, co3gaHne reHepaTopa KAOHEBOW Napbl 3JEKTPOHHOW MOAMMCK
OCYLLECTBAIAETCS OLHUM W3 CIEAYIOLLMX CMOCODOB:

KeyPairGenerator kg
KeyPairGenerator kg

KeyPairGenerator.getInstance ("GOST3410_2012_512", "JCSP");
KeyPairGenerator.getInstance (JCP.GOST_EL_2012_512_NAME, JCSP.PROVIDER_NAME) ;

[ns reHepaumm KaYeBoi napbl katodesoro obmena, cooteetcteytoweii [OCT P 34.10-2001, Heobxogumo
npu cosfaHun obbekTa reHepaTopa B KayecTBe UMEHU, MAEHTUUUMPYLOLLEro Tpebyemble anropuTMbl, yKa3bliBaThb
nmst "GOST3410DHEL" unn JCP.GOST _EL DH NAME. B cnydyae e reHepauum Kato4eBoi napbl KAHOHEBOro
obmena, cootserctaytoweii TOCT P 34.10-2012 (256) wau TOCT P 34.10-2012 (512), Heobxoanmo ykasbiBaTb
nms "GOST3410DH 2012 256" wam JCP.GOST DH 2012 256 NAME, wan "GOST3410DH 2012 512" nan
JCP.GOST DH 2012 512 NAME. Takum obpasom, B kpuntonposaiigepe Kpuntollpo JavaCSP renepaTop
KJIIOYEBOIA Napbl KJOYEBOro obmeHa, CooTBeTCTBYyoLlel anroputMam obmerna Adudpdu-Xennmana n nognucn FOCT
P 34.10-2001 nau FTOCT P 34.10-2012 npon3eoanTcst ogHUM U3 CNeaytoLnx cnocobos:

KeyPairGenerator kg = KeyPairGenerator.getInstance("GOST3410DHEL") ;

KeyPairGenerator kg = KeyPairGenerator.getInstance("GOST3410DHEL", "JCSP");

KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_EL_DH_NAME, JCSP.PROVIDER_NAME);
KeyPairGenerator kg = KeyPairGenerator.getInstance("GOST3410DH_2012_256");

KeyPairGenerator kg = KeyPairGenerator.getInstance("GOST3410DH_2012_256", "JCSP");
KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_DH_2012_256_NAME, JCSP.PROVIDER_NAME) ;
KeyPairGenerator kg = KeyPairGenerator.getInstance("GOST3410DH_2012_512");

KeyPairGenerator kg = KeyPairGenerator.getInstance("GOST3410DH_2012_512", "JCSP");
KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_DH_2012_512_NAME, JCSP.PROVIDER_NAME) ;

OtnuunTensHoii ocoberHoctoto JCSP aBnsieTcs ucnonbsoBaHne BUONOrMHECKOrO [aTHMKA CAYHalHbIX YUCen
kpuntonpogaiigepa Kpuntollpo CSP npun renepaumu [JOArOBpEMEHHBIX KHOYEBLIX Nap 3NEKTPOHHOR nognucu u
KtoYeBoro obmeHa. leHepauus K/KOHEBO Mapbl MOXET MPOUCXOAUTL MO OAHOMY W3 ABYX CLEHApPUEB: CO3[AETCH
BPEMEHHBIA KOHTElHEpP, KOTOPbLIN KOMMPYeTCst B pabounii, nan cpasy co3paéres pabounii KoHTelHep.

3.1.2 OnpepeneHve napamMmeTpoB reHepauuu KJKOYEBOW Napbl 3/1€KTPOHHOW NoANUcU n
KJto4eBoro obmeHa

BosmoxHbI cregytowme cnocobel nogayn napamMmeTpos MHNLMANNZALMUN:
1) crangapthbiii (Ha npumepe FOCT P 34.10-2001):

KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_EL_DEGREE_NAME, JCSP.PROVIDER_NAME);
KeyPair keyPair = kg.generateKeyPair();

B aTom ciydae nponcxoanT co3faHne BPEMEHHOrO KOHTEHepa C HEKMM MPOW3BOJIbHLIM MAapoOJIEM U UMEHEM
(anuacom), ans BbIpaboTkn KatoHa noTpebyeTcs HabpaTb AOCTAaTOYHYHO SHTPONMIO B CTaHaapTHom okHe Bmo[CH
kpunTtonposaiigepa Kpuntollpo CSP.

2) c 3apaHnem anmnaca koHTeiiHepa (Ha npumepe FOCT P 34.10-2001):
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KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_EL_DEGREE_NAME, JCSP.PROVIDER_NAME) ;
// Co3gpamme koHTelinepa Tuna HDIMAGE c mmemeM containerName

String container = KeyStoreConfig.getHDImage () .makeContainerName (containerName) ;

AlgIdSpec params = new NameAlgIdSpec(container); // llapaMeTp: HHEIHAIU3alUuM TeHepaTOpa
kg.initialize(params);

KeyPair keyPair = kg.generateKeyPair();

B atom ciyyae cozpaetcsi pabounii KoHTeliHEp C UMeHeM containerName, ANnst BbIpaboTKy Kitoda noTpebyertcs
HabpaTb [OCTaTOYHYIO SHTpPONUIO B cTaHaapTHoM okHe BuolJCH kpuntonposaiigepa Kpuntollpo CSP, B okHe BBOAA
1 NOLATBEPXKAEHUS NAPONs ANsl KOHTeliHepa yKa3blBAaeTCs NMH-kog. [lapameTp container MOXET Cofep)KaTb 3HAYEHMUE
B popmate FQCN, Hanpumep, \\.\HDIMAGE\test| .\

Ecnu nponcxoput reHepaums kntoueii anroputma obmena, cooreercraytowux FOCT P 34.10-2001, To Tpebyetcs
dopMmupoBaThe NapamMeTpbl Tak:

// TapaMeTpn wuHunmanusanuu reHepatopa GOST3410DH

AlgIdSpec params = new NameAlgIdSpec(AlgIdSpec.getDHDefault(), container);
kg.initialize(params) ;

3) ans anroputmos FOCT P 34.10-2012 (256 6ut) n FOCT P 34.10-2012 (512 6uT) Ha npumepe nepeoro:

KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_EL_2012_256_NAME, JCSP.PROVIDER_NAME) ;
// Co3gpamme koHTelinepa Tuna HDIMAGE c mmemeM containerName

String container = KeyStoreConfig.getHDImage () .makeContainerName (containerName) ;

// llapaMeTpH HHUIANU3aluu TeHepaTopa

AlgIdSpec params = new NameAlgIdSpec(AlgIdSpec.0OID_PARAMS_SIG_2012_512, container);
kg.initialize(params);

KeyPair keyPair = kg.generateKeyPair();

B sTom ciyyae cozpaetcsi pabounii KoHTeliHep C UMeHeM containerName, ANst BbIpaboTKM Kitoda noTpebyeTtcs
HabpaTb JOCTaTOYHY 3HTponuto B cTaHgapTHoM okHe BuoJCH kpuntonposaiigepa Kpuntollpo CSP, B okHe BBOAA
1 MOATBEPXKAEHUSI NAPOSs AJist KOHTENHEPA YKa3bIBAeTCs NH-Kog,. [TapaMeTp container MOXET cofep)aTb 3HadeHUne
B popmate FQCN, Hanpumep, \\.\HDIMAGE\test.

Ecnu nponcxoanT reHepauus kntodeli anroputma kitodesoro obmena, cootsercteytowumx FTOCT P 34.10-2001,
TO BO3MOXXHO yKa3aTb NapameTpbl Tak:

// TapamMeTpn wuHunmanusauuu reHepaTopa GOST3410DH_2012_256
AlgIdSpec params = new NameAlgIdSpec(AlgIdSpec.0ID_98, container);
kg.initialize(params);

AHanornyHeiMm obpasom 3agatotcs napametpbl ana TOCT P 34.10-2012 — wuaeHTudbukatopamn Habopos
napametpos AlgldSpec.OID PARAMS EXC 2012 256 n AlgldSpec.OID PARAMS EXC 2012 512.

MNocne TOro, Kak reHepaTtop KJt0YEeBON napbl Bbin CO34aH, MOXXET TaKXXE€ BO3HNKHYTb Heo6XOp,I/IMOCTb YCTAaHOBUTb
Habop MapameTpoB KJIKOYEBONA Mapbl 3NEKTPOHHOW MOAMUCKA WAM KIHOYEBOro ObMeHa, OTNMYHLIA OT MapameTpoB
YCTaHOBNEHHBIX B KOHTpoabHoi nanenn JavaCSP. Onepauusi nsmeHeHns cywiecTeytollero Habopa napameTpos
OCYLLIECTBAISIETCS NPy NOMOLLM METOAA initialize() knacca KeyPairGenerator. DTOMY METOAY B KA4ECTBe NapaMeTpa
nepepaetcss obbekT AlgIdIinterface, npeactaenstowmii coboli nHTepdeiic Habopa ycTaHaBAIMBAEMbIX NapaMeTPOB
(co3paHne 0bbEKTOB TAaKOro TUNA OMMUCHLIBAETCS HUXKE). Toraa namexeHue Habopa napamMeTpoB reHepaTopa KAtOHeBON
napbl NPOU3BOAUTCS CeayoWuUM obpaszom:

AlgIdInterface keyParams; // umTepdeiic Habopa ImapaMeTpoB KiIowYa
kg.initialize(keyParams); // ycTaHOBKa IapaMeTpoB, OIpeLeNeHHbHX uHTepdeiicoM keyParams
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Cne,u,yeT NOMHUTL O TOM, Y4TO U3MEHEHNE MapaMEeTpPOB reHepauunn KJHO4eBON napbl NMEET CMbIC/T TOJILKO A0
BbIMOJIHEHUA HENOCPEACTBEHHO NrEHEPaAU N Napbl.

CranpgapTHblii untepdeiic JCA JOMyCKaeT BbI30Bbl MeToga initialize() knacca KeyPairGenerator u C
APYruMM napaMeTpamu (Hanpumep, ANUHA KKOYa), HO MpY UCNonb3oBaHUK kKpunTonpogaiigepa Kpuntollpo JavaCSP
Takne BbI30Bbl HE UMEIOT CMbIC/IA, MOCKOJbKY OHW HE W3MEHSIIOT Habop MmapaMeTpoB, YCTAHOBNEHHLIA paHee
reHepartopy.

Kntouesble KOHTelHepbI NOAAEPKMBAOT Takxke diar dhAllowed, O3HaYatOWMl BOSMOXXHOCTb NMPOU3BOANTL Ha
3aKpbLITOM KJHOYE COrIaCOBaHNE CECCUOHHBIX KitOHel WwindpoBaHusi. IToT BUT aBTOMATUYECKN YCTaHABMBAETCS Npu
reHepauun kntodeii kntodesoro obmera (DH) Ha Bcex anropuTmax, mpu reHepauumn KitoHell NOAMUCH HA anropuTMe
FOCT P 34.10-2001, Ho He ycTaHaBAMBAETCS MO YMOHAHWIO A5 Kiatodeli nognucy Ha anroputme FTOCT P 34.10-2012.
[ns toro, 4tobel ko nognucu anroputma FOCT P 34.10-2012 611 co3gaH ¢ ycTaHOBAEHHbIM hnarom dhAllowed
M MOI WCMOJIb30BATLCH AN KIHOHEBOro OOMEHA, HY>XHO MPOMHULMANN3MPOBaTh ODBEKT reHepaTopa ClEAyOLNM
obpasom:

‘ kg.initialize(new CrypdDhAllowedSpec());

3.2 XswwnpoBaHue paHHbix B cooTtBetcTtBum c anroputmamm FOCT P
34.11-94 v TOCT P 34.11-2012

Kpuntonpogaiigep Kpuntollpo JavaCSP ocywiecTeisieT BblYMCAEHNE 3HAYEHUS XOLW-PYHKUMN OT OaHHbLIX B
cooteetcTeun ¢ anroputmom FOCT P 34.11-94 n FTOCT P 34.11-2012, yepes ctangapTHblli untepdelic JCA npu
nomown knacca MessageDigest.

3.2.1 Co3paHne obbekTa X3LWNPOBAHUS OAHHbIX

ObbekT xawmpoBaHusi gaHHbix B cooteetcTBuu ¢ anroputmamu FTOCT P 34.11-94 v TOCT P 34.11-2012
CO3[aeTCsi MOCPEACTBOM BbI30Ba MeTofa getInstance () knacca MessageDigest. JTOT MeTOZ SAB/SAETCSA CTaTUYECKUM
1 BO3BPALLAET CCbIIKY Ha 0OBEKT Knacca MessageDigest, KOTopbIli obecneynBaeT BoINoiHeHUEe Tpebyemoli onepauuu.

Ons cospaHus obbekTa xswmpoBaHusi B cootsetcTBum ¢ anroputmom [OCT P 34.11-94, TOCT P
34.11-2012 (256 6ut) m FOCT P 34.11-2012 (512 6uT) meTogy getInstance() HeobxoAnmo B KayecTBe
napametpa nepefatb uMs, ugeHtuduumpytowee aanubiii anroputm ("GOST3411" wam JCP.GOST DIGEST
NAME, "GOST3411 2012 256" wam JCP.GOST DIGEST 2012 256 NAME, "GOST3411 2012 512" wunu
JCP.GOST DIGEST 2012 512 NAME cootsetcTBeHHO). [pu Takom Bbi3oBe MeToaa getInstance() COBMECTHO C
onpegesneHneM TpebyemMoro asiropuTMa XaLwnpoBaHMs AaHHbIX OCYLLECTBIISIETCA TakKXKe onpeaesieHne Tpebyemoro Tuna
kpuntonpoBaiigepa (Kpuntollpo JavaCSP). Takxe crangapTHbiii nntepdeiic JCA nossonsiet B kayecTse napameTpa
yHKuMN getInstance() kiacca MessageDigest BMeCTe C UMEHEM aNropuTMa yKasbiBaTb UMsi KpunTonposaligepa,
MCMO/Ib3YEMOro NSl BbINOJSIHEHUsI Tpebyemoii onepauuu. Takum obpa3om, Co3faHue reHepaTopa K/OHEBOW Mmapsbi
OCYLLECTBISIETCS OAHUM U3 cnegytowmx crnocobos (Ha npumepe FTOCT P 34.11-2012 (256 6uT)):

MessageDigest digest = MessageDigest.getInstance("GOST3411", "JCSP");

MessageDigest digest = MessageDigest.getInstance(JCP.GOST_DIGEST_NAME, JCSP.PROVIDER_NAME) ;
MessageDigest digest = MessageDigest.getInstance("GOST3411_2012_256", "JCSP");

MessageDigest digest = MessageDigest.getInstance(JCP.GOST_DIGEST_2012_256_NAME, JCSP.PROVIDER_NAME) ;
MessageDigest digest = MessageDigest.getInstance("GOST3411_2012_512", "JCSP");

MessageDigest digest = MessageDigest.getInstance(JCP.GOST_DIGEST_2012_512_NAME, JCSP.PROVIDER_NAME) ;

B cnyuae ucnonbzosatus anroputma FOCT P 34.11-94 BygyT ncnonb3oBaThCsl NapaMeTpbl, YCTaHOB/IEHHbIE B
KOHTPOJIbHONM MaHesnm napametpamu (napametpamu no ymondanuto). Anroputmbl xawmposatus [OCT P 34.11-2012
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He napametpu3oBaHbl. CtaHgapTHbiii uHTepdeiic JCA knacca MessageDigest HE MO3BOMSIET U3MEHSITb MapameTpsbi
CO3[aHHOTO OOBEKTA XJLIMPOBAHUS, HO €C/IN CYLECTBYET Takast HEODXOAUMOCTb, TO MPU NOMOLM AOMNOAHUTENbHBIX
BO3MOXHOCTel kpuntonposaiigepa Kpuntollpo JavaCSP mMoxHO ycTaHOBUTL Tpebyemble mapameTpbl X3LWMPOBAHMS
(oTNMYHBIE OT NAapaMeTPOB, YCTAHOBIEHHbIX B KOHTPOJILHOM MaHenu).

3.2.2 OnpegeneHne napaMmeTpoB X3LWLNPOBAHUS JAHHbIX

Mocne Toro, Kak OBBEKT X3LWMPOBAHMA AaHHbIX OblN CO3[4aH, MOXET BO3HUKHYTb HEOBXOAMMOCTb M3MEHUTb
napaMeTpbl X3LWMPOBaHUS, YCTAHOBJIEHHbIE paHEe B KOHTPOJIbHON naHenn. Onepauus U3MeHeHWUs CyleCTBYOLLEro
Habopa napamMeTpoB He MOXeT ObiTb OCylLiecTBNeHa npu nomowm craHgaptHoro wunTepcpeiica JCA knacca
MessageDigest, NO3TOMY AJisl €€ peanu3aunm cieayeT NPUBECTI CO3LaHHbIA 0OBEKT X3WNMPOBaHUSA K TNy GostDigest
N yXe Ansi obbeKTa 3TOro Knacca BOCNOJb30BaThCS METOAOM reset (), nepefaBasi JaHHOMY METOLY MAEHTUDUKATOP
yctanasimsaembix napametpos (OID):

// BHUMAHUE! pmysi COBMECTHMOCTH C IOpyTUME HpomykTamu Kpumrollpo
// DOMyCTHMO HCIONB30BAaTh TONBKO IapaMeTpH IO yMOJIYAHWD:

// "1.2.643.2.2.30.1"

0ID digest0id = new 0ID("1.2.643.2.2.30.1");

/* mpeobpasoBarue K Tumy GostDigest */

GostDigest gostDigest = (GostDigest)digest;

/* ycTaHoBKa TpebyeMsXx mapaMeTpoB */
gostDigest.reset(digest0id);

Meton reset() (6es napamerpo) crangaptHoro wuHTepcpeiica JCA knacca MessageDigest wW3MeHsiET
YCTAHOBJIEHHbIE NAapaMEeTpPbl X3LWMNPOBAHNSA HA NAapaMETPbl NO YMOJHAHUIO.

JaHHas onepaums NMeeT CMbICA TOJILKO A0 Ha4vasa BbINOJHEHNS HEMOCPEACTBEHHOW Onepauumn cosgaHms xawa
JaHHbIX.

3.2.3 KonupoBaHue 00bekTa X3WMPOBAHNA AAHHbIX

B HekoTopbix ciydasx TpebyeTcss co3paTh KOMUKO YXKe CYLECTBYIOLLEr0 OBbeKTa X3WUPOBAaHUA [aHHbIX,
HanpuMep, Korga TpebyeTcs OCYWEeCTBUTb X3LIMPOBaHME KaK M YacTU AaHHbIX, TaK W BCEro WUCXOAHOro MaccuBa
AaHHbIX. B aToM cnyyae nocne Toro, kak bbina obpaboTaHa Tpebyemasi 4acTb AaHHbIX, HEODXOAMMO COXpaHnThb (Npw
MOMOLLM KOMMPOBaHUs) OOBEKT X3LIMPOBaHWS, U NPOJO/KUTL 0BpaboTKy ocTasweiics YacTn (B pe3y/ibTaTe Hero
BymyT obpaboTaHbl BCe BXOAHblE AaHHbIE). V)Ke MOC/E BbIMOMHSETCS MOACHET 3HAYEHUs X3lWa A5 0bonx obbekToB
(NCXO[HOrO — COOTBETCTBYIOLLErO BCEM AAHHBIM U CKOMUPOBAHHOMO — COOTBETCTBYIOLLErO YacCTy LAHHbIX).

Ons aTux ueneii ncnonbsyetcsa Metog clone() Knacca MessageDigest, KOTOPbIi BO3BpaLLaeT TOYHYO KOMMIO
CYLLECTBYIOLLErO 0O bEKTA X3LUMPOBAHMS, BKJIKOYAsi BHYTPEHHEE COCTOSIHUE. DTOT METOL MOXKET ObITh BbI3BaH Ha J1l0boM
3Tane BbINOJIHEHUSI OMEPaLMN X3LLNPOBAHUS NOCAE TOrO, Kak ODBEKT X3LWMPOBaHUSA Obla NPOMHULMANN3NPOBAH 1 A0
TOrO, Kak onepauusi XaWwnpoBaHus bbiia 3aBeplueHa.

3.2.4 BbluucneHue xawa pgaHHbix B cootBetcTBun ¢ anroputmamu NOCT P 34.11-94 un
NOCT P 34.11-2012

Mocne Toro, Kak 0BbEKT X3LMPOBaHUA BbIN CO3AaH, BEIYUCAEHNE X3L1a AaHHbIX B COOTBETCTBUN C aAropuTMamm
FOCT P 34.11-94 n TOCT P 34.11-2012 npouseoanTcst B ABa 3Tana: obpaboTka gaHHbIX 1 NOC/AeaytOLLee 3aBEPLUEHNE
onepaLun X3WnpoBaHNs.

3.2.4.1 OO0paboTka x3aWwMpyemMbIX AaHHbLIX

Ob6paboTka xaWmnpyembix faHHLIX MOXET OblTb OCYLECTBEHA ABYMs crnocobamu:
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e npu nomowm Metoga update() knacca MessageDigest;
e npu nomown metoga read() knacca DigestInputStream.

Ons obpaboTkm nwobbiM 13 3TUX CNOCOBOB X3WIMpYyeMble AaHHbIE OO/KHbI ObITb MpeacTaBieHbl B BUAE
baiiToBoro maccuga.

Wcnonb3osaHue metoaa update()

MeToa update() knacca MessageDigest OCyL|eCTB/IsieT 0bpaboTKy X3aLmpyeMbIxX LaHHbIX, NPEACTABIEHHbIX B
BuZe baiiToBOro maccmea u nogaBaembix eMy B Kadectse napamertpa. CywecteyeT 3 BapuaHTa obpaboTkm baiiToBoro
MacCuBa AaHHbIX MPU NOMOLLM 3TOMO0 METOAA:

1) MocneposaTensHas obpaboTka Kaxkgoro HbaiTa AaHHbIX (NpY 3TOM KOIMHECTBO BbI30BOB MeToaa update(byte
b) paBHO anMHe MaccnBa AaHHbIX):

byte[] data;
for(int i = 0; i < data.length; i++)
digest.update(datalil);

2) BnoyHas obpaboTka AaHHbIX (faHHble 0bpabaTbiBalOTCS BIOKaMN OMpPeAENEHHON AnHbI):

byte[] data;
int BLOC_LEN = 1024;
// ecnin LOnuWHA HCXOAHHX NAHHEX MEHbBIE IJUHH 6IOKA
if (data.length/BLOC_LEN == 0)
digest.update[datal;
else {
// mmrI mo 6IoKaM
for (int i = 0; i < data.length/BLOC_LEN; i++) {
byte[] bloc = new byte[BLOC_LEN];
for(int j = 0; j < BLOC_LEN; j++) bloc[j] = datal[j + i * BLOC_LEN];
digest.update(bloc);
}
// obpaborkra ocTaTka
byte[] endBloc = new bytel[data.length % BLOC_LEN];
for(int j = 0; j < data.length % BLOC_LEN; j++)
bloc[j] = datal[j + data.length - data.length % BLOC_LEN - 1];
digest.update(bloc);
}

3) ObpaboTka faHHBIX LIEJIMKOM:

byte[] data;
digest.update(data);

Honyckaetcst KoMbMHMpPOBaHME NEPBOro U BTOPOro BapuaHTa, obpaboTka Baokamu pasnuyHoii OAUHbLI, a TaKXKe
ncnonb3oeaHne Metoaa update (byte[ldata, int offset, int len) — obpaboTka MaccuBa JaHHbIX CO CMELLIEHNEM.
Ho B ntobom cnyyae crefyeT MOMHUTL, YTO AJI KOPPEKTHOMO MOACYETA X3lla Ha 3Tane 3aBepLUeHUsi onepauuu
X3LWMPOBaHusl Heobxoanmo obpaboTtaTh Bce baliTbl MaccmBa AaHHbIX.

Wcnonb3osavune metoga read()

MNoMumo uncnonbzoBaHus metofa update() knacca MessageDigest obpaboTka X3WMpPYEeMbIX OAHHBIX MOXET
BbITb ocCyllecTBIeHa nocpeacTeoM MeToga read() knacca DigestInputStream. ®akTuyeckn, 3TOT MeToh B
3aBMCMMOCTM OT crnocoba 0bpaboTKM AaHHbLIX BbI3bIBAET COOTBETCTRYOW MY BapuaHT 0bpaboTku npy nomowm Metoaa
update (). dns ocywectsnennst obpaboTkm AaHHbIX U3 MCXOAHOro HAliTOBOro MaccmMea AaHHbIX HEOBXOAMMO CO34aTb
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HOBbIi 0OBbeKT Tuna ByteArrayInputStream, a 3aTEM M3 HErO W CO3A4AHHOIO paHee ODBLEKTA X3LIMPOBAHMS JAHHBIX
NoNYYnUTb HOBLIA 0bbEKT Tuna DigestInputStream:

byte[] data;
ByteArrayInputStream stream = new ByteArrayInputStream(data);
DigestInputStream digestStream = new DigestInputStream(stream, digest);

MNMocne Toro kak obbekT Tuna DigestInputStream co3gaH, obpaboTKa X3LWMPYEMbIX AAHHBIX OCYLLECTBISAETCA
npu nomMown Metopa read () knacca DigestInputStream. [lpn 3TOM, Kak u B cnydae meTofa update(), CyllecTByeT
3 BapmaHTa MCnosb3oBaHus MeToga read():

1) MocneposaTtenshasi obpaboTka kaxkgoro baiiTa AaHHbIX (Mpy 3TOM KONMYECTBO BbI30BOB MeToaa read(byte
b) paBHO anvHe MaccnBa AaHHbIX):

while (digestStream.available() != 0)
digestStream.read() ;

2) BnouHast obpaboTtka pfaHHbix (AaHHble obpabaTbiBaloTCsi GaOKaMM OnpefeneHHOW AAMHBI, NPU STOM
CHUTaHHblE JAHHbIE 3aMUCBIBAIOTCS B NepefaBaemMblii oyHKUnM read() maccus):

int BLOC_LEN 1024;
int DATA_LEN = digestStream.available();
// ecnu nnuMHA MCXONHHX IAaHHHX MeHbIle IJIWHH 6J0Ka
if (DATA_LEN/BLOC_LEN == 0) {
byte[] data = new byte[DATA_LEN];
digestStream.read(data, O, DATA_LEN);

}
else {
// UMRI mo 6jI0KaM
for (int i = 0; i < DATA_LEN/BLOC_LEN; i++) {
byte[] bloc = new byte[BLOC_LEN];
digestStream.read(bloc, 0, BLOC_LEN);
}

// obpaboTka ocTaTka

byte[] endBloc = new byte[DATA_LEN % BLOC_LEN];

digestStream.read(endBloc, O, DATA_LEN % BLOC_LEN);
}

3) Obpabotka gaHHbIX uenrkom (Npu 3TOM CHWTaHHblE JaHHbIE 3aNUCLIBAIOTCS B NepefaBaemblil yHKLMN
read() mMaccus):

byte[] data = new bytel[digestStream.available()];
digestStream.read(data, O, digestStream.available());

Honyckaetcss KoMbuHMpOBaHME MepBOro UM BTOPOro BapuaHTa, obpaboTka 6s0KaMu pasfNYHOR AAWHBI, a
TakXe umcnonb3oBaHne metopa read(bytel[ldata, int offset, int len) — 3anUCb CHMTAHHBIX JAHHbIX B MAacCuUB
co cmeuteHvem. Ho B ntobom cnyvae cnegyer NOMHUTB, YTO 415t KOPPEKTHOrO MOACHETA X3LWa Ha dTane 3aBepLueHus
onepaLun X3WnpoBaHus Heobxoammo obpaboTaTh BCe HaliThl MaccMBa AaHHbIX.

3.2.4.2 3aBeplueHne onepauumn x3LLIMPOBaHUS

Mocne Toro, kak BCe AaHHble BbiM o0bpaboTaHbl, ClefyeT 3aBEpLNTL ONEPALMIO X3LWMPOBaHUS. 3aBepLueHune
OCyLLECTB/ISIETCS Npn nomMowy MeToga digest() knacca MessageDigest. B pesynbtate BbinonHeHus atoli yHKLMUM
NOACHUTLIBAETCS 3HaYeHne XaWw-yHKkumn. [oayumnTs 370 3Ha4eHne MOXHO ABYMsi cnocobamu:
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1) BbizoBom meToga 6e3 napametpos — digest ().

B sTom cnyyae metopn Bo3BpalwiaeT 6aliTOBbI MaccuB, CofepXXaluunii 3HAYEHNE X3LWa;

2) BbizoBom meTtoga ¢ napametpamu — digest(byte[] buf, int offset, int len).

B sTom cnydae mMeTog 3anncbiBaeT 3HaYeHME X3WA B NEPESABAEMbIA EMY MAaCCMB CO CMELLEHNEM.

3.3 ®@opmMupoBaHue 3/IeKTPOHHOW nNoOANUCN B COOTBETCTBUM C

anroputmamu NOCT P 34.10-2001 v TOCT P 34.10-2012

Kpuntonposaiigep Kpuntollpo JavaCSP ocywecTensier hopMupoBaHne 31eKTPOHHOW MOAMUCK [aHHbIX,
cooteetcTaytoweii anroputmam [OCT P 34.10-2001 unu FTOCT P 34.10-2012, yepes ctaHgaptHblii untepdeiic JCA
npu nomoLym Knacca Signature. PopMupoBaHue 31eKTPOHHOR NOANUCY 451 J1t0BOro Apyroro aaropuTMa npu noMoLL
kpuntonpogsaigepa Kpuntollpo JavaCSP 3anpewaercs.

B kpuntonposaiigepe Kpuntollpo JavaCSP, kpome xawa no anroputmam FOCT P 34.11-94 vau TOCT P
34.11-2012, MOXHO MOANMUCLIBATbL HENOCPEACTBEHHO AaHHble. [loannck gaHHbIX OCyLLEeCTBASET BAOK TaK Ha3blBaEMbIX
Raw-anroputmos.

3.3.1 Co3paHue obbekTa (popMNPOBAHUS 3N1EKTPOHHOW Noanucu

ObbekT opMMpPOBaHMSI  DIEKTPOHHOW MOAMUCA  AaHHbIX CO3[AETCS MOCPEACTBOM  BbI30Ba METOAA
getInstance() kjacca Signature. DTOT MeTO4 SIBASIETCA CTaTUYECKUM 1 BO3BPALLAET CCbIIKY Ha ObBEKT KJacca
Signature, KOTOpbI/ obecnednBaeT BbINoJHEHNE TpebyeMoii onepaunn.

Ans cospanns obbekTa hopMMPOBaHNS S1EKTPOHHOI nognucn B cootsetcTaun ¢ anroputmamu OCT P 34.10-
2001, FOCT P 34.10-2012 (256 6ut) n FOCT P 34.10-2012 (512 6ut) meTony getInstance() HEOOXOAMMO B KayecTBe
napameTpa nepefaTb UMsi, UAEHTUULMPYIOLLEE JAHHbIA aAropuTMm:

e "GOST3411withGOST3410EL" unn JCP.GOST EL SIGN _NAME

e "CryptoProSignature" uan JCP.CRYPTOPRO SIGN NAME (ans coemectumoctu ¢ Kpuntollpo CSP)

o "GOST3411 2012 256withGOST3410 2012 256" wan JCP.GOST SIGN 2012 256 NAME

o "GOST3411 2012 512withGOST3410 2012 512" uam JCP.GOST SIGN 2012 512 NAME

e "CryptoProSignature 2012 256" wan JCP.CRYPTOPRO SIGN 2012 256 NAME (ans coBmecTumocTu
¢ Kpuntollpo CSP)

e "CryptoProSignature 2012 512" nan JCP.CRYPTOPRO SIGN 2012 512 NAME (ans coBmecTumocTu
¢ Kpuntollpo CSP)

Npun TakoM BbI30BE MeTOAa getInstance () COBMECTHO C onpefesieHnemM Tpebyemoro anroputmMa popMmMpoBaHMs
5/IEKTPOHHON MOAMUCK OCYLLECTBISIETCS Takxe onpeaeneHune Tpebyemoro Tuna kpuntonposaiigepa (Kpuntollpo
JavaCSP). Takxe craHgapTHbiii nntepdeiic JCA nossonsietr B kadecTse napamerpa dyHkUnM getInstance() kacca
Signature BMeCTe C WMEHEM airoputMa nepefaBaTb MMsi KPUNTOMPOBaiiAepa, WCMOb3YEMOro AJsi BbIMOJHEHUS
Tpebyemoli onepauuu.

Takum obpasom, cospmaHue obbekTa POPMUPOBAHUS SJEKTPOHHON MOAMUCU OCYLLECTBASIETCS OAHUM U3
cepyowmnx cnocobos:

Signature sig = Signature.getInstance("GOST3411withGOST3410EL");

Signature sig = Signature.getInstance("GOST3411withGOST3410EL", "JCSP");

Signature sig = Signature.getInstance(JCP.GOST_EL_SIGN_NAME, JCSP.PROVIDER_NAME) ;
//ons coBMecTtumMocTu ¢ Kpunrollpo CSP (mozmuck mMmeeT obpaTHEHII HOpPSAZOK 6aiiT)

Signature sig = Signature.getInstance("CryptoProSignature");

Signature sig = Signature.getInstance("CryptoProSignature", "JCSP");

Signature sig = Signature.getInstance(JCP.CRYPTOPRO_SIGN_NAME, JCSP.PROVIDER_NAME) ;
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Signature sig = Signature.getInstance("GOST3411_2012_256withGOST3410_2012_256");

Signature sig = Signature.getInstance("GOST3411_2012_256withGOST3410_2012_2566", "JCSP");
Signature sig = Signature.getInstance(JCP.GOST_SIGN_2012_256_NAME, JCSP.PROVIDER_NAME);
//zna coBMecTuMocTu ¢ KpunTollpo CSP (mommuch mMeeT O6pAaTHHM NOPSZOK 6aiiT)

Signature sig = Signature.getInstance("CryptoProSignature_2012_256");

Signature sig = Signature.getInstance("CryptoProSignature_2012_256", "JCSP");

Signature sig = Signature.getInstance(JCP.CRYPTOPRO_SIGN_2012_256_NAME, JCSP.PROVIDER_NAME) ;

Signature sig = Signature.getInstance("GOST3411_2012_512withGOST3410_2012_512");

Signature sig = Signature.getInstance("GOST3411_2012_512withGOST3410_2012_512", "JCSP");
Signature sig = Signature.getInstance(JCP.GOST_SIGN_2012_512_NAME, JCSP.PROVIDER_NAME) ;
//ons coBMecTumMocTu ¢ Kpunrollpo CSP (mozmuce mMmeeT obpaTHEHII HOpPSAmoOK 6aifT)

Signature sig = Signature.getInstance("CryptoProSignature_2012_512");

Signature sig = Signature.getInstance("CryptoProSignature_2012_512", "JCSP");

Signature sig = Signature.getInstance(JCP.CRYPTOPRO_SIGN_2012_512_NAME, JCSP.PROVIDER_NAME) ;

[ns cozpaHns obbekTa hopMUPOBaHUS SNEKTPOHHOI nognucy B cooTeetcTBuu ¢ anroputmammu FOCT P 34.10-
2001 wamn FOCT P 34.10-2012 6e3 xawmpoBaHusi aaHHbix (Raw-anroputmel), Heobxognumo metogy getInstance ()
nepefaTtb UMSsi, UAEHTUPULNPYIOLLEE JaHHbIA aNrOPUTM:

o "NONEwithGOST3410EL" naun JCP.RAW GOST EL SIGN NAME

e "NONEwithCryptoProSignature" wnun JCP.RAW CRYPTOPRO SIGN NAME (gns cosmectumoctn c
Kpuntollpo CSP)

nnn

e "NONEwithGOST3410 2012 256" wan JCP.RAW GOST SIGN 2012 256 NAME
e "NONEwithCryptoProSignature 2012 256" wwm JCP.RAW_CRYPTOPRO _ SIGN 2012 256 NAME
(ans cosmectumoctu ¢ Kpuntollpo CSP)

nnn

e "NONEwithGOST3410 2012 512" wan JCP.RAW GOST SIGN 2012 512 NAME
e "NONEwithCryptoProSignature 2012 512" wunun JCP.RAW_ CRYPTOPRO SIGN 2012 512 NAME
(ans cosmectumoctu ¢ Kpuntollpo CSP)

B maHHOM cnydae TakxKe MOXHO onpeAensiTe U KpUnTonpoBaigep:

Signature sig = Signature.getInstance("NONEwithGOST3410EL");

Signature sig = Signature.getInstance ("NONEwithGOST3410EL", "JCSP");

Signature sig = Signature.getInstance(JCP.RAW_GOST_EL_SIGN_NAME, JCSP.PROVIDER_NAME) ;

//ona coBMecTtuMocTu ¢ Kpunrollpo CSP (mozmuck mmMeeT obpaTHEHI HOpAmoK 6aiiT)

Signature sig = Signature.getInstance("NONEwithCryptoProSignature");

Signature sig = Signature.getInstance("NONEwithCryptoProSignature", "JCSP");

Signature sig = Signature.getInstance(JCP.RAW_CRYPTOPRO_SIGN_NAME, JCSP.PROVIDER_NAME);
Signature sig = Signature.getInstance ("NONEwithGOST3410_2012_256");

Signature sig = Signature.getInstance("NONEwithGOST3410_2012_256", "JCSP");

Signature sig = Signature.getInstance(JCP.RAW_GOST_SIGN_2012_256_NAME, JCSP.PROVIDER_NAME) ;
//mna coBMecTuMocTu c KpunTollpo CSP (moamuch mMeeT OGpaTHEHI NOPAZOK 6aiT)

Signature sig = Signature.getInstance ("NONEwithCryptoProSignature_2012_256");

Signature sig = Signature.getInstance ("NONEwithCryptoProSignature_2012_256", "JCSP");
Signature sig = Signature.getInstance(JCP.RAW_CRYPTOPRO_SIGN_2012_256_NAME, JCSP.PROVIDER_NAME);
Signature sig = Signature.getInstance("NONEwithGOST3410_2012_512");

Signature sig = Signature.getInstance("NONEwithGOST3410_2012_512", "JCSP");

Signature sig = Signature.getInstance(JCP.RAW_GOST_SIGN_2012_512_NAME, JCSP.PROVIDER_NAME);
//ona coBMecTtumMocTu ¢ Kpunrollpo CSP (mozmuce mmeeT obpaTHEBII HOpPSAmoOK 6aifT)
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Signature sig = Signature.getInstance ("NONEwithCryptoProSignature_2012_512");
Signature sig = Signature.getInstance("NONEwithCryptoProSignature_2012_512", "JCSP");
Signature sig = Signature.getInstance(JCP.RAW_CRYPTOPRO_SIGN_2012_512_NAME, JCSP.PROVIDER_NAME) ;

3.3.2 WHuymanmnsaumsa obbekTa hopMnpoBaHust 31eKTPOHHOW noanucu

Mocne Toro, Kak 0bbEKT hOPMUPOBAHNSA SNEKTPOHHOWR noanucu bbin cosgaH, Heobxoaumo onpeaennTs Habop
napametpos anroputmos FOCT P 34.10-2001 waun TOCT P 34.10-2012, B cooTBeTCTBUM C KOTOpbIMW byaeT
OCYLLECTBAIATLCA onepauunst hopMupoBaHus 31eKTPoHHOI nognucn. OnpegeneHue napaMeTPoB 3JeKTPOHHOV NOAMNUCK
OCYLLIECTB/IAETCSA BO BPEMS UHMLIMAAU3ALMI ONepaLun CO34aHnsa Noanucn MeToaoM initSign() knacca Signature B
COOTBETCTBUM C NapamMeTPamMu Kko4a 3EKTPOHHOI MOANNCY, MEPESABAEMbBIMU AHHOMY METOLY. DTOT KJIKOY HE TOJIbKO
onpeaensieT napameTpbl GOPMUPOBAHUSA SNEKTPOHHOW NOANNCU, HO N UCMOJIb3YeTCs B Npolecce ee (hopMUPOBaHUS.

Heobxogmmo MOMHWTBL, 4YTO KJKOYM DJEKTPOHHOW MOAMNWCK, MOAABAEMbIE HA WHMUMANU3aUMIO obbekTa
dopMuUpoBaHNA 3NEKTPOHHOIR MNOANWCK, CO34AHHOMO OMWCaHHLIM Bbile CNOCObOM, [O/KHbI COOTBETCTBOBAaTb
anroputmam FTOCT P 34.10-2001 waun TOCT P 34.10-2012. Cnocob reHepauuu Takux KAKOYER ONuCaH Bbille.
Co3pgaHue nognucy ans Nobbix APYrux Kato4veil 3anpeLeHo.

Takum o0bpaszom, uHuumManusauus onepaunn OPMUPOBAHMS SNEKTPOHHONR MNOAMMCK, BO BPEMsi KOTOPOIA
MPOUCXOLUT OMpPeSesieHne NapamMeTpoB MOAMUCH, OCYLLECTBASIETCS Chegytowmm obpasom:

PrivateKey privateKey; // obasarenbHo kimou c ajropurmoM "GOST3410EL" mmm "GOST3410_2012_256" wunwn
"GOST3410_2012_512" (coorBeTcTByWomuii amropurMy ['0OCT P 34.10-2001 ummm IOCT P 34.10-2012)
sig.initSign(privateKey) ;

3.3.3 OnpeaeneHne napametTpoB pOpMNPOBAHUA 3NEKTPOHHOW Nognucu

Mocne nHuumanusaumn obvekTa POPMUPOBAHNSA SNEKTPOHHOW MOLMNCU KIHOHYOM MOAMMCH MOXET BO3HUKHYTb
HeODXOANMOCTb W3MEHWUTH MapameTpbl (POPMUPOBAHUS NEKTPOHHONR nognucy (YCTaHOBUTbL MapameTpbl, OTINYHbIE
OT NapameTpoB KJIKOYa 3EKTPOHHONR nognucu). M3meHsaTb paspelsaertcss TONbKO NapaMeTpbl X3LWMPOBaHWS,
NCMOoJb3yeMble B MPOLECCe POPMUPOBAHMS SNEKTPOHHON MOAMNNCH, MPUYEM N3MEHEHME STUX NAapaMeTPOB LOMYCTUMO
TONLKO A0 Havana onepaunn hOPMUPOBAHNS 3IEKTPOHHOW nognucn. l[I3meHeHue napameTpoB X3WMPOBaHUS
OCYLLECTBAISAETCA MpU MNOMOLWM METOAA setParameter() knacca Signature. DTOMy METOAY B KayeCTBe MapaMeTpa
nepepaercs obbekT ParamsInterface, SIBASIOWMIACA UHTEPdEACOM YCTaHABAMBAEMbIX MaPaMETPOB X3LUMPOBAHUS
(co3paHme OOBEKTOB TakOro TWMa OMUCHIBAETCS HUDKE). TOrAa M3MEHEHWE MapaMeTPoB X3LWMPOBAHUS  [LJist
hOpMNPOBaHUS SJIEKTPOHHON MOAMNNCU OCYLLECTBASIETCA CeaytowmnM obpasom:

ParamsInterface digestParams; // ummTepdeiic mapaMeTpoB X3MMPOBAHUS
sig.setParameter (digestParams); // ycTaHOBKa IapaMeTpOB, ONIpeZeiieHHHX uHTeppeiicoM digestParams

CnepyeT MOMHWTbL, YTO WCMONL30BaHWE [AHHOrO METOAA WMEET CMbIC/] TOJIBKO MOCNE TOro, Kak obbekT
dopmupoBanusi nognucy Obin  nNponmHuuManu3uposaH. Ecin napameTpbl x3wmpoBaHus OblaM U3MeEHeHbI npu
opMMpoBaHUM MOAMMCK, TO OHM LOJIKHbI ObiTb COOTBETCTBYHOWMM 0OpPa3soM WM3MEHEHbI B MPOLECCE MPOBEPKU
nognucu. Takxe CrefyeTt y4ecTb, 4TO ans Raw-anropntmos nogobHbie yCTaHOBKU He UMEKOT CMbICAA.

3.3.4 ®opmupoBaHune 3/1eKTPOHHOW noanucu

Mocne Toro, kak obbEKT nmognucy Obla Co34aH 1M NPOUHULMANU3MPOBAH, Onepaunsi (poOpMUPOBAHMS MOAMMUCH
NPoN3BOAMTCS B [Ba 3Tana: obpaboTka JaHHbIX W MOCHEAYIOLEe BbIYUCIEHNE MOAMNCH, 3aBEPLUAIOLLEE OMepaLmnio
popMmMpOBaHNST INEKTPOHHOR NOZNUCH.
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3.3.4.1 O06paboTka nognucbiBaeMbIX AaHHbIX

ObpaboTka NOANUCHLIBAaEMbIX AAHHbLIX OCYLIECTBASETCA NMpM nomowm metoga update() kjacca Signature.
DTOT METOoA OCyWeCTBAsSIET 0bpaboTKy MoAMUCLIBAaEMbIX LaHHbLIX, MPEACTaBiEHHbIX B Buge baliToBOro Maccuea u
nojaBaembix eMy B kadectBe napametpa. Cyuwectyer 3 BapuaHTa 0bpaboTkm 6aiiToBOro Maccusa [JaHHbIX npw
MOMOLLM 3TOro METOAA:

1) MocnegoBaTenshasi obpaboTka kaxgoro 6aiita pAaHHbIx (MpM 3TOM  KOJIMHECTBO BbLI30OBOB METOAA
update (byte b) paBHO AJIMHE MAcCUBA AAHHbIX):

bytel[] data;
for(int i = 0; i < data.length; i++)
sig.update(datalil);

2) BnoyHasi obpaboTka AaHHbIX (faHHblE 0bpabaTbIBalOTCS BOKAaMN OMPEAENEHHON ANHBI):

byte[] data;
int BLOC_LEN = 1024;

// ecnnm OnvHA WCXOLHHX AAHHHX MEHbIE AJUHE 6IIOKA
if (data.length/BLOC_LEN == 0)
sig.update[datal;
else {
// UMRI mo 6j0KaM
for (int i = 0; i < data.length/BLOC_LEN; i++) {
byte[] bloc = new byte[BLOC_LEN];
for(int j = 0; j < BLOC_LEN; j++) bloc[j] = datal[j + i * BLOC_LEN];
sig.update(bloc);
}

// obpaborra ocTaTka
byte[] endBloc = new byte[data.length % BLOC_LEN];
for(int j = 0; j < data.length % BLOC_LEN; j++)
bloc[j] = datal[j + data.length - data.length % BLOC_LEN - 1];
sig.update(bloc);

3) ObpaboTtka faHHBIX LIEJMKOM:

bytel[] data;
sig.update(data);

JonyckaeTcst KOMbUHMpPOBaHWE NEPBOro N BTOPOro BapuaHTa, obpaboTka 6ioKaMun pasfnyHOR AMHbLI, a TaKXKe
ncnosb3oBaHne metoga update (byte[Jdata, int offset, int len) — 0bpaboTka MaccMBa AaHHbLIX CO CMELLEHUEM.
Ho B ntobom ciyvae cieayeT NOMHUTL, YTO A1 KOPPEKTHOIO BbIYMCAEHMS NOAMMCH HA 3Tane 3aBepLUeHNs onepauui
co3faHus nognucy Heobxoanmo obpaboTaTb BCe BaliThl MacCUBa AaHHbIX.

B cnyuae, ecaun Bbluncnsietcs nognucbk no Raw-anropnuTmy, obliee KoNMYeCTBO nepefaHHbix 6aliToB AOSIXKHO
ObITb paBHO [AJIMHE 3HAYEHUS WCMONb3YeMONR xaw-byHKkumn. ByayT nnm oHu nepegaHbl 33 OOMH BbI3OB, WM
HECKONIbKMMU BbI30BaMU, 3HAYEHUS HE MMEET.

3.3.4.2 BbluucneHue 3HauyeHUs1 3NEeKTPOHHOW nognucu

MNocne Toro, Kak BCe AaHHble ObLIM 0bpaboTaHbl, CleqyeT 3aBepWNTL Onepauunto opMIpPOBaHNST 31EKTPOHHOM
nognucu. 3aBepLueHmne OCYLLECTBSETCS Npu NOMOLM MeToga sign() knacca Signature. B pesynbrate BbINOSHEHUS
3TOV (PYHKLMMN BLINUCASIETCS 3HaYeHne nognucu. [oay4mnTb 3To 3HaYeHne MOXHO ABYMsi cnocobamu:
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1) BbizoB meToga 6e3 napamerpos — sign(). B 3Tom cnyuvae merton Bo3Bpaliaer baiiToBbIA Maccus,
COAEepXKaLLNii 3HaYeHe NOANUCK;
2) BbizoB metoga ¢ napamerpamnm — sign(byte[] buf, int offset, int len). B 3Ttom cnyyae metop

3aNNCbIBAET 3HA4YE€EHNME noanncunm B nepep,aBaeMblﬁ €My MacCCuUB CO CMELLEHNEM.

Metoabl ans Raw-anropnTMOB nognucbIBatOT faHHble, NepefaHHble MeTogamu update, WHTEPRPETUPYS WX
KakK 3HadeHue xawa. Anroputmbl, ucnonssyowme [OCT P 34.11-94 nan TOCT P 34.11-2012, BbluncastoT xaw
nepefaHHbIX AaHHbBIX, @ 3aTEM €ro MoAMMCLIBAIOT.

3.4 [lpoBepka 3/1eKTPOHHOI MoANUCU B COOTBETCTBUU C aJITOPUTMOM
NIOCT P 34.10-2012

Kpuntonpogaiigep Kpuntollpo JavaCSP  ocyuiecTensieT npoBepky 3NEKTPOHHOW MOAMUCKA  LAHHbIX,
cooteetcTeytowyto anroputmam [OCT P 34.10-2001 w FTOCT P P 34.10-2012, 4epes craHmapTHblii nHTepdeiic
JCA npwn nomowym knacca Signature.

3.4.1 Co3paHue obbekTa NPOBEPKN 31E€KTPOHHOW noanucu

Ob6bekT NpoOBEpPKM /IEKTPOHHON MOAMUCU [AHHBIX CO34AETCs MOCPELCTBOM Bbi30Ba MeToAa getInstance()
knacca Signature. JTOT METOA SBASIETCA CTaTUYECKWM W BO3BPALLAET CCbUIKY Ha KnacC Signature, KOTOPbIiA
obecneymBaer BbiNoaHeHne Tpebyemoli onepauuu.

[Ons cospaHus obbekTa NpoBEpKU 3MEKTPOHHOR nognucu B cooteetcTeuu ¢ anroputmamu [OCT P 34.10-
2001 (a Tounee, anroputm nognucu FOCT P 34.10-2001 c anroputmom xawwmposatus FOCT P 34.11-94), nan
FOCT P 34.10-2012 (256) (a Tounee, anroputm nognucn FTOCT P 34.10-2012 (256) ¢ anropuTMOM X3LINPOBAHUS
FOCT P 34.11-2012 (256)) , wam TOCT P 34.10-2012 (512) (a Tounee, anroputm nognucu FOCT P 34.10-
2012 (512) c anroputmom xawwuposaHusi TOCT P 34.11-2012 (512)) meTogy getInstance() Heobxogumo B
KayecTBe MapameTpa Mepeaatb UMsi, MAEHTUULMPYoLLee Tpebyemblii anropuTM MPOBEPKM SNEKTPOHHOR NOZNNCH
(cm. CoszpaHne obbekTa opMmupoBaHUs 3MeKTpoHHOW nognucyu; ans anroputma [OCT P 34.10-2001 —
"GOST3411withGOST3410EL" nan JCP.GOST EL SIGN_NAME, ans anroputma FOCT P 34.10-2012 (256) —
"GOST3411 2012 256withGOST3410 2012 256" wnu JCP.GOST SIGN 2012 256 NAME, ans anroputma
FOCT P 34.10-2012 (512) — "GOST3411 2012 512withGOST3410 2012 512" wan JCP.GOST SIGN 2012
512 NAME).

[ns cospaHus obbekTa NpoBEpKU 3MEKTPOHHONR nognucu B cooteetcTeuu ¢ anroputmamun TOCT P 34.10-
2001 wan FTOCT P 34.10-2012 6e3 nopcuyeTa 3HadeHus xow-pyHKUUU, MeToay getInstance() Heobxoanmo B
KayecTBe MapameTpa nepefaTb UMs, ugeHtTuduumpytolee TpebyeMblii anropuT™ MPOBEPKU 3JIEKTPOHHON MOANMCH
(cm. CoszpaHne obbekTa hopMmupoBaHUs 3MeKTpoHHOW nognucyu; ans anroputma [OCT P 34.10-2001 —
"NONEwithGOST3410EL" nnn JCP.RAW _GOST _EL_SIGN_NAME, ans anroputma FOCT P 34.10-2012 (256) —
"NONEwithGOST3410 2012 256" uan JCP.RAW_ GOST SIGN 2012 256 NAME, pns anroputma FOCT P
34.10-2012 (512) — "NONEwithGOST3410 2012 512" unun JCP.RAW _GOST SIGN 2012 512 NAME).

3.4.2 WHuymanmnsaumsa obbekTa NpPoBEpKN 3/1eKTPOHHOW noanucu

MNMocne Toro, Kak OOBLEKT MPOBEPKM 3JEKTPOHHON noanucu bbLl co3faH, HeobxoAuMo onpeaenuts Habop
napameTpoB 3agaHHoro npu cosgavum obwvekta anroputma (FOCT P 34.10-2001 wan FOCT P 34.10-2012),
B COOTBETCTBUUM C KOTOPbIMU OyAeT OCYLWECTBAATLCS onepauusi NMpPOBEpKU 3sekTpoHHol nognucu. OnpegeneHue
napaMeTpoOB 3/JEKTPOHHOI MOAMWCK OCYLLECTBASETCS BO BPEMS WHULMANA3ALUN OMNepauun MNpoBEPKM MOAMNUCH
MeTofoM initVerify() knacca Signature. B COOTBETCTBMM C NapaMeTpaMu KJIH0Ya NPOBEPKM 3JIEKTPOHHOW noanucuy,
nepeaaBaemMbiMmM JaHHOMY MeTofy. DTOT KJOY He TONbKO OMpefesisieT napaMeTpbl NPOBEPKU 3/IEKTPOHHON noanucu,
HO 1 MNCMOJIb3YeTCA B CAaMOM MpOLLecce NPOBEPKU.
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Heobxoanmmo noMHUTL, YTO KAKOUM NPOBEPKU SNEKTPOHHON NOANUCK, NO4ABAEMbIE HA HULIMANM3aUMO ObbeKTa
MPOBEPKN 3EKTPOHHON MOAMUCK, CO3AAHHOIO OMUCAHHLIM BbIE CMOCOBOM AOSKHBI COOTBETCTBOBATL aJArOpUTMy
sToro obvekra (coorsercreeHHo, anroputmam [OCT P 34.10-2001 wan TOCT P 34.10-2012). Crnocob reHepauuu
kntoyein gnst anroputmos [OCT P 34.10-2001 n TOCT P 34.10-2012 onucaH Bbiwe. [ToMuMo 3TOro anst KOppeKTHO
MPOBEPKMN 3JIEKTPOHHON Noanucu TpebyeTcsi, 4Tobbl K/tOY MPOBEPKU 3JIEKTPOHHON MOAMMCY COOTBETCTBOBA KJHOUY
SMIEKTPOHHON MOAMUCK, Ha KOTOPOM OCYLLECTBASNOCL (DOPMUPOBAHUE MOAMUCH.

Takum 0bpa3oM, MHULMANN3aLMS ONepaLun NPOBEPKN SJIEKTPOHHON MOAMNCK, BO BPEMSI KOTOPOW MPOUCXOAUT
onpefesieHne NapameTpoB 3EKTPOHHON MOAMNNCH, OCYLLECTBASIETCS CnefyrowmM obpasom:

PublicKey publicKey; // amroputm I[OCT P 34.10-2001 mmz T'OCT P 34.10-2012
sig.initVerify(publicKey) ;

3.4.3 OnpegeneHne napameTpoB NMPOBEPKU 3/1€KTPOHHOW noanucu

Mocne MHULManu3auun obbekTa MPOBEPKM SNEKTPOHHOR MOAMUCK KJIKOHOM MPOBEPKM SJIEKTPOHHON Moanucy
MOXET BOSHUKHYTb HEOOXOANMOCTb N3MEHNTB NapaMeTpbl MPOBEPKM 3JIEKTPOHHON nognuck (YCTaHOBUTL napameTpsl,
OT/ANYHbIE OT MAapaMETPOB KJOHA MPOBEPKN 3IEKTPOHHOI nognuck). Takasi HEODXOAMMOCTb MOXET BO3HUKHYTb B
C/lyHae, KOrfa napameTpbl 3EKTPOHHOR NognNucy b1 HEKOTOPLIM 0Opa3oM M3MeHeHb! Npu ee hopMupoBaHun. Toraa
OJ151 KOPPEKTHOW MPOBEPKU 3TO 37EKTPOHHOIW nognucu TpebyeTcst aHanorMyHbiM 0bpa3oM U3MEHUTb NapameTpsl
obbekTa nposepku noanucy (YCTaHOBUTL Te XXe CaMble napaMeTpbl). /I3ameHeHne napameTpoB NpoBEPKM 3N1EKTPOHHOI
NOAMUCK OCYLLECTBNAETCS aHaNOrMYHO N3MEHEHMIO NapaMeTPoB hOPMMPOBaHUS SIEKTPOHHOR Noanucu.

3.4.4 T[lpoBepka 3N1eKTPOHHOW nognucu

Mocne Toro, kKak 06BLEKT NPOBEPKN MOZNNCY BbIT CO3AaH U NPOVHULMANIN3UPOBAH, ONepaLs MPOBEPKM NOAMMUCH
Npou3BOAMTCA B ABa 3Tana: obpaboTka faHHbLIX W MOcC/ieaytollasi NpoBepKa MOAMUCK, 3aBEPLUAIOLAs TEKYLLYyHO
onepauuto.

3.4.4.1 QO6paboTka NoANUCaHHbIX AaHHbIX

ObpaboTka noAgnNUCaHHbIX AaHHbIX OCYLLeCTBASETCA Npu nomMowmnm Metoga update() Knacca Signature wn
MOJIHOCTbLIO aHasiornyHa obpaboTke AaHHbLIX NPY CO3A4aHWUMN NOAMNUCK.

3.4.4.2 [lpoBepka 31eKTPOHHOW nognucu

Mocne Toro, kak BCe AaHHble bbinu obpaboTaHbl, cnegyeT 3aBepwnTb OMNEPALMIO MPOBEPKU SJIEKTPOHHOM
nognucu. 3aBepLueHmne OCYLLECTBISIETCS NPU NoMoLLM MeToga verify () knacca Signature. JToli hyHKLUN NEPeAaeTcs
NpoBepsieMOe 3HaYeHne MOAMUCA U B pe3ynbTaTe ee paboTbl BO3BPALLAETCS IOrMYECKOe 3HaYeHue: true — mognuch
BepHa, false — nognuck He BepHa. 3HaueHue NpoBepsieMoli NOANNUCU MOXHO NepefaTh ABYMsi cnocobamu:

e B KayecTse baiiToBoro maccuea — verify(byte[] signature);

e B KayecTse baiiToBOro Maccuea co cmelleHnem — verify(byte[] signature, int offset, int length).

MpoBepka 3MeKTPOHHON noanuck B cepTudpmkaTe Kako4a NPOBEPKU SAEKTPOHHOW NOAMUCK OCYLLECTBAETCS
TaK >Xe, KakK Mpu NpoBepke Lenoyky ceptudpukatos. [pu peannsauun npoBepKn 3NEKTPOHHONR NOAMNCA LOKYMEHTa
C UCnonb3oBaHWeM cepTudMKaTa KJoYa MPOBEPKN MOAMUCK, UCKIHOYAETCS BOSMOXHOCTb MPOBEPKN 3J1EKTPOHHOM
NnoAnNUCK 31eKTPOHHOrO AOKYMeHTa 6e3 NpoBEpKM 3NEKTPOHHOW Noanucn B cepTudmkaTte KaodYa NpoBepKM NOAMNUCH
nan 6e3 HaNMYMsA NOJIOKNTENBLHOrO Pe3ynbTaTa MPOBEPKW 3EKTPOHHOW noanucy B cepTuddmMkaTte Kaoua npoBEpKY
3/1EKTPOHHOI Noanncu.
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3.5 Co3paHue kno4Yer napHOiW CBSA3M C MOMOLULLIO aJIrOPUTMa
K/1104eBOro oomeHa

Kpuntonpogaiigep Kpuntollpo JavaCSP ocywiecteasier paboTy ¢ kaoHamMu napHoii CBs3M B COOTBETCTBUM
c anroputmom kntodesoro obmena (cm. RFC 4357 un meToguyeckne pekOMEHZALMM TEXHWYECKOrO KOMUTETA
no craHgaptusauyun 26 «Kpuntorpadguueckas 3awuta wnHdopmaunmny «lcnonb3osaHue kpunTorpadnyeckmnx
anropuTMOB, conyTcTBylowmx npumerenuto crtaHgaptos [OCT P 34.10-2012 w FTOCT P 34.11-2012») uepes
cTaHgapTHbli nHtepdelic JCE npu nomowwm knacca KeyAgreement.

3.56.1 Co3paHue obbekTa reHepauun Kako4eil NapHo CBA3N

ObbekT reHepauyumn KJtoYel napH0|7| CBA3N (p,aﬂee I’EHepaTOp) CO3[4aeTCA NOCPEACTBOM Bbi30Ba METOAA
getInstance() kJsacca KeyAgreement. DTOT METOA SIBASIETCA CTaTUYECKUM 1 BO3BpaLLiaeT CCbIJIKY Ha Knacc
KeyAgreement, KOTOPbIi 0becneynBaeT BbINosHEHMe Tpebyemoii onepauuu.

[ns co3paHus reHepaTopa KJIKOYE NapHOW CBS3M B COOTBETCTBAM C aJIFOPUTMOM KIHOHEBOro obmeHa
MeTogy getInstance() HeoOXOQMMO B Ka4eCTBE mapameTpa MepefaTh UMs, UGEHTUDULNPYIOLLEE AaHHbIV airOpuTM
("GOST3410DHEL" nnun JCP.GOST EL DH_ NAME n "GOST3410DH 2012 256" unu JCP.GOST DH 2012
256 NAME wunn "GOST3410DH 2012 512" wan JCP.GOST DH 2012 512 NAME). [pu Takom Bbi3oBe
mMeToga getInstance() COBMECTHO C onpefesieHueM TpebyeMoro anroputma reHepauuy KiloYel CoriacoBaHus
OCYLLECTBASIETCS Takxke onpefeneHne Tpebyemoro Tuna kpuntonposaiigepa (Kpuntollpo JavaCSP). Takxe
crangapTHblii nHtepdeiic JCE nossonsier B kavectBe mapametpa dyHkumm getInstance() knacca KeyAgreement
BMeCTe C MMEHEM anropuTMa nepeAaBaTb UMs KPUMTOMpPOBaiifepa, UCMOb3YeMOro AN BbINOJHEHUS Tpebyemoii
onepaymu.

Takum obpasom, cozpaHue reHepaTopa Kito4eid obmeHa B COOTBETCTBUM C ajJrOpUTMOM KJIOYEBOro obmeHa
OCYLLECTB/ISIETCS OQHUM U3 CNEefYHOWMX CNocobos:

KeyAgreement ka = KeyAgreement.getInstance("GOST3410DHEL");
KeyAgreement ka = KeyAgreement.getInstance("GOST3410DHEL", "JCSP");
KeyAgreement ka = KeyAgreement.getInstance(JCP.GOST_EL_DH_NAME, JCSP.PROVIDER_NAME) ;

Ons kntovein va anroputme TOCT P 34.10-2012 (256):

KeyAgreement ka = KeyAgreement.getInstance("GOST3410DH_2012_256");
KeyAgreement ka = KeyAgreement.getInstance("GOST3410DH_2012_256", "JCSP");
KeyAgreement ka = KeyAgreement.getInstance (JCP.GOST_DH_2012_256_NAME, JCSP.PROVIDER_NAME);

Onst kntouein va anroputme FTOCT P 34.10-2012 (512):

KeyAgreement ka = KeyAgreement.getInstance("GOST3410DH_2012_512");

KeyAgreement ka = KeyAgreement.getInstance("GOST3410DH_2012_512", "JCSP");

KeyAgreement ka = KeyAgreement.getInstance(JCSP.GOST_DH_2012_512_NAME,
CryptoProvider.PROVIDER_NAME) ;

Co3zgaHHblii TakuM 0bpa3oM reHepaTop OCYLLECTBASIET BbIPAbOTKY KtOHel COrnacoBaHusi U3 Kito4Yeidl obmera,
cooteetcTeytowux anroputmy FOCT P 34.10-2001 wnn TOCT P 34.10-2012 gns mcnonb3oBaHWsi B ajropuTMme
KaoYeBoro obmena. Kntoun knioyesoro obmena, cootsercreytowme anroputmy FOCT P 34.10-2001 vaun FTOCT P
34.10-2012, mMoryT 6bITb KakK MPOYUTaHbI U3 KOHTEHEPA, TaK 1 MOJYHEHbI MPU MOMOLLN FeHepaTopa KJKOYEBOV Nnapsbl
obmeHa.
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3.5.2 WHuymnanusaumsa reHepatopa kjtouyeid NnapHoi cBA3N

Mocne Toro, kak reHepaTop KJtO4Yeld MapHOl CBA3M Obin co3AaH, HEOOXOAWMO MPOUHWULMANU3MPOBATL €ro
3aKPbITbIM KJIO4YOM ODMEHa, B COOTBETCTBUU C KOTOPbLIM DyAET OCYLeCTBAATLCS BbIpaboOTKa KitoYell CornacoBaHus,
a TakXke MapamMeTpaMu, Ha OCHOBE KOTOPbIX 3Ta BbIPabOTKa OyaeT NpousBOAWMTLCA. Takas WHWLManNU3auus
OCYLLEeCTBASETCA npu nomowm metoga init(Key key, AlgorithmParameterSpec params) kJjiacca KeyAgreement
JToMy MeToAy B KadecTBe napameTpa key nepenaertcs 3aKpbITblii K4 obMeHa, COOTBETCTBYHOLLWIA anroputmy
FOCT P 34.10-2001 wnun TOCT P 34.10-2012. B kayecTBe napaMeTpoB params, y4aCTBYIOLWMX B BbipaboTke
KNtOYell CornacoBaHusi, nepepaeTcsi obbekT knacca IvParameterSpec, npefcTaBasitolmii coboii baliToBbIA BEKTOP
ANst BbipaboTkn kntoueii cornacosanust (UKM).

NHnumnanusaumst reHepaTopa KaKOYEA COrnacoBaHus OCYLLECTBASETCS CeaytowmnmM obpasom:

PrivateKey privateKey; // obg3aTelbHO 3aKpHTHH KNI 06MEeHA, COOTBETCTByMmu
// amroputmy I'OCT P 34.10-2001 mam T'OCT P 34.10-2012

IvParameterSpec spec; // CTapTOBHI BEKTOP

ka.init(key, spec);

3.5.3 BbinonHeHue dra3sbl cornacoBaHus Kako4ei

MNMocne Toro, Kak reHepaTop KJtOYel MapHOl CBsA3M OblA CO3AaH 1 NMPOUHNULMANNSUPOBAH 3aKPbITBIM KJIKOHOM
1 6aliToBbLIM BEKTOpPOM, TpebyeTcsi MPOMHULIMANN3MPOBATL €ro OTKPbITbIM KJKOYOM, B COOTBETCTBUU C KOTOPbLIM
OymeT ccopmupoBaH kto4d mapHoi cesisu (pasa cornacoBaHusi katodeid). BbinonneHne asbl ocyuiecTsisieTcs
npu nomowmn Metona doPhase(Key key, boolean lastPhase) kjacca KeyAgreement. JTOMY METOAY B Ka4ecTse
napaMeTpa nepenaeTcs OTKpbITbIl Ktod, cooteetcTeytowmii anroputmy FTOCT P 34.10-2001 wan FTOCT P 34.10-
2012. CnefyeT NOMHUTL, Y4TO MapaMETPbl XJLNPOBAHUS W 3IEKTPOHHON MOAMUCKA STOrO Kto4Ya 4O/DKHbI COBMAAaTh
C COOTBETCTBYIOLIMMUN NapaMeTpaMi NOAAHHOIO Ha UHULMANN3ALMIO 3aKpbITOro Katoda. Bropoli napameTp metopa
doPhase () urHopupyetcsi. CunTaercsi, 4To 3Ta BeNMYMHA BCErga pasHa true.

PublicKey publicKey; // 06A3aTeNbHO OTKPHTHH KINY OOMeHa, COOTBETCTBYoWuH
// 3akpeToMy Kib4y privateKey
ka.doPhase(publicKey, true);

CranpapTHelii uHtepdeiic JCE ponyckaer BosBpawjeHMe JaHHbIM MeTofoM obbekTa kiacca Key. B
kpuntonpogaiigepe Kpuntollpo JavaCSP B kavecTse Takoro obbekta BO3BpalLaeTcs nepeparHblii Metogy doPhase ()
OTKpbITLIN KAtoY. 15t noayYeHns caMoro KJtoda COrlacoBaHUsi HEODXOAUMO COENaThb ele OAUH Lwar.

3.5.4 TleHepauus knto4a NapHoi CBA3MU

Mocne Toro, Kak onpefesieHbl 3aKpbITblii N OTKPbITbIV KAOHM, HA OCHOBE KOTOPbIX OCYLLECTBASETCS BbipaboTka
K/tOYa MapHOi CBsA3M, a Takke napameTpbl (baiiToBbI BEKTOP), y4acTBytowmMe B 3TOi BbipaboTke, Heobxoanmo
BblpaboTaTb COBCTBEHHO KJ/KOY MapHOl CBsA3M. [eHepaunsi Takoro KAOYa OCYLLECTBASIETCS MpW MOMOLLYM BbI30Ba
MeTofa generateSecret(String algorithm) knacca KeyAgreement. B kayecTBe mapameTpa 3TOT MeToaa nosy4qaer
CTPOKOBOE MpeAcTaBieHne anroputMa kitoya napoit ceasm ("GOST28147" wau JCSP.GOST CIPHER NAME).
Bosepalyaer 3ToT MeTon 0OBEKT Kiacca SecretKey, NPeACTaBASOWMA CODOW Kito4 MapHOW CBA3W. IJTOT KIIOM
ABnsieTcss KNtoYom wudpposanust anroputma [OCT 28147-89 ¢ napameTpamu wud)poBaHUsi, COOTBETCTBYIOLLMMU
napameTpaM OTKPbLITOro Kjtoua.

Takum o6pa30M, reHepaunsa Kiaro4a CorslaCoBaHMA OCYLLECTBNAETCA:

SecretKey agreeKey = ka.generateSecret ("GOST28147");
SecretKey agreeKey = ka.generateSecret (JCSP.GOST_CIPHER_NAME) ;
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[ns Boipabotkn 512-6uTHOrO cekpeTHOro Kitoda ans ucnonb3osaHus B pyHkumsx HMAC, ocHoBaHHbIX Ha
ncnonbsosanumn xaw-pyHkumnit FTOCT P 34.11-2012 (256 6ut) u TOCT P 34.11-2012 (512 6uT) cneayet nepeaats
metoay ctpoky "SYMMETRIC512" (JCSP.SYMMETRIC 512).

SecretKey agreeKey = ka.generateSecret ("SYMMETRIC512");
SecretKey agreeKey = ka.generateSecret (JCSP.SYMMETRIC_512);

3.6 Paborta c knro4YeBbIMN HOCUTENSIMW

Kpuntonpogaiigep Kpuntollpo JavaCSP  ocyliecTBasieT xpaHeHue KJtOYel 3eKTPOHHOW noagnucu u
KJIKOYEBOro obMeHa 1 COOTBETCTBYIOWUX UM CEPTUUKATOB Ha KIHOYEBbLIX HOCUTENSX, KOTOpPblE MOALEPXKUBAIOTCS
kpunTonposaiigepom Kpuntollpo CSP, daktnyecku ebinonxstowmm kpuntorpacpuyeckne onepauyuu. octyn K
KJIIOYEBLIM XPaHWNLLAM OCYLUECTBASETCS Yepe3 cTaHaapTHelii untepdpeiic JCA npu nomowm knacca KeyStore.
Cnepyet 3aMeTnTb, 4TO MCMOJIb30BaHNE MHTepdelica 3TOro Kaacca siBISAeTCs obWMM Kak Ansi paboTbl C KIKOYEBbLIMU
HOCMTENsIMU, Tak 1 st paboTebl ¢ xpaHunuwem ceptucdukatos. OAHAKO, CYLLECTBYIOT U HEKOTOpblE 0CObeHHOCTH,
OMUCaHHbIe HUXe.

MocKoMbKY FeHepaumsi KIOYEBLIX Map SJEKTPOHHOW MOAMUCA W K/OYEBOro obMeHa paspelleHa TOJIbKO AJis
anroputmos FOCT P 34.10-2001 n TOCT P 34.10-2012, To 1 3anucb KAOYEA SNEKTPOHHOW MOLMUCA 1 KITHOHEBOTO
obMeHa Ha KJIl0YeBble HOCUTENN pa3pelleHa TOJIbKO AJst KAKOYell 3TOro aaroputMa. YTeHne KAo4Yeil 37eKTPOoHHON
NOAMUCK 1 KOHEBOrO 0DMeHa ¢ HocuTeneli AonycTuMo Ans kntodeii, coorsetcreytowmx anroputmam FOCT P 34.10-
2001 n TOCT P 34.10-2012. 3anuck n yteHne cepTudKaTOB OTKPLITLIX KJOYel fonyCcTUMbI ANs 0bonx anroputTMoB
1 YLOBIETBOPSIET CAeAYOWUM NpaBuiIaMm:

® 151 KAXXAOr0 KJt0Ya, XPaHSILLErocst Ha KJIKOYEBOM HOCUTENE, [OMYCTUMO XPaHEHME OAHOIO COOTBETCTBYHOLLErO
Kto4y cepTudmkaTa Ha 3TOM HOCUTENE;

® €C/I Ha KJIIOYEBOM HOCUTENE YXKE MMEETCst CepTUUKAT, COOTBETCTBYIOLMUIA KoYy, TO MPpM 3anucu HOBOTO
cepTnpuKaTa CyLLECTBYIOLWNIA CEPTUUKAT YHUHTOXKAETCS;

® €C/IV 3anuUCbIBaeMblii CEPTMPUKAT HE COOTBETCTBYET HU OBHOMY W3 KJHOYENA, XPAHSILLNXCS HA HOCUTENE, TO
cepTUdMKaT 3aMnCLIBAETCS B XPaHWINLLE AOBEPEHHbLIX CEPTUNKATOB.

3.6.1 3anucb knloYein 31EeKTPOHHOI MOANUCU MU KOYEeBOro obmMeHa C anropmtmammu
FTOCT P 34.10-2001 v TOCT P 34.10-2012 Ha k/it04eBble HOCUTENN

Mocne Toro, Kak KAtoY 3EKTPOHHON MOAMUCA WAK KtoYeBOro obmeHa, cootsetcTaytowmii anroputmy FTOCT
P 34.10-2001 waun FOCT P 34.10-2012 (256), bbin co3gaH, kpuntonposaiigep Kpuntollpo JavaCSP nossonsier
3anmMcaTb €ro Ha OfMH W3 AOCTYMHbIX K/OYEBbIX HocuTenel. TakKe Kak N reHepauusi, COXpaHEHWE Ha KJIOYEBbIE
HOCUTE/IN Pa3pPeLlaeTcsl TOIbKO AJIS KJOYel 31eKTpoHHol nognucu, cooTeetcTBytowmx anroputmy FTOCT P 34.10-
2001 van FTOCT P 34.10-2012.

OCyLLI,eCTBJ'IeHVIe onepau,mﬁ C KJIKO4EBbIMUN HOCUTENAMU (B TOM 4HuUcCne N 3anncCb KJIro4a 3J1€KTpOHHOﬁ noanncm
NN KJHOHEBOrO 0bMeHa) NPOM3BOAMTCS Yepe3 CTaHAapTHbINA nHTepdeiic xpanuaunwa kntoydein JCA (nHtepdeiic knacca
KeyStore) NOCPEACTBOM BbIMOJHEHUSI CIEAYIOWNX AeNCTBUN:

3.6.1.1 OnpepeneHne TNa NCNONb3YEMOro K/KOHEBOro HOCUTENS

Onpe,u,eneHme TNA WNCNONBb3YEMOro KJIHOYEBOro0 HOCUTENA OCYLECTBIAAETCA NOCPEACTBOM Bbl30BA METOAQA
getInstance() Knacca KeyStore. SToT METOL ABNAETCA CTAaTUYECKUM N BO3BPALLAET CCbIJIKY Ha Knacc KeyStore,
KOTOprVI obecneymBaeT BbINOAHEHNE Tpe6yeM0|7| onepauynn.

[ns onpefeneHnst KOHKPETHOrO TUMA KJKOYEBOrO HOCMTENst MeTody getInstance() HeobxogMMO B KayecTse
napametpa nepegatb UMsi, ugeHTuuumpytolee Heobxogumelii Tun. B kpuntonposaiigepe Kpuntollpo JavaCSP
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peasin30BaHO HECKOJILKO TUMOB HOCUTESENR:
e ums "HDIMAGE" onpegensieT »ecTkuin auck;
e ums "REGISTRY" onpegensiet peectp (8 cnydae OC Windows);
® [pyrue Tunbl HOCUTENEN.

Mpn Takom BbI30BE MeToAa getInstance() COBMECTHO C oOnpeaeneHneM TpebyemMoro Tuna KIOYEBOro
HOCMTENSI OCYLLECTBISIETCS TaKXXe onpegenenune Tpebyemoro Tuna kpuntonposaiigepa (Kpuntollpo JavaCSP). Takxe
cTaHgapTHbii nHTepdpeiic JCA nossonisieT B kKayecTBe napameTtpa pyHKuuK getInstance () Knacca KeyStore BMecTe €
TUMNOM HOCUTENS YKa3blBaTb MMsi KPUNTONPOBAiAepa, MCMOJIb3YEMOro A5t BbINONHEHUst Tpebyemoli onepayuu. Takum
obpa3om, onpeaeneHre TUNa NCMOb3YEMOrO KJIKOYEBOrO HOCUTESS OCYLLECTBASIETCS OAHUM N3 CeAyoLmnX Cnocobos:

TaKVIM O6[)E!30Mv onpegeneHme Tuna wnUCNoNb3yeMoOro KAKHYEBOro HOCUTENA OCYLECTBAAETCA OAHUM U3
cregyowmnx cnocobos:

KeyStore ks = KeyStore.getInstance("HDIMAGE", "JCSP");
KeyStore ks = KeyStore.getInstance("REGISTRY", "JCSP");

OnpeaeneHne Tna NCNosib3yeMOro K/OYEBOro HOCUTENS MPEACTaBAsAET CObO NHULMANN3aLnlo CTaHaAPTHOMO
kntodesoro xpaHuanwa JCA, nostomy onepauuu 3annucu Ha K/IOYEBOW HOCUTENb WM YTEHWS C HEro criegyet
ocyuwecTeNATL B cooTBeTcTBUM C nHTepdeiicom JCA, a nmeHHo, TpebyeTcsi npeaBapuTe/bHas 3arpy3ka CoaepXXMmMoro
HOCUTENS1 N NOoChenytoLLee Nocse BbIMOSHEHNSI ONepPaLN COXPAHEHNE COAEPXKMUMOTO.

3.6.1.2 3arpy3ka cogep>XMMoro KJr4eBoro Hocurtens

CornacHo uHTepdeiicy ctangapTHoro kntodesoro xpavunuwa JCA nepeg Hauyasom BbINONAHEHUSt Kakux aunbo
onepaumii TpebyeTcs 3arpy3ka BCEro COAEPXKMMOrO XpaHWINWLA, CIEAOBaTENbHO, Mepef BbIMOJHEHMEM onepauuii
C KJIKOYEBLIM HOCUTENIEM CNEAYET 3arpy3uTb €ro COAepXMMOoe. 3arpy3ka COLEPXXUMOro CTaHAAPTHOrO XpaHUAULA
JCA ocyulecTensieTcs nocpeacTeom Bbi3oBa MeTofa load() knacca KeyStore. CornacHo unTepdpeiicy JCA dyHkuum
load() cnepyeT nepepaBaTb fBa NapaMeTpa: NOTOK, N3 KOTOPOro OCYLLECTBASIETCA YTEHNE COAEPKUMOTO KJIHOHEBOrO
XpaHunaunwa, N napojib Ha XpaHUIuLle.

Mockonbky paboTa ¢ kito4eBbIMU HOCUTENSIMU (HTEHME/3aNNCh KIKOYEl SEKTPOHHON MOAMNCH 1 KJTHOHEBOTO
oDMeHa 1 COOTBETCTBYIOLYMX UM CEPTUUKATOB) U C XpaHunuLeM cepTudumkaTos (YTeHne/3anuch [OBEPEHHbIX
cepTudprkatos) B kpuntonposaiifepe Kpuntollpo JavaCSP peanusosana cornacHo obuiemy nutepdeiicy JCA knacca
KeyStore, TO B HEKOTOPbIX Cy4asix BbI30B pyHKLMM load () OCYLLECTBASET KaK 3arpy3Ky COAEPXKMMOro KJtOHEBOro
HOCUTENA, TaK U COA4EP>KNMOIro XpaHunauiia CepTVICbVIKaTOB, APONHNUNANN3NPOBAHHOIO MMEHEM NAHHOIN0 HOCUTENA.
Beuay 3Toro BO3HMKalOT OCOBEHHOCTM UCMONL30BaHUS NapameTpoB yHKUMKM load():

e [lepsbiii napametp (BXOQHOW MOTOK M3 KOTOPOrO OCYLLECTBASIETCS 3arpy3ka COAEPXKMMOro XpaHUAuLLA)
ucnonbsyetcst kpuntonpoeaiigepom Kpuntollpo JavaCSP Tonbko B cnyyae paboThl € XxpaHuauwem ceptudpnkaTos.
|—|O3TOMy, npn OCyLweCcTBAEHNN onepaunn 3anmnmcm Ha K/IFOYEBOM HOCUTENb WIW YTEHWSI C HEro B Ka4decTBe
AAHHOrO napamMeTpa, MOXHO YKa3blBaTb nu||. ECJ'IVI APONHNUNANN3NPOBAHHOE WMEHEM HOCUTENA CTaHOApPTHOE
xpaHuanile KeyStore uncnonbsyeTca kKak ais paboTbl C AaHHBIM K/IOYEBbIM HOCUTENEM, Tak WU ans paboTel ¢
XpaHununuieM cepTudnKaTos, TO B KA4ECTBE JAaHHOro NapameTpa ciefyeT yKa3blBaTbh NOTOK COAEPXKMUMOro XpaHuUanLLa
cepTudnkatos. Toraa 3arpy>xeHHOe CoepXXMMOoe NOToKa ByAeT UCNob30BaTLCA TONLKO Npu paboTe ¢ XpaHUANLLEM
ceptudpnkatoB, a npu paborte ¢ HocuTensmu Oyaetr urHopuposaThcs. Ecnm mpomHMumanmsnpoBaHHOrO uMeHeM
[AHHOrO HOCWUTENS XPaHWINLLA CEPTUGUKATOB HAa MOMEHT Bbi30Ba (OyHKLMKU load() HE CyLLECTBYeT, TO B Ka4yeCcTBe
3TOro napametpa cregyeT ykasbigats null.

e Bropoii napametp sensieTcs naponem Ha xpaHuauie cepTudnKaToB, KOTOPOE BbIO MPOMHNLMANNSNPOBAHO
NMEHEM OAHHOIo0 HOCUTENA. I_IpVI onepaynsax ¢ KN4eBbIMN HOCUTENAMMN STOT NapPaMeETP CbaKTVI‘-IECKI/I HE NCNOJIb3YETCA,
HO BBUAY ObLiero uHTepdpeiica Ans HocuTeNed U xpaHuauwa cepTudnKaTos, Npu JOBLIX onepauusix C KIOYEBbIM
HOCUTEsNIEM NapoJib CieayeT yKasbiBaTb. Ecnm Ha MomeHT Bbi3oBa MeToga load() He CyLeCTBYET XpaHUIWLLA
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cepTUUKaTOB, MPOMHULMANM3NPOBAHHOIO UMEHEM AAHHOrO HOCWUTENSl, TO B Ka4ecTBe 3TOrO napameTrpa crieayer
ykasbiaTb null.

TaKI/IM o6pa30M, nepen Ha4asoM BbINOJIHEHNA onepaynin C KJKOHYEBbIM HOCUTENIEM CNeAYET BbINONHUTD 3arpy3sky
coaepXxumoro 3toro Hocutenst (U, ecnu 3To TpebyeTcs, 3arpy3Ky NPOMHWLWANU3MPOBAHHOIO WMEHEM HOCUTENS
XPaHUANLLA CEPTNNKATOB) CeaytoWwmnM obpasom:

ks.load(null, null); // He CymecTByeT XpaHWUIWNA CEepTUUKATOB,
// TpOMHUIMAIM3UPOBAHHOIO MMEHEM NAHHOTO
// KIOYeBOTO HOCHUTES
char[] passwd;
ks.load(null, passwd); // xpamwnume cepTHPUKATOB CyLECTBYeT,
// Ha Hero yCTaHOBJIEH mapoib passwd,
// HO mocienyoumue omepauuu 6YAYyT IPOU3BOLUTHCH
// TONBKO C HOCHUTEJIeM
InputStream stream;
ks.load(stream, passwd);// xpaHunume CepTHPUKATOB CymecTBYyeT,
// Ha Hero yCTaHOBJIEH mapoib passwd,
// mocuenywmme omepaunuu 6yAYyT IPOU3BOLUTHCH
// Kak C HOCHTeJeM, TaK U C XPaHWIUILEM
// cepTudpuraroB. ComepXuMoe XpaHUIUIA
// 3amucaHo B Stream.

3.6.1.3 3anuncb knw4va Ha HOCUTenNb

Mocne Toro, kak coaepxumoe HocuTensi (U, ecnm 3To TpebyeTcsi, COAEPXKMMOE MPOUHNLMANN3NPOBAHHOTO
MMEHEM HOCUTENSI XPaHWIMLLA CepTUUKATOB) ObINO 3arpy>KeHO, OCYLLECTBASIETCS COOCTBEHHO 3anuCb KAtOHa Ha
HocuTenb. [laHHasi onepauusi peanusyeTcst NpyM NOMOLLM Bbi30Ba MeTofa setKeyEntry() mnm mMetosa setEntry()
Knacca KeyStore:

String alias; // upeHTnOmraTop (yHHKAIPHOE M) KIOYA U

// COOTBETCTByWLWEro €My cepTupuraTta

// OTKpHTOTO KioYa
PrivateKey key; // KoY 3JIeKTPOHHOH IOANNCK WM KIIOYeBOI'O O6MeHa

// oT mapons Ha XpaHWIMIE, KUCIOIbL3YEMOrO IPU 3arpy3Ke)
Certificate[] chain;// memouka cepTuduraToB, HadWHAA C KOPHEBOTO X

// u 3akaHuYMBas CepTUPUKATOM OTKPHTOLO Kioda,

// COOTBETCTBYWOWETO OTKPHTOMY KIIOUY

ks.setKeyEntry(alias, key, null, chain);
nnbo

KeyStore.ProtectionParameter params = new KeyStore.PasswordProtection(password) ;
KeyStore.Entry entry = new JCPPrivateKeyEntry(key, chain);
ks.setEntry(alias, entry, params);

B dyHkumio setKeyEntry BmecTo naposnsi nepegaetcs null, T.K. panee BBOA nuH-koga noTpebyertcs
npoussecT B okHe Kpuntonposaiigepa Kpuntollpo CSP; T.e. ykasaHne naponsi HemoCPeACTBEHHO MpW BbI30Be
setKeyEntry usnuwne. MicnonbsoBanne pyHkunm setEntry no3sonsieT, HaobopoT, nsbexxaTs BBOAA MUH-KOAA B OKHe
kpuntonposaiigepa Kpuntollpo CSP, T.e. nepegaTb ero nporpaMmmHo.
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Mpu BbI3oBE setKeyEntry NOCAE reHEpaLWMW Mapbl Ha HEUMHWLMANW3MPOBAHHOM paboynmM KOHTeliHepom
reHepaTope Npou3oigeT co3gaHue paboyero KoHTeliHepa C MMeHEM alias U TWNOM keyStoreType, KOMMpOBaHWe
B HEro 3aKpbITOro Kjto4a n cepTudmkaTa U3 BPEMEHHOrO KOHTelHepa n yganeHuwe nocnegHero. [lpu cosgaHum
KOHTelHepa nosiBuTcs ctaHgaptTHoe okHo Kpuntollpo CSP ansa BBoga u nogTeepxaeHust naposisi Ha koHTeliHep. [pw
BbI30BE [JaHHOI (DYHKLMM MOC/e FeHepauumn napbl Ha NHULNAAN3UPOBAHHOM FeHEpaTope, ecin alias COOTBETCTBYET
containerName B reHepaTope, MpPOM30RAET TONLKO YCTaHOBKA cepTudrkaTa, Tak KakK KOHTEHep y)Ke cOo3faH; ecniu
alias He COOTBETCTBYET containerName B reHepaTope, TO NPOU30NAET KONMPOBaHKE KJKOYa U YCTaHOBKA cepTudmkaTa
B HOBbI/i pabo4nii koHTeliHep alias C COOTBETCTBYIOLMM BBOAOM MUH-KOAA W €ro NOATBEPXKAEHMEM [NS [AHHOrO
KOHTeNHepa.

B kauvectBe napamerpa chain BbICTymaeT wuenoyka cepTudMKaToB, cocTosiwasi Anbo u3 eANHCTBEHHOrO
cepTupuKaTa, OTKPbITbLI KHOY KOTOPOro COOTBETCTBYET 3aMnCbIBAEMOMY OTKPLITOMY KJto4dy, mbo n3 cobcTBeHHO
LIeNoYKM CepTUMKATOB, B KOTOPO cepTudMKaT COOTBETCTBYIOLNN KItOYY HAXOAUTCSI B HYJIEBOM 3JIEMEHTE MACCHBa.
CepTudprkaToM, COOTBETCTBYIOLLUM KJHOHY, MOXET ObITb KaK CaMOMOAMMUCAHHbI CepTUCUKAT, TaK U CepTMuKar,
3aBEPEHHbI JOBEPEHHbIM LeHTpoM cepTudpmkauuu. Ecnn npu sTom nepepapaemblii cepTudmkaT He COOTBETCTBYET
OTKPbLITOMY KJIto4y key, TO MeTOA setKeyEntry () BbI3OBET UCKI/IKOYEHME.

B oboux cueHapusix nocne reHepauum KatOHEBOW Napbl MOXHO WCMONb30BaTh (PYHKLMIO setEntry BMECTO
setKeyEntry, 4TO O3Ha4aeT:

e co3paHue paboyero KoHTeliHepa C MMeHeM alias M TUMOM KOHTEHEpa, KOMMPOBaHWE B HErO 3aKpbiTOro
KaYa U cepTudmMkaTa M3 BPEMEHHOrO KOHTEHepa u ypaneHwe nocnegHero. [pn cospaHum koHTelinepa bygmer
MCNONIb30BaH MapoJsib N3 napameTpa ProtectionParameter cbyHKLl,I/II/I setEntry;

® ecnn alias COOTBETCTBYeT containerName, TO NPOM30OAAET CMEHA TEKYLUEro Maposasi Ha TOT, YTO yKa3aH B
ProtectionParameter, n yCTaHOBKa cepTudmkaTta; ecnm alias He COOTBETCTBYET containerName, TO mpom3oinifer
CO3[aHMe HOBOrO KOHTeliHepa alias C naposieM un3 ProtectionParameter M KONMPOBAaHWE B HEro Kaw4Ya Mu
cepTudNKaToB.

3.6.2 YrteHume kNtoYen 3N1EKTPOHHOW NOAMUCK U KJKOYEBOro obMeHa C anropmtTmammu
FOCT P 34.10-2001 n TOCT P 34.10-2012 c knro4deBblx HOCuTenen

YTeHne Kntoueld 3MEeKTPOHHON Mognmcu u KaodeBoro obmeHa B kpuntonposaiigepe Kpuntollpo JavaCSP
NPOU3BOANTCS 4Yepe3 CTaHAapTHbI uHTepdpeiic xpaHunuwa kntodeir JCA (4epes uHTepdpeiic knacca KeyStore)
NOCPeACTBOM BbINOJIHEHUSA CNeAyoLWmnx AeliCTBUIA:

® onpefesieHNe TuMa NCMOJSb3YeMOro K/OHEBOrO HOCUTENS;

® 3arpyska COAEPXMMOrO KJIKOYEBOrO HOCUTENS;

® uTeHMe KJIH0Ya C HOCUTENS;

® COXpaHEHNE COAEP>KMMOTO KJIKOHEBOrO HOCUTENS.

Mocne Toro, kak copepxumoe HocuTens (n, ecam 3To TpebyeTcs, COQEpPXKUMOE MPOVHNLNATIN3NPOBAHHOIO
NMEHEM HOCUTENS XPaHWIULA CepTUUKATOB) ObINO 3arpyXeHO, OCYLECTBISETCS CODCTBEHHO YTEHME KIltOHa C
HocnTensi. JJaHHasi onepauns peannsyeTcsi Npu NOMOLLM BbI30Ba MeTofa getKey () knacca KeyStore, BO3BpALLAOLLETO
TpebyeMbili KJIHOY 3/EKTPOHHON MOAMUCH WM KIKOYEBOrO ODMeHa, ciegyowum obpasom:

e c nomolybio Metona getKey knacca KeyStore

String alias; // UmenTuduraTop (yHHKambHOe HMA) IOIYYaeMOTO KIOYa
PrivateKey key = (PrivateKey)ks.getKey(alias, null);

e c nomolbio MeToaa getEntry knacca KeyStore

String alias; // WUnemTuduraTop (yHEKaNIbHOE HMs) IOIyYaeMOTO KINOYa
KeyStore.ProtectionParameter params = new KeyStore.PasswordProtection(password) ;
JCPPrivateKeyEntry entry = ks.getEntry(alias, params);
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B wmeton getKey Bmecto napons nepegaetcs null, Tak kak BBOL nuH-koga noTpebyeTcst TONLKO npw
HEMOCPeACTBEHHONR paboTe C KNOYOM; OCYLLECTBAATLCS BBOA Naposist OyAeT B CTaHAAPTHOM OKHE KpUNTOMNpoBaiigepa
Kpuntollpo CSP. B meTog getEntry naponb nepenaercs B BUAE napametpa ProtectionParameter, npy 3TOM BBOAUTL
nuH-koA (ecnm ox bbin npasuibHbiM) B okHe CSP B panbHeiilwem He noTpebyeTcsi. DTo 03HAYaEeT, 4TO onepauuy BUAA
getKey/setKeyEntry mncnonssytoT Beog nuH-koga B okHe CSP, a dyHkuun getEntry/setEntry — HeT.

Ecnan ncnonbsosatb dyHKUMIO getEntry u nepenats B ProtectionParameter HEMpaBWbHbIA Naposb, To byaeT
NPeaJsioKeHO BBECTU Maposib 3aHoBo B okHe CSP (ocTaBlumecs 2 nonbiTkn).

Ecan Heobxogmmo cpasy nonydaTb YBEJOMJIEHME O HEMPABUALHOM napoje U npekpawartb paboty (no
NHULMMPOBAHHOMY NCKITKOHEHNIO), N30eXKaB NOBTOPHOrO BBOAA Napossi B okHe CSP, MOXXHO BOCMONb30BaTLCS K1AaCCOM
JCPProtectionParameter (naKeT ru.CryptoPro.JCP.params).()H pacwmnpsieT kKnacc KeyStore.PasswordProtection
W COAEPXKUT [OMNOJSHUTENbHBLIA napaMeTp, obo3Havatowuii pexum pabotbl, skeusanenTHblli CRYPT SILENT
(0x00000040). JaxHbiii napaMeTp MOXeT bbITb 3aaH B KOHCTPYKTOpe KJacca:

ProtectionParameter pp = new JCPProtectionParameter(password, true); // 3amanme CRYPT_SILENT
JCPPrivateKeyEntry entry = ks.getEntry(alias, pp); // OTxkpeTue koHTeliHepa B pexumMe CRYPT_SILENT

Takum obpasom, B Ciiydae nepefayn HenpaBwuIbLHOMO Naposisi byaeT CreHepupoBaHO WCKAOYEHNE, U MOMbITKN
NOBTOPHOrO BBOZA Maposisi OyayT MCKIILOYEHDI.

3.6.3 3anucb cemed:)MKaTa OTKPbITOro KJjsil04a Ha KJ1l04eBOW HOCUTENIb B COOTBETCTBUU
C XpaHAWNMMCA HAa HEM KJTHOYHOM

Kpuntonposaiigep Kpuntollpo JavaCSP noseonsieT oCywecTBAsiTb 3anucCb Ha KJIOYEBbIE HOCUTENM
CepTUUKATOB OTKPbLITLIX KIHOYel, COOTBETCTBYIOLLUX XPAHALLMMCS Ha HOCWUTENIE KJIOYAM 3JIEKTPOHHON nognucu
uan Kno4vesoro obmerna. Takum obpasom, onepaumst 3anucu cepTudMKaTOB OTKPLITLIX KIOYel [OMycTMMA LS
katoyeii, cooteetcTeytowmx anroputmam FOCT P 34.10-2001 wan TOCT P 34.10-2012, n npnBoguT K CleayoLmm
pe3synbTaTaMm:

e nobaBneHue cepTudrkaTa Ha KJKOYEBON HOCUTENb B COOTBETCTBUU C XPAHSILLMMCS HAa HOCUTENE KIHOHOM
SMIEKTPOHHON MOAMUCK UM KIIOYEBOrO OBMeHa, eC/in paHee Ha HocMTeNe He BbINO Takoro ceptTmdukaTa;

® repesanncb CyLIECTBYIOLLEro Ha HocuTene cepTudmkaTa OTKPbLITOrO KJto4a, COOTBETCTBYIOLLErO KJIOYY
S/IEKTPOHHOV MOAMUCH UM KJIKOYEBOTO ODMEHa, HOBbLIM CepTUVKATOM.

[Mpn 3TOM OCyLIECTBASIETCA MNPOBEPKA COOTBETCTBMUSI OTKPbLITOrO KJ/HOYa, YKa3aHHOMO B 3aMnCbiBAEMOM
cepTudmkate, C OTKPLITOM KJIKOYOM KJIKOHYEBON Napbl 3EKTPOHHON MOAMMUCK WA KIHOYEBOro obMeHa.

Onepauns 3anucn cepTudprkaTa OTKPLITOrO KitOYa NPOU3BOAUTCS Yepes CTaHAAPTHLIV nHTepdeiic xpaHuanwa
kntoyein JCA (vepes uHTepdeiic knacca KeyStore) NOCPeACTBOM BbINOJHEHUS CEAYIOWNX LEACTBUIA:

e orpepjesieHNe TUNA NCMNONb3YEMOrO KJKOYEBOrO HOCUTENS;

® 3arpyska COAEPXXUMOrO K/IHOYEBOrO HOCUTENS;

® 3anncb cepTMMKaTa OTKPLITOrO KJO4Ya Ha HOCUTENb;

® COXpaHeHWe COAEPXKUMOTO KJIHOYEBOIrO HOCUTENS.

Mocne Toro, kak coaepxumoe HocuTensi (M, Mpym HEOBXOZMMOCTM, COAEPXKMMOE MPOUHNLMAIN3NPOBAHHOTO
NMEHEM HocuTens XpaHunuuia cepTudmnkaTos) 66110 3arpy>keHo, OCYLLECTBASAETCS
CobCTBEHHO 3anuch cepTudukaTa OTKPLITOro Kitoda Ha Hocutesnb. [laHHas onepauusi peannsyeTcst npu nomoLyu
Bbl30Ba MeToaa setCertificateEntry() knacca KeyStore cieaytowmm obpasom:

String alias; // unenTupmraTop (yHHKaANIbHOE HMs) KINUYA,
// KOTOpPOMy COOTBETCTBYeT KJNY IPOBEPKU SJIEKTPOHHON IOANUCH CepTUUKATa
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Certificate cert; // 3amnuchBaeMuil cepTudUKAT
ks.setCertificateEntry(alias, cert);

Cnefyet 0TMeTUTb HEKOTOPbIE OCODEHHOCTYM BbI30Ba (pyHKUUN setCertificateEntry():

e napametp alias SABASIETCS YHUKaNbHbIM WMEHEM KJHOYa, KOTOPOMY COOTBETCTBYET KJIOY MPOBEPKU
SNIEKTPOHHON Moanucy 3anuceiBaemoro ceptudmkata. Ecnm kntody ¢ 3afaHHBIM MMeHEM alias y»Ke COOTBETCTBYET
HEKOTOPLIA CepTUdUKaT Ha HOCUTEeNe, TO 3TOT cepTudmkaT OypeT nepesanucaH HoebiM. B nmpoTtusHom cnydae
nepegasaemblii cepTudpmkaT byget npocto gobaeneH Ha HocuTens. [lpu atom nocne 3anucm ceptudmkaty byaer
MPUCBOEHO WMsSI COOTBETCTBYIOLLEro €My KJto4Ya, nepefaBaemblli MeTopy setCertificateEntry() B KadecTse
napamertpa alias. Ecnum e Ha HocuTene He CyLLeCTBYET KJlO4a C 3afaHHbIM alias, TO nepefaBaemblii cepTudmkat
Oynet pobasreH B XpaHUAULLE [LOBEPEHHbLIX CEPTUUKATOB;

® napameTp cert NpeacTaBasieT coboii 3annceiBaeMblii Ha HocuTenb cepTudmkat. Koy npoBepKmM 31eKTPOHHO
MOAMNUCA 3TOrO CepTUPUKATa JOJIKEH COOTBETCTBOBATL K/IOYY C UMEHEM alias, €C/IM OH CYLLECTBYET, B NMPOTMBHOM
cny4dae metop setCertificateEntry() creHepnpyer UCKAKOYEHME.

3.6.4 YTteHune cepTudmkaTa OTKPbLITOro K/JKO4Ha C KJKOYEBOro HOCUTENS

Kpuntonpogaiigep Kpuntollpo JavaCSP noseonisieT oCywecTBnsTb UTEHME C  KJHOYEBLIX HOCUTENEl
cepTudNKaToOB OTKpLITLIX Kitodeid, cooteercTeytowmx anroputmy FOCT P 34.10-2001 wan TOCT P 34.10-2012
Yepes3 CTaHAAPTHbIN NHTePENC XPaHUANLLA KNtOYell S1eKTPoHHOW nognucn n kntodesoro obmerna JCA (nHTepdeiic
knacca KeyStore) nocpeACTBOM BbIMOSHEHUS CNEAYIOWMX AeCTBNIA:
onpefenieHne TUNa UCMOIb3YEMOro KOYEBOrO HOCUTENS;
3arpyska COAEPXUMOro KJIKOHEBOrO HOCUTENS;
4TeHMe cepTMrKaTa OTKPLITOrO KJtO4a C HOCUTENS,

COXpaHeHMe COAEPXKMUMOrO KIIKOYEBOTO HOCUTENS.

Mocne Toro, kak copepxumoe HocuTens (n, ecam 3TO TpebyeTcs, COQEPXKUMOE MPOUVHNLNATIN3NPOBAHHOIO
NMEHEM HOCUTENS XPaHWINLLA CEPTUGUKATOB) ObINO 3arpy>XeHo, OCYLLEeCTBSIETCS CODCTBEHHO YTeHne cepTudmkaTa
OTKPBLITOro KJtoda ¢ HocuTensi. [laHHasi onepauusi peanusyeTcst nNpu NOMOLUM BbI30Ba MeTopa getCertificate()
Kiacca KeyStore, BO3BPALLAIOLLErO 3aMpalumBaeMblii cepTudpmnkart, ciegytowmmM obpasom:

String alias; // unenTupmraTop (yHUKaIBPHOE WMHA) cepTHdHKATA,
// yCTaHOBIEHHHN NpHW 3alKUCH CEepTUPUKATA HA HOCHUTEINb
Certificate cert = ks.getCertificate(alias);

CnefyeT OTMETUTbL HEKOTOPbIE OCODEHHOCTM BbI30Ba PyHKLMN getCertificate() C nepesaBaeMbiM NapaMeTpoM
alias, ABASAIOWMMCS YHUKAJbHBIM UMEHEM 3aMpallMBAaEMOro ceptudukara:

® €C/I Ha HOCUTESE CYLECTBYET CEPTUUKAT C 3aaHHbIM UMEHEM alias, TO MeTof getCertificate () BepHeT
cepTndpmkaTt c HoCUTENs,

® €C/I HA HOCWTENIE He CyLIecTByeT cepTudmkata C UMEHEM alias, HO B XpaHunMwe cepTuduKaToB ecTb
cepTuUKaT C TaKUM MMEHEM, TO MeTog getCertificate() BepHeT cepTuchrKaT U3 XpaHWIULLA CEPTUCDUKATOB;

e ecnun ceptTucmkaTta C 3afjaHHbIM KMMeHeM alias He CyLleCTBYET HU Ha HOCUTENe, HM B XpaHUIULE
cepTudnkatos, To metoa getCertificate() eepHeT null.

3.6.5 VYpaneHwue cekpeTHOro Kjk4a C KJIlOHEBOro HocuTens

VaaneHne CEKPeTHOrO KJto4a C KJOHEBOTO HOCUTENS OCYLLECTB/ISIETCS BbI3OBOM (PyHKLUM deleteEntry C
nepefaBaemMbIM NapamMeTpoM alias, SIBASAIOWMMCS YHUKaAbHLIM UMeHeM Katoda. [ns HocuTeneid Tpebytowmx napons
AN1st yaaneHnsi koHTelinepa (Hanpumep, cMapT-KapT 1 TOKEHOB), DyaeT BbiBeA€HO OKHO KpunTonposaiigepa Kpuntollpo
CSP ¢ npegnoxeHuem BBECTW NapoJib.
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3.7 PabGoTta c xpaHunauuiemM O0BEpPEeHHbIX CepTUPNKaATOB

Kpuntonposaiiaep Kpuntollpo JavaCSP nopnepxueaer paboTy ¢ xpaHUaMwaMn AOBEPEHHbIX CepTudnKaToB
TONILKO AJ1s1 OmepauuoHHbix cuctem cemeiictea Google Android. JocTyn K xpaHunuwam AOBEPEHHBIX CEPTUUKATOB
AN AaHHbIX OMEPALMOHHBIX CUCTEM OCYLUECTBASIETCS 4epe3 cTaHpapTHblii mHTepdeiic JCA (knacc KeyStore).
CrnepyeT 3aMeTuTb, 4TO UCMONBL30BaHUE UHTEPAEACA STOro Kjiacca SIBASIETCS ODLWMM KaK A/ist paboTbl XpaHuauLLem
cepTudnKaToB, Tak u Ass paboTel ¢ katoyesbiMU HocuTensamu. OcobeHHoCTU paboTel ¢ XpaHUaMWEM cepTMUKaTOB
ONUCaHbl HUXKE.

3.7.1 3anucb cepTucunKaToB B XpaHUIULLE AOBEPEHHbIX CepTuuKaToB

Kpuntonpogaiigep Kpuntollpo JavaCSP nossonsieT ocywecTBasiTL 3anncb AOBEPEHHbIX CepTUUKATOB
B OMNpeAensieMoe MOJb30BaTeNeM XPaHWINLLE [OBEPEHHbIX CEPTUNKATOB, COOTBETCTBYIOLLEE CTaHAAPTHOMY
nHtepdpeiicy xpanunuwa JCA (knacc KeyStore). [Insi 3Toro Heobxo4MMo BbINONHUTL NOCIEA0BATENBHOCTL AelCTBUN,
aHafIOrNYHY0 NOCIEA0BATENBHOCTY NpY PaboTe C KAOHEBLIMI HOCUTENSAMN:

3.7.1.1 WNuunumnanunsauma xpaHuauuia A0BEpPeHHbIx cepTudunkaTos
AHaNOrM4YHO onpeAeneHnto TUNa NCNOJIb3YEMOrO KJHOYEBOIO HOCUTENS.

[ns ynobctea nonb3osatens Obin Takke cozgaH Tun xpanunuwa «CertStorey. B xpaHunuwe ganHoro Tuna
MOTYT XPaHNUTBCS TOJIKO CEPTUPUKATDI.

NHnumnanmsaumst Takoro XpaHuiniia MOXeT OCYLLECTBASATLCS CNEAYIOWMM Cnocobom:

‘ KeyStore ks = KeyStore.getInstance("CertStore");

NHnumnanmsaums xpaHunuwa fOBEPEHHbIX CEPTUMKATOB NPEACTaBASET CODOA MHMUMANN3aLMIO CTaHAAPTHOIO
xpanuauwa JCA, noatomy ansi onepauuii 3anucm cepTUUKATOB B XPaHWIWULLE WAWN HTEHWS U3 Hero Tpebyercs
npefBapuTeNbHas 3arpy3ka COAEPKMMOro XpaHUANLLA U NOCNefytolllee COXPaHEHNE COAEPXKUMOTO.

3.7.1.2 3arpy3ka coaep>Xumoro xpaHunuiia

CornacHo uHTepdeiicy craHgapTHoro xpanunuwa JCA nepen Hayasom BbINMOJHEHUS Kakux anbo onepauuii
TpebyeTcsi 3arpyska BCEro COLAEPXKMMOrO XpaHwWnwia. 3arpyska COAEpXKUMOro craHgaptHoro xpavwinwa JCA
OCYLLECTB/ISIETCS MOCPEACTBOM Bbl3oBa MeToga load() knacca KeyStore. CornacHo wunHtepdpeiicy JCA yHkuum
load() crenyeT nepeAaBaTh fBa NapameTpa: MOTOK, U3 KOTOPOro OCYLLECTBIISAETCS YTEHNE COAEPXKMMOIO KJIKOHYEBOrO
XPaHUANLLA, U MapOJib HA XPaHUINLLE.

OcobeHHocTu BbiZ0oBa MeToga load() BBMAy obuiero uHTepdpelica paboTbl C KAOYEBLIMU HOCUTENSIMU U C
XPaHWINLLEM CEPTURNKATOB NOAPOOHO ONMCaHbI BhILLE.

3.7.1.3 3anucb cepTucukaTa B xpaHunuuie

MNocne Toro, Kak COAEPKUMOE XpaHuanwa cepTudnkaTos 6bIno
3arpy>keHo, OCYLLECTBASIETC COBCTBEHHO 3anucb oBepeHHOro ceptudmkarta. [aHHasi onepauuns peannsyetcs npw
NoMoLLM BbI30Ba MeToaa setCertificateEntry() knacca KeyStore cneaytowum obpasom:

String alias; // npeuTnduraTop (yHHKaNbHOE HMH) YCTAHABIKBAEMOIO
// B XpaHunume cepTHdUKATA
Certificate cert; // zammuchBaeMsii cepTupmkaT

ks.setCertificateEntry(alias, cert);
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Cnenyer OoTMeTUTb HeKOTOpble OCOBEHHOCTM Bbi3oBa hyHKUMM setCertificateEntry() € nepepadeii emy
napameTtpa alias, SIBASIOLErOCS YHUKAJbHLIM UMEHEM 3aMUCLIBAEMOro cepTudmkaTa:

® €C/IU B XPaHWJINLLE YXKe CYLLECTBYET CEPTU(UKAT C UMeHeM alias, TO OH Dyger nepesanncaH nepegaBaembim
cepTudmkaTom cert;

® €C/I B XpaHWiuLle HeT cepTudmkaTa C UMeHeM alias, HO Ha HOCWUTENE, 4YbUM UMEHeM ObLio
MPOVHNLMANN3NPOBAHO XPAHUINLLE CEPTUUKATOB, CyLLECTBYET KoY (1, BO3MOXKHO, CEPTNNKAT COOTBETCTBYIOLLErO
OTKPLITOrO KJto4a) C 3afiaHHbIM alias, TO nepepaBaemblii cepTudpukaT byseT fobassien Ha 3ToT HocuTens. [Mpw
5ToM DyAeT ocyllecTBieHa NPOBEPKA COOTBETCTBUS NEPEAABAEMOro cepTudprkaTa cert KJtOHy, KOTOPbIA XPaHUTCS Ha
HOCMTeNe C NMeHeM alias;

® €C/IN HI B XPAHWINLLE, HU HA COOTBETCTBYIOLLEM EMY HOCUTENE HET cepTudukaTa (Ha HocuTene — Ki4a) ¢
3afjaHHbIM alias, TO nepefaBaemblii cepTudukaT bygeT NpocTo fobaBaeH B XpaHUINLLE AOBEPEHHBIX CEPTUCDNKATOB
C UMEHeM alias.

3.7.1.4 CoxpaHeHne coaep>XX1Moro xpaHuauuia
Mpon3BoanTCA aHaOrM4YHO COXPAHEHUIO COAEPXKMMOTO KHOYEBOrO HOCUTENS.
3.7.2 YreHune ceptndnkaTtoB U3 XpaHUNULLA OOBEPEHHbIX cepTudunkaTos

Kpuntonposaligep Kpuntollpo JavaCSP noseosisieT OCyLIeCTBAATL YTeHWE [OBEPEHHBIX KOPHEBbIX
cepTUUKATOB M3 XPaHUNMNLLA, ONPELENIEHHOTO NOJb30BaTeNEM Hepes cTaHaapTHolid nntepdeiic JCA knacca KeyStore,
NOCPeACTBOM BbIMOJMHEHNSA CNEAYIOW X OeACTBUIA:

e VHMLUMANN3ALNS XPaHUAMLLA AOBEPEHHbBIX CEPTMURMNKATOE;

® 3arpy3Ka COAEPXXUMOro XpaHUNunLLa;

e uTeHune cepTudmnkaTa U3 XpaHUNMLLa;

® COXpaHEeHUe COAEPXKMMOrO XPaHUINLLA.

Mocne TOro, Kak COAEPXMMOE XpaHunuwa cepTudUKaTOB ObINO 3arpy>eHo, OCYLUECTBASIETCS CODCTBEHHO
yTeHue cepTudrkaTa n3 3TOro xpaHunuwa. [JlaHHasi onepaunsi peann3yeTcs MnpuW MNOMOLLM BbI30OBa METOAA
getCertificate() Knacca KeyStore, BO3BPALLAIOLLEroO 3anpalunBaeMbIii CEpTUMKAT, CleayoWwmuM obpasom:

String alias; // umemTunduratop (yHEKanbHOe UMH) cepTudburara,
// JCTAHOBIEHHHH IIpU 3alWCH CEPTUPUKATA B XPAHUIALE
Certificate cert = ks.getCertificate(alias);

CnepyeT 0TMETUTL HEKOTOPbIE OCOBEHHOCTU BbI30Ba hyHKLUMK getCertificate() C nepeaaBaeMbiM NapaMeTpom
alias, ABASAIOWMMCS YHNKAJbHLIM UMEHEM 3aMpallMBaeMoro ceptudukara.

® €CJ/IN B XpaHWINLLE CYLLECTBYET cepTudmKaT € 3alaHHBIM UMEHEM alias, TO MeTof getCertificate() BepHeT
cepTndrKaT U3 XpaHUAMLLA CEPTUQUKATOB;

e €C/IM B XpaHWIMWE HET cepTudpmkaTa MMeHeM alias, HO Takoli cepTUdMKAT €CTb Ha HOCUTENe, YbUM
MMeHEeM BbINO MPOVHULMANN3MPOBAHO XpaHUIULLE CepTUUKATOB, TO MeTog getCertificate() BepHeT cepTudpmkat
C HocuTens,

e ecnn ceptudrkaTta C 3ajaHHbIM MMeHeM alias HE CyWeCTBYET HM B XpaHWIWLLE CEPTUMKATOB, HU Ha
HocuTene, To MeTog getCertificate() BepHet null.

Mpumeyanue. Cornacrto nHtepdeiicy JCA cywecTByeT BO3MOXHOCTbL 3arpy3ku XpaHuaunwa ceptudprkaTos
6e3 napons ks.load(stream, null). [pu stom nposaiigep Kpuntollpo JavaCSP nossonsiet ocyliectenaTs
BCe OMepaLuu CBsi3aHHble C YTEHWEM W 3aMpeLlaeT OnepaLuy CBsi3aHHble C WU3MEHEHMEM XpaHUIWLLA
(N3MEHSTH XPaHNANLLE MOXKHO TOJILKO MPU 3arpy3Ke ero C naposiem).
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3.8 Pabora C CUMMETPUNYHbIMU Kto4YamMu wmncpoBaHus,
cooTBeTcTBytouwmmu anropntmy FOCT 28147-89

KpunTtonposaiigep Kpuntollpo JavaCSP ocyliecTBAsieT reHepaunto CUMMETPUYHBLIX KtoYeh wundposaHms,
yepes cTaHgapTHblli uHTepdeiic JCE npu nomowm knacca KeyGenerator.

3.8.1 Co3paHue obbekTa reHepaunm CUMMETPUYHbIX Katodel wudpoBaHus

ObbekT reHepaLym CUMMETPUYHBIX KAKOYEl WndpoBaHus (Janee reHepaTop) CO3LAETCS MOCPEACTBOM BbI30Ba
MeToga getInstance() kniacca KeyGenerator. DTOT METOL SIBSETCS CTAaTUHECKUM W BO3BPALLAET CChIJKY Ha Kiacc
KeyGenerator, KOTOpbIi 0becneynBaeT BbINOJHEHME Tpebyemoii onepauuu.

[ns cozpaHus reHepaTopa CUMMETPUYHBIX KAKOYeR wudpoBaHusi, cooteeTcTBytowmx anroputmy FOCT 28147-
89 meTopy getInstance () HEODXO4MMO B Ka4ECTBE NapaMeTpa nepesaTb MMsi, MAEHTUDULUPYIOLLEE AaHHBIT aAropuTm
("GOST28147" nnm JCSP.GOST CIPHER NAME). lMpn Takom Bbi3oBe MeToga getInstance() COBMECTHO C
onpegesneHneM TpebyemMoro anroputMa reHepauuy KOYeld COrnacoBaHMsi OCYLLECTB/ISIETCS TaKXKe OMpeAesieHne
Tpebyemoro Tuna kpuntonposaiigepa (Kpuntollpo JavaCSP). Takxe cranpaptHbiii untepdpeiic JCE nossonser B
KayecTee napameTpa dyHkummn getInstance() kiacca KeyGenerator BMECTe C UMEHEM ajirOPUTMa NepefaBaTh MMS
KpUNnTOnpoBaigepa, NCMOAL3YEMOrO sl BbINOSHEHUST Tpebyemoii onepavuu.

Takum obpasom, cosfaHue reHepaTopa CUMMETPUYHBIX KOYeER WndpoBaHNs, COOTBETCTBYIOLLNX aliropuTMy
FOCT 28147-89 oCyLLeCTBAAETCS OAHUM U3 CEfYIOWUX Cnocobos:

KeyGenerator kg = KeyGenerator.getInstance("GOST28147");
KeyGenerator kg = KeyGenerator.getInstance("G0OST28147", "JCSP");
KeyGenerator kg = KeyGenerator.getInstance(JCSP.GOST_CIPHER_NAME, JCSP.PROVIDER_NAME) ;

leHepauusi CUMMETPUYHBIX KItOYel WNgpoBaHUS NPU NOMOLLM Takoro reHepatopa kg byaer ocyLuecTBAsATLCA
B cooteetctBum ¢ anroputmom [OCT 28147-89 m c ycTaHOBAEHHBLIMW B KOHTPOJIbHOW MNaHENW napameTpamu
(napametpamu no ymonyanmio). Ecnu cywectsyetr HeobxogumMocTb MCnosb30oBaHWst Apyroro Habopa napameTpos
(OTAMYHOrO OT MapaMeTpoB MO YMONYaHWIO), TO ClefyeT YCTaHOBUTL Tpebyemblii Habop mapaMeTpoB co3gaHHOMY
reHepaTopy.

3.8.2 OnpegeneHne napameTpoB reHepauum CUMMETPUYHbIX Katodel wnudpoBaHus

Mocne Toro, Kak reHepaTop CUMMETPUYHBIX Kito4deli Obln CcO34aH, MOXET BO3HUKHYTb HEODXOAUMOCTb
YCTaHOBWUTbL HEKUIF HAabOp mMapaMeTpoB reHepauun CUMMETPUYHBLIX KtoYell WindpoBaHus, OTANYHBIA OT NapameTpos,
YCTaHOBJEHHbIX B KOHTPOJIbHOW naHenn. Onepauns nsMeHeHns CyLLEeCTBYIOLEro Habopa napamMeTpoB OCYLLECTBSIETCS
npu nomowm meTtoga init(AlgorithmParameterSpec params) kjacca KeyGenerator. JTOMY METOAY B Ka4ecTBe
napameTpa MOXeT bbITb nepefiaH 0bbeKT CNefyoWmnX ABYX KJ1aCCOB:

o unTepdpeiic Algldinterface (onpeaensier Habop napameTpoB ANsi reHepauuy KJIOHEBOW napbl ObMeHa, HO
MOXET ObITb UCNOIb30BaH U AJ151 FeHepaLn CUMMETPUYHBIX Kitoyeli wndposanus. B sTom ciyyae ns nepegasaemoro
Habopa napameTpoB B npouecce reHepauun BygyT NCNONb30BaHbl ANLWbL NapaMeTpbl WndpoBaHus);

e uHTepdeiic Paramsinterface napamerpos anroputma wudpposatus OCT 28147-89 (cm. Pabora c
napametpamu anroputma wudposatus [OCT 28147-89).

B obownx cnyyasx nmeroT 3HadeHne nuwb napameTpsl wudposanus (napametpsl anroputma FOCT 28147-89),
MOCKOJIbKY CO34aBAEMbIi FEHEPATOPOM CUMMETPUYHLIV KIHOY MOXET ObITb MCMOMb30BaH TOJIBKO AN WN(POBAHMS
AaHHbIX (Oonepaumy CO3AaHWUs SMEKTPOHHON MOAMNCHK, KKOHEBOro ODOMEHa U 3anucy Ha HOCUTENb 3amMpeLleHsbl).
Takum obpasom, usmeHeHne Habopa mapaMeTpoB reHepaTopa CUMMETPUYHLIX KJtOYel WindpoBaHNst MPON3BOANTCS
cnegytowum obpasom:
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AlgldInterface keyParams; // uHTepdeiic Habopa mapaMeTpOB
ParamsInterface cryptParams; // uHTepdeiic mapavMeTpoB wWuppoOBaHUS
kg.init (keyParams) ; // ycTraHoBKa mojHOro Habopa IapaMeTpoB
kg.init (cryptParams) ; // ycTaHOBKa mapaMeTpOB WUPPOBAHUS

Cne,n,yeT NMOMHNTb O TOM, HTO U3SMEHEHNE NapPpaMETPOB reHepaynm CMUMMETPUYHbIX KJIFOYEN MMEET CMbIC/ TOJIbKO
A0 BbINOJIHEHNA HENOCPEACTBEHHO reHepaynn.

B kauyecTBe mapaMeTpoB A/ MHWLMANN3aLMM FEHEPATOPA MOXET UCMONbL30BATLCS JIOOOK U3 mapameTpos
WNppOBaHUS, NPeLCTaBNEHHbIX NPOBaiAEPOM: NapaMeTpbl MO YMOIHAHMIO, NapaMeTpbl WwWingposaHus 1, napameTpei
wudpoBarus 2, napamerpsbl wudposarus 3, napametpbl Ockap 1.1, napametpsl Ockap 1.0, napametpel PUK1, TK26
2, TK26 1, TK26 3, TK26 4, TK26 5, TK26 6, TK26 Z.

3.8.3 TleHepayuss cMMMeETpPUYHOro Kat4Ya wudpoBaHus

leHepauus CUMMETPUYHBIX KJtOYel  wundposaHus, cooTeetcTaytowux anroputmy [OCT 28147-89,
OCYLLECTBJISIETCS TOJILKO MOC/IE CO3LaHNSI FTEHEPATOPA 1, €C/IN 3TO HEOOXOANMO, OMpeaeNeHuns ero napaMeTpos. Beisos
MeToaa generateKey () knacca KeyGenerator BO3BpallaeT KoY wudposanus, cootsetcTeytowuii anroputmy FOCT
28147-89 n ycTaHoBNEHHOMY Habopy MapaMeTpoB (WM MapameTpam Mo YMOAHAHUIO):

‘ SecretKey key = kg.generateKey();

3.9 Vmutosawmrta paHHbix B cooTBetctBuum c anroputmom [OCT

28147-89

Kpuntonpogaiigep Kpuntollpo JavaCSP ocywecTensieT uMnTO3anTy AaHHLIX B COOTBETCTBUM C aJITOPUTMOM
FOCT 28147-89, yepes cTanaapTHbili uHTepdeiic JCE npu nomowm knacca Mac.

3.9.1 Co3agaHue obbekTa UMUTO3ALLNTBLI AAHHbIX

O6bekT uMUTO3aWNTLl JaHHbix B cooTeeTcTBun c anroputmom [OCT 28147-89 cospaeTcs nocpeacTsoMm
Bbl30Ba MeTofa getInstance() knacca Mac. DTOT MeTOg SIBASIETCA CTaTUYECKUM U BO3BPALLAET CCbUIKY Ha Kiacc
Mac, KOTOpbIii obecneynBaeT BbinosiHeHne Tpebyemoli onepauun.

[ns cozpanns obbekTa nMmuTo3awmTel B cooTBetcTBum ¢ anroputmom OCT 28147-89 metoay getInstance()
HeODXOANMO B KayecTBe nmapameTpa nepefatb umsi, naeHtuduumpytowee aanubiii anroputm ("GOST28147" nnn
JCSP.GOST _CIPHER NAME). lMpu Bbi3oBe MeTosa getInstance() COBMECTHO C onpefeneHneMm Tpebyemoro
aNropuTMa MMMUTO3ALMTLl OaHHbLIX OCYLUECTB/SIETCS TakXke onpegeneHne Tpebyemoro Tuna kpuntonposaligepa
(KpunTollpo JavaCSP). Takxe cranpapthbiii nnTepdperic JCE nossonser B kavecTBe napameTpa yHKLuMM
getInstance() kKnacca Mac BMeCTe C MMEHEM afirOpUTMa YKasbiBaTb WMsi KPUNTOMNPOBaiifepa, UCNOJb3YeEMOro AJis
BbINOJIHEHUs1 TpebyeMoii onepauun.

Takum obpazom, cosgaHne obbekTa MMUTO3AWNUTLI AAHHLIX OCYLLECTBISETCS OAHUM U3 CIeSyHoWmUX cnocobos:

Mac mac = Mac.getInstance("GOST28147");
Mac mac = Mac.getInstance("GOST28147", "JCSP");
Mac mac Mac.getInstance (JCSP.GOST_CIPHER_NAME, JCSP.PROVIDER_NAME) ;

3.9.2 Wuuymanusaumsa odbbekTa UMNTO3aLWNTbI AAaHHLIX 1 ONpegesieHre ero napameTpos

Mocne Toro, Kak OBBEKT MMUTO3AWUTLI AaHHLIX Bbln co3fgaH, HeobxoauMo onpefenuTb Habop napameTpos
anroputma [OCT 28147-89, B COOTBETCTBUM C KOTOPbIMU OyAeT OCYLWEeCTBASATLCS OMepauusi WMUTO3ALLMTHI.

Crpanuua 34 ns 105



MKTHAN.00101-01 96 02. Kpuntollpo CSP. Pykoeoacteo nporpammucta JavaCSP u Android

OnpegeneHue napaMeTpoB aNropMTMa OCYLLECTBIISAETCS BO BPEMS MHULMANN3ALMUN ONEPALUN UMUTO3ALLNTLI SAHHBIX
MeToAoM init() Knacca Mac ogHUM U3 Chefylowmx cnocobos:

e npy Bbi3oBe QyHKkuMn init(Key key) napametpol anroputma [OCT 28147-89 onpegenstorcs B
COOTBETCTBUM C MapameTpaMu wudpoBaHus nepeaasaemMoro yHkuum kitoda key;

e npy Bbi3oBe yHKUUM init(Key key, AlgorithmParameterSpec params) napameTpbl anroputma [OCT
28147-89 onpenensitoTcst B COOTBETCTBMMN C NepefaBaeMbiM/ NapamMeTpamMm params.

B oboux cnyvasix nepegaBaembili kitod key ncnonbsyercs B npouecce BoIpaboTKM MMUTOBCTABKM.

CyLLecTBYIOT HEKOTOPLIE OrpaHUYEHUst Ha napaMeTpbl, nepeaaBaemble dpyHkumm init(). B oboux cnocobax
BbI30Ba 3TON yHKUMM K04 key [OJDKEH COOTBETCTBOBAaTb TUMy SecretKey W YAOBJETBOPSTb anroOpuTMy
wundpposarus FOCT 28147-89 (Takne kato4Mm MOryT BbITb MONYYEHBI NPU NOMOLLM ONEPALNA COFNACOBaHNS KNHOHel
WM NpYU MOMOLLUM TEeHEpauun CUMMETPUYHBIX Kitodel wudposaHus). Heobxogumo Takxe, 4TObbI mapameTpsl,
nepeaasaemble pyHKUMM init() BO BTOPOM criocobe ee BbI30BAa COOTBETCTBOBaNM MHTepdeiicy ParamsInterface
napametpos asroputma wudposanusi [OCT 28147-89 (cm. Pabota c napametpamu anroputma wudpposarus FOCT
28147-89). Takum obpa3om, MHWLMANM3aLUsS OMEPALMM MMUTO3ALNTLl AAHHBIX, BO BPEMSI KOTOPO MPONCXOAUT
onpeaeneHne napaMeTpoB MMUTOBCTABKM, OCYLLECTBISIETCS OAHUM U3 CESYHOWUX Cnocobos:

ParamsInterface cryptParams; // uHTepdelic mapaMeTpoB mMEPPOBAHUN
SecretKey key; // obasaTenbHO KIoY muppoBaHMa C ajropurmom "GOST28147"
// (cooTBercTBylmumit anropurmy I'OCT 28147-89)
mac.init (key) ;
mac.init(key, cryptParams);

3.9.3 KonupoBaHue obbekTa UMNUTO3aWNTbI JaHHbIX

B HekoTopbix Ciiydasix TpeDyeTcsi co3paTb KOMUIO YXKE CyLLECTBYIOLEro ODbeKTa MMUTO3ALUTBI AAHHbIX,
Hanpumep, korga TpebyeTcsi BbIpaboTaTb WMWTOBCTABKY Kak 1 4acTU AaHHbIX, TaK W BCEr0 MCXOLHOTO MacCKBa
AaHHbIX. B aToMm cnyuae nocne Toro, Kak bbina obpabotaHa Tpebyemasi 4acTb AaHHbIX, HEOOXOAMMO COXPaHMTL (npw
MOMOLLIM KOMMPOBAHMNS) ODBEKT MMNTO3ALMUTBI, N MPOJOIKNTL 0bpaboTky ocTasluelicss yacTu (B pesynbTaTe Yero
DynyT obpaboTaHbl BCe MCXOfHbIE AaHHblE). Y>Ke MOC/ie BbIMOSHSETCS BbIYUCAEHNE 3HAYEHUS WMWUTOBCTABKN ANst
obonx 0bbeKTOB (MCXOAHOrO — COOTBETCTBYIOLLErO BCEM AAHHBLIM U CKOMMPOBAHHONO — COOTBETCTBYIOLLErO 4acTu
AaHHBIX).

Ona aTux ueneli wncnonbsyetcs MeTop clone() kjnacca Mac, KOTOpbIi BO3BPALLAET TOYHYIO KOMUIO
CYLLIECTBYIOLLLErO OObEKTA UMUTO3ALLMNTLI. DTOT METOA MOXET ObITb BbI3BaH Ha tOOOM 3Tane BbINOJSIHEHNS OnepaLun
BbIPaDOTKN MMUTOBCTABKW MOC/IE TOro, Kak OOBEKT UMUTO3ALMTbI Obll MPOMHWLMANU3MPOBAH W O TOro, Kak
onepauus UMUTO3ALNTLI AaHHbLIX bblna 3aBepLueHa.

3.9.4 BbipaboTka MMUTOBCTaBKM AaHHbIX

Mocne TOro, Kak OBBEKT MMWUTO3ALWMNTLI ObIA CO3A4aH UM MPOMHMLMANW3NPOBAH, BbipabOTKa WMWUTOBCTABKM
JaHHbIx B cooTeTcTBuuM ¢ anroputmom [OCT 28147-89 npoussoguTca B ABa >Tana: obpaboTka AaHHbIX W
noc/eaytoLee BbIYUCAEHNE 3HAYEHNS UMUTOBCTABKM, 3aBEPLUAIOLLEE OMePaLMio NMUTO3ALWUTLI AaHHbIX.

3.9.4.1 O06paboTka 3awmwaemMbIx AaHHbIX

ObpaboTka 3alumiLaeMbIX JaHHbIX OCYLLECTBASETCA NpU nomolum MeToaa update() knacca Mac. DTOT MeToq
ocyuiecTensieT 0bpaboTKy 3aluLLaeMbIX AaHHbIX, NPeACTaBiAeHHbIX B Bue baliToBOro MaccMea 1 NogaBaeMbiX eMy B
kadectee napamertpa. CyuiecTeyeT 3 BapmaHTa 0bpaboTku 6aliTOBOro Maccmsa AaHHbIX NPY NOMOLLM 3TOMO METOAA:

1) MocneposaTensHas obpaboTka kaxgoro 6baiita pfaHHbix (MpU 3TOM KONMMYECTBO BbLISOBOB METOAA
update (byte b) paBHO [JIMHE MacCUBa AaHHbIX):
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byte[] data;
for(int i = 0; i < data.length; i++)
mac.update (datal[i]);

2) BnoyHas obpaboTka aaHHbIX (faHHble 0bpabaTbiBaloTCs BrIOKaMN OMpPeAeNeHHON AnHbI):

byte[] data;
int BLOC_LEN = 1024;

//ecnu mmvHA HCXONHHX NAHHHX MEHbIle IIMHH 6I0Ka
if (data.length/BLOC_LEN == 0)

mac.update(data) ;
else {

//U¥KI 1mo 6IoKaM

for (int i = 0; i < data.length/BLOC_LEN; i++) {
byte[] bloc = new byte[BLOC_LEN];
for(int j = 0; j < BLOC_LEN; j++)
bloc[j] = datalj + i * BLOC_LEN];

mac.update (bloc) ;
}

//obpaboTka ocTaTka
byte[] endBloc = new bytel[data.length % BLOC_LEN];
for(int j = 0; j < data.length J BLOC_LEN; j++)
endBloc[j] = datal[j + data.length - data.length % BLOC_LEN];
mac.update (endBloc) ;

3) ObpaboTka faHHBIX LEJMKOM:

byte[] data;
mac.update (data);

JonyckaeTcss KOMBUHMPOBaHMe NEPBOro N BTOPOro BapuaHTa, obpaboTka 6ioKaMun pa3nuyHON ANHbLI, a TakKXKe
ncnosb3oeaHne metona update (byte[Jdata, int offset, int len) — 0bpaboTka MaccMBa AaHHbLIX CO CMELLEHUEM.

3.9.4.2 BbluncneHue 3Ha4eHN UMUTOBCTABKN

BbluncneHne 3HayYeHUss MMUTOBCTABKM OCYLLECTBASIETCA Npu nomMowy Metoda doFinal() knacca Mac.
CyuiecTBylOT pasnuMyHble BapuaHTbl Bbi30Ba faHHoro Mmetoga. Ecnnm obpaboTke nogeeprivck BCe 3awyuiiaemble
JaHHbIE, TO OCTAETCs TOJILKO MOJYHMTh 3HAYEHUE UMUTOBCTABKU. [1oy4nTh 3TO 3HaYEHNE MOXKHO ABYMsi cnocobamu:

1) Bbizoe meTopa 6e3 napameTrpoB — doFinal(). B atom cnyyae meton Bo3Bpawaet baiiToBblli Maccus,
copepaluii 3Ha4YEHNE MMUTOBCTABKM;

2) BbizoB MeToga ¢ napameTpamu — doFinal(byte[] buf, int offset). B aTom cnyyae metog 3anucbiBaeT
3Ha4YeHne UMNTOBCTABKN B NepefaBaeMblli EMy MAacCUB CO CMELLLEHUEM.

Ecnm ke 4yacTb faHHbIX oCTasock He obpaboTaHHOW, To crefyeT npeasapuTesnbHo obpabotaTh ee, a
JUWb MOTOM MOJy4aTh 3HaYeHWe UMUTOBCTaBKW. [ns 3Tux ueneid ucnonwsyercs dpyHkumus doFinal (byte[] buf),
obpabaTbiBatolas nepefaHHbie B maccuse buf ganHble n BosBpalatolwas 6aliToBbIi MaccuB, cogepxaluunii 3Ha4YeHne
UMUTOBCTaBKMU.

3.10 Wcnonb3osaHue anroputma HMAC

C nomowybto kpunTtonposaiigepa Kpuntollpo JavaCSP MoXxHO OCyLLeCTBAATE 3aUTy AaHHbIX B COOTBETCTBUU
c anroputmom HMAC GOSTR3411, HMAC GOSTR3411 2012 256 (OID: 1.2.643.7.1.1.4.1) wam HMAC
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GOSTR3411 2012 512 (OID: 1.2.643.7.1.1.4.2). Crangapt HMAC GOSTR3411 onucat B gokymeHte RFC 4357,
KoTopblii Basupyetcst Ha ctangapte RFC 2104. OID "1.2.643.2.2.10" ana anroputma onpegened 8 RFC 4490.

PabotaTte c peanuszauueli anroputmMa MOXHO 4epe3 cTaHgapTHelii unTepdpeiic JCE npu nomowm knacca
Mac. Vicnonssosanne HMAC GOSTR3411, HMAC GOSTR3411 2012 256 wam HMAC GOSTR3411 2012 512
aHanornyHo pabote ¢ umutosawumroii no anroputmy OCT 28147-89, Tonbko npu co3faHun obbeKTa B KayecTBe
nmeHn Hago ykasbieaTb "HMAC GOSTR3411". MNMpumepbl co3paHns obbekTa:

Mac mac = Mac.getInstance("HMAC_GOSTR3411");

Mac mac = Mac.getInstance("HMAC_GOSTR3411", "JCSP");

Mac mac = Mac.getInstance(ru.CryptoPro.JCSP.Digest.JCSPGostHMAC.STR_NAME, JCSP.PROVIDER_NAME);
Mac mac = Mac.getInstance("1.2.643.2.2.10", "JCSP");

nnn

Mac mac = Mac.getInstance("HMAC_GOSTR3411_2012_256");

Mac mac = Mac.getInstance("HMAC_GOSTR3411_2012_256", "JCSP");

Mac mac = Mac.getInstance(ru.CryptoPro.JCSP.Digest.JCSPGostHMAC2012_256.STR_NAME,
JCSP.PROVIDER_NAME) ;

Mac mac = Mac.getInstance("1.2.643.7.1.1.4.1", "JCSP");

nnn

Mac mac = Mac.getInstance("HMAC_GOSTR3411_2012_512");

Mac mac = Mac.getInstance("HMAC_GOSTR3411_2012_512", "JCSP");

Mac mac = Mac.getInstance(ru.CryptoPro.JCSP.Digest.JCSPGostHMAC2012_512.STR_NAME,
JCSP.PROVIDER_NAME) ;

Mac mac = Mac.getInstance("1.2.643.7.1.1.4.2", "JCSP");

3.10.1 Wcnonb3oBaHue 512-6uTHbix kntodein B anroputmax HMAC

B dyrkunsx HMAC, ocHoaHHbIx Ha xaw-cyHkumsax TOCT P 34.11-2012 (256 6ut) u FOCT P 34.11-2012
(512 6uT), MoryT bbITb MCNOL30BaHbI 512-6UTHbIE KNtOHM. DTI KIOHM MPEACTABASIOTCS B BUAEe ODBEKTOB Kacca
Symmetric512Key. Kntoun Symmetric512Key MOryT OblTb MOJy4eHbl Kak NyTeM BbIpabOTKM C MOMOLLbIO anroputma
BKO, tak n ¢ nomowbto obbekTa reHepatopa JCSPSymmetric512KeyGenerator.

KeyGenerator kg
KeyGenerator kg
KeyGenerator kg

KeyGenerator.getInstance ("SYMMETRIC512");
KeyGenerator.getInstance ("SYMMETRIC512", "JCSP");
KeyGenerator.getInstance (JCSP.SYMMETRIC_512, JCSP.PROVIDER_NAME) ;

HenocpencTteeHHo BbipaboTka Kito4a NMPOM3BOLUTCA CELyOWUM obpasom:

kg.init(null);
SecretKey key = kg.generateKey();

[Mocne aToro kN4 MoxxHo ucnonssosatb 8 HMAC:

Mac mac;
Symmetric512Key key;
mac.init (key);
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3.11 LUWludpoBaHue gaHHbIX U KAOYEn B COOTBETCTBUN C a/IFTOPUTMOM
FOCT 28147-89

Kpuntonpogaiigep Kpuntollpo JavaCSP ocywiecteisieT wudpoBaHme faHHbIX U KAKOYEH B COOTBETCTBUU C
anroputmom FOCT 28147-89, yepes crangapTHblii untepdeiic JCE npu nomowm knacca Cipher.

3.11.1 Co3gaHue obbekTa WndpoBaHUsa AaHHbIX 1 KNtoYen (wmndpaTopa)

O6bekT WwndpoBaHUs AaHHLIX U KIOYENR (,qanee Lumd)paTop) B cootBetcTBumn ¢ anroputmom [OCT 28147-
89 cospaeTca nocpencTBOM BbI3oBa MeToda getInstance() knacca Cipher. ITOT MeTof, ABNAETCA CTAaTUYECKUM 1
BO3BpaLLaeT CCbUIKY Ha Knacc Cipher, KOoTopblii obecnednsaeT BuinonHeHue TpebyeMoii onepauun.

Cnepys uHTepdpeiicy knacca Cipher, meTogy getInstance() B KayecTBe napameTpa ciefyeT nepeAaBaThb
CTPOKOBOE MpeAcTaBieHne anroputma wudpatopa euga "algorithm/mode/padding" nnbo "algorithm". Huxe
onucaHbl AOMYCTUMbIE BapUaHTbI 3HAYEHNIA KaXKAOrO M3 3IEMEHTOB TaKOrO CTPOKOBOIO MpPeAcTaBeHNs.

1) B kavecTBe anementa "algorithm" ykasbiBaercs cobcteenno anroputm wudpposanus. Anroputm FOCT
28147-89 npeHtudbunumpyetcst nmenem "GOST28147" nnn JCSP.GOST CIPHER NAME.

2) B kavectBe anemeHTa"mode" ykasbiBaeTcsi pexum wndposaHnsi. B kpuntonposaiigepe Kpuntollpo
JavaCSP gonyctumbl cnegytouine pexumsi:

e "ECB" — pexum npocToii 3ameHbl (MCnosib3yeTcsi npu WwndpoBaHMN AaHHbIX);

e "CBC" — pexunm npocTtoil 3amMeHbl C 3aueneHneM (MCNonb3yeTcst Npu WNGPOBaHNN SaHHbIX);

e "CNT" — pexxum rammunpoBanusi (MCnonb3yeTcst npy WgpOBaHUN AaHHbIX);

e "CFB" — pexum rammmupoBaHus ¢ obpaTtHoii CBsi3bto (Mcnonb3yeTcs npu WnpoBaHUN JaHHBIX);

e "SIMPLE EXPORT" — pexkum wndppoBaHusi CAMMETPUHHOTO Kito4a be3 ycroxHeHus (Mcnosib3yeTcs
npu wndpoBaHN KiKOYeN);

e "PRO_EXPORT" — pexxum wudpoBaHnsi CUMMETPUHHOTO KJHOHA C YCIOXKHEHUEM (MCMOJb3YeTCs
npu wndpoBaHN KIKOYEN);
e "PRO12 EXPORT" — pexxum wuncpoBaHusi CUMMETPUYHOTO KJIKO4a C YCA0KHeHUeM (Mcnonb3yeTcs

npu WndpoBaHNN KIKOYEN).

Ecnn anement "mode" otcytcTByeT (TO ecTb B KayecTBe CTPOKOBOro MPeACTaB/iEHUs anroputma wudpaTopa
yKasaH JiMlWb aJropuTM LWNGPOBaHNAS), TO MpW OCYLLECTBIEHUN MOCNeAylOWel onepaunn wudgposanus bygert
NCMOJIb30BaH PEXMM MO YMONYAHNIO: 41 onepauuii undpoBaHns AaHHbIX (M. HUxe) ncnosbyercs pexum "CFB",
4/1s onepaunii wudposaHus katodein — pexum "SIMPLE EXPORT".

3) B kayecTBe anemerTa "padding" ykasbiBaeTcst anropnTM 3anonHeHNs NOCAEAHErO HEMOJIHOMO B10Ka AaHHbIX
npu BbLINOJAHEHWM onepauun bnoyHoro wudposavus. B kpuntonposaiigepe Kpuntollpo JavaCSP ponyctumbi
cnepytoue anropuTMbi:

e "NoPadding" — 3anonxenmne nocneaHero 610ka He MCnosib3yeTcst (MCMONBL30BAHME JOMYCKAETCS TONBKO

B pexumax "CNT" n "CFB");

e "PKCS5 PADDING" — 3anonHenue nocnegHero bioka ocyuiectensietcs no anroputmy PKCS5;

e "PKCS5Padding" — gpyroii gonyctumbiii BapuaHT Hanucanus anroputma PKCS5;

e "ISO10126Padding" — 3anonHeHue nocnegHero 6ioka ocywecteasiercss no anroputmy 1SO 10126;

e "ANSIX923Padding" — 3anonHeHune nocnegHero 60ka ocywecTeasietcs no anroputmy ANSI X.923;
e "ZeroPadding" — 3anonHeHue nocnegHero 6noka HynsiMu, Npu KPaTHOCTM WCXOAHOMO OTKPLITOrO

TekcTa pa3smepy bnoka wudpa AononHUTENbHBIT 60K He fObaBNAETCs, NagAuHT HE SIBASIETCS OGHO3HAYHLIM;
e "RandomPadding" — 3anonHenne nocnegHero 6noka cny4vaiinbiMu baliTaMmu, Npn KPaTHOCTN NCXOAHOMO
OTKPBLITOro TeKCTa pasmMepy bsioka wudpa AONOAHUTENbHBIA BAOK He A0baBNsieTCs, NafguHr He SABASETCA
OQHO3HAYHbIM.
Ecnu anement "padding" otcytcTsyet (To ecTb B KauyecTBe CTPOKOBOrO NMPeACTaBEHUS anropnTMa WwindpaTopa
yKasaH /iMlWb asroputM WUGPOBaHNAS), TO MpW OCYLLECTBIEHUN MNOCNeAytoWeid onepaunn wudgposanus byger
ucnosnb3osan anroputm "PKCS5Padding".
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CnepyeT noMHuTh, 4TO ycTaHoBaeHme otanyHoro oT "NoPadding" anroputma 3anonHeHunst UMeeT CMbICH TOIBKO
npu ucnosnbzosanun pexxumos "ECB" n "CBC". Ecaun ucnonssytores pexxumbl "CNT" unun "CFB", To ycTaHOBNEHHbII
pexuM 3anofiHeHust bymeT npourHopuposaH. B cnydae BeinonHeHnus wudpposarus B pexumax "ECB" w "CBC"
otcytcreme 3anonterus ("NoPadding") He gonyckaercs.

MNpn BbI30Be MeTOfa getInstance() CO CTPOKOBBIM MPEACTaBAEHMEM aJrOPUTMA, COCTOSILLEM U3
NepevmciaerHbIX BbllEe AOMNYCTUMbIX 3HAaYEHWU VUMEHN ANrOPUTMa, PEXMMa WNgpPOBaHIS 1 aNiIrOPUTMa 3anoHEHUS
NoC/eLHEro HEMOJIHOTO HNIOKaA, MOMUMO OMpPefEeHNst B COOTBETCTBUN C STUM CTPOKOBLIM MPeLCTaBIEHNEM arOPUTMA
paboTbl wWwmnbpaTopa OCYLECTBASETCS Takxke onpeaenenne Tpebyemoro Tuna kpuntonposaiigepa (Kpuntollpo
JavaCSP). Takxe cranpaptHbiii untepcdeiic JCE nossonsier B kadectBe napametpa dyHkuum getInstance()
Knacca Cipher BMeCTe C MMEHEM ajropUTMa YKa3biBaTb UMs KPUNTOMPOBaiiLepa, NCMONb3YeMOro AJisi BbIMOJHEHUS
Tpebyemoli onepauun. Takum obpasom, cosgaHue, Hanpumep, obbekTa WMGPOBAHMSI AAHHBLIX B COOTBETCTBUM C
anroputmom OCT 28147-89 B pexumme npocToli 3ameHbl € 3auenneHuem c anroputmom PKCS5 sanonHenus
NOC/efHEro HenoMHOro Ba0Ka OCYLLECTBASETCA OGHUM U3 CNEAYHOLLNX CMOCODOB:

Cipher cipher = Cipher.getInstance("GOST28147/CBC/PKCS5_PADDING") ;
Cipher cipher = Cipher.getInstance("G0OST28147/CBC/PKCS5_PADDING", "JCSP");

3.11.2 WHunumnanmsauusn wudpatopa v onpegeneHne ero napameTpos

MNocne Toro, kak wwudpaTtop ObIA CO3AaH, HEODXOAMMO OnNpeaeanTb COBCTBEHHO METOA LWMPOBaHUS 1
Habop mapamMeTpoB, B COOTBETCTBUM C KOTOPbIM ByAeT ocywecTBAsSTLCS onepauns wudposaHus. VHuumnanusayms
wnpaTopa OCYLLECTBASIETCS NOCPEACTBOM Bbi30Ba MeTofa init() knacca Cipher. Bbi3oB gaHHOro mertoga mMoxer
BbITb OCYLLECTBIEH ABYMSI cnocobamu:

e init(int opmode, Key key);

e init(int opmode, Key key, AlgorithmParameterSpec params).

Huxxe onucebiBatoTcst 0COBEHHOCTM KaXkaoro us atux cnocoboe ans kpuntonposaiigepa Kpuntollpo JavaCSP.
e ans oboux ciyyaeB Bbi3oBa (pyHKUMM init() B KavecTBe napameTrpa opmode nepefaeTcs {UCIO,
onpepenstowiee cobcTeeHHo MeTog wubposarus. Kpuntonposaiigep Kpuntollpo JavaCSP nopaepxuBaer yetbipe
MeToAa WndpOoBaHNS, ONPeSeNsieMblX CEAYOLMM 0bpa3om:
— MmeToa 3awmdposarus aaHHbix (onpepensietcs konctawtoit ENCRYPT  MODE knacca Cipher);
— MeTog, pacwmndpoBaHus aaHHbix (onpegensietcst koHctantoii DECRYPT MODE knacca Cipher);
— MeToga 3awmdposarus kitoyda (onpegensietcst koHctantoii WRAP  MODE knacca Cipher);
— MeTog, pacwmndposatus knoda (onpegensiercs koncrantoli UNWRAP  MODE knacca Cipher);

e a5 oboux Ciiy4aeB B KayecTBe napaMeTpa key nepefaeTcs KJO4Y, Ha KOTOpPOM Oyaer npon3BoguTcs
yKasaHHasi onepauusi wungpoBaHusi. Tpebyercs, 4TOObI 3TOT KoY sABAsACH OOBEKTOM Tuna SecretKey u
yaoenetsopsin anroputmy wunpposannst [OCT 28147-89 (Takme ka4M MOryT ObITb MOMAYHeHbI MpWU MOMOLLY
anropmTtMa BblpaboTKM KIItOHeN NMapHON CBSA3M WM MPU MOMOLLM FEHEPALN CUMMETPUYHBIX KJTtOHel LndpoBaHns ).

® MOCKOJIbKY B MepBoM criocobe BbizoBa dyHKuMM init(int opmode, Key key) HUKaKue LOMOJNHUTENbHbLIE
napamMeTpbl He MepeaatoTCsl, TO TaKoW BbIZ0B pyHKUUK obnafaeT cneayowmnmy oCobeHHOCTAMMN:

— mapameTpbl asropuTtMa WwidgpoBaHus (y3en 3aMeHbl) ONPeaensitoTCsi B COOTBETCTBUN C NapameTpamu
wundbpoBaHmMs nepeaasaemoro kitouda key;

— npw nHuymranmsaumn onepauun 3awmndposanus aanHsix (ENCRYPT MODE) B pexxume, Tpebytowiem
BekTOpa mHuumanmsaumn (takummu pexumamu senstotcs "CBC", "CFB" u "CNT") Bektop nHuymannsaumm
bynet BbipaboTaH cnydaliHbiM 0bpasom;

— npn  uvHWumanusauum onepaumn pacwndposarns  fanubix  (DECRYPT MODE) B pexunme,
Tpebytowem BekTopa nHnumanusaunn (Takumu pexumamn sisastorcs "CBC", "CFB" n "CNT") byget BbigaHo
NCKJIIOYEHNE,;
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— Npu uHUunManusauun onepaunn wudpposarus kiaoda (WRAP MODE wan UNWRAP _MODE)
KAto4oM key, nosyHeHHbIM MpW MOMOLLM OMEpaLnK COrNacoBaHNS KIKOYEA, HEODXOAMMBbIV ANs fasibHeRLLero
BbIMOJIHEHUSI OnepaL iy WNgpPOBaHUA BEKTOP MHMLMaNn3auum byaeT npoHacaefoBaH OT CTapTOBOro BEKTOPA,
KOTOPbIA y4aCTBOBas B MPOLLECCE CO3LaHNs KitOYa coriacoBaHus key;

— npu MHUYManu3aymn onepaunu 3awmndposanus kntoda (WRAP  MODE) kntouom key, nosnydeHHbiM
Npy MOMOLLM FrEHEPALNN CUMMETPUYHBIX KitoYel windpoBaHus, HeobXoAUMBIA AJ1s1 AaIbHERLIEro BbIMOAHEHNS
onepaunu WndpoBaHns BEKTOP MHMunann3saunu byget BoipaboTaH ciyvaiiHbiM obpasom;

— npn  uvHMUmanulauyum onepauyum pacwudgposanus  kaoda (UNWRAP _MODE) «knwodom  key,
NOMYHEHHbIM MNPV MOMOLLN FeHEpPaALNN CUMMETPUYHBIX KItOYeR WwindpoBaHusi, byaeT Bbl4aHO UCKAIOYEHME.

e BO BTOpoM crnocobe Bbi30Ba yHKUMM init(int opmode, Key key, AlgorithmParameterSpec params)
nepefaloTCs MmapaMeTpbl params, onpeaensiouwme paboty wundpatopa. B kayectBe Takmx napamMeTpoB B
kpuntonposaiigepe Kpuntollpo JavaCSP ponyckaetcs nepegaBaTe 06beKTbI CeaytoLmUX TUMOB:

— uHTepdeiic ParamsInterface napamerpos anroputma wudposanns [OCT 28147-89 (cm. Pabota c
napametpamu anroputma wunposanns [OCT 28147-89). Takum obpasom, obbekt Tuna Paramsinterface,
nepefaBaeMblii B Ka4eCTBE NapaMeTPOB params OnpefessieT napameTpbl wnudposaHus (y3en 3ameHbl)

— IvParameterSpec — craHgapTHbiii knacc JCE. ObbekT Takoro knacca, nepefaHHblii B KayecTee
napaMeTpoB params ONpeaessieT BEKTOP MHULMANN3aLun.

— GostCipherSpec — 3TOT KJjacc npefcTtasnsier coboii Habop napamertpos anroputma [OCT 28147-
89, a Takke BeKTOp WHUUManNuW3aumu wuncpaTopa, U SABASAETCS peanmsaumeil CTaHOAPTHOro KJjacca
AlgorithmParameterSpec. Co3paHume obbekTa knacca GostCipherSpec B COOTBeTCTBUM C TpebyeMbiMu
napametpamu (y310M) WNPOBaHNS N BEKTOPOM VHNLMANN3ALMA NPON3BOSUTCS CEAYIOLUM 0bpa3oMm:

ParamsInterface cryptParams; // mHTepdelic mapaMeTpoB muPPOBAHUS
byte[] iv; //BEKTOp MHUIUANU3ALAN
GostCipherSpec spec = new GostCipherSpec(iv, cryptParams);

Takum obpasom, obbekt Tuna GostCipherSpec, nepesasaemblii B Ka4ecTBe mapamMeTpoB params OnpeaensieT
napameTpbl wudposaHus (y3en 3aMeHbl) U BEKTOP MHNLMAAN3ALNN.

e BBUAY MOALEPKMBAEMBLIX TUMOB ODBLEKTOB, NMEPEAABAEMbLIX B KAYECTBE MapameTpoB params AJii BTOPOro
cnocoba Bbi3oBa dyHKUMM init(int opmode, Key key, AlgorithmParameterSpec params) BO3HUKAOT CleaytoLime
0CODEHHOCTSIMI TaKOro BbI30Ba PYHKLNN:

— ec/im napameTpbl anroputma wndposaHns (y3en 3ameHbl) 3ajaHbl (B Ciydae nepegaqnm B
Ka4ecTBe NnapameTpoB params obbekTa MHTepdeiica napamMeTpoB WNpoBaHusi ParamsInterface wan Kjacca
GostCipherSpec), TO OHM 1 ByayT WCMOML30BaHbI B MPOLECCE BLINOJHEHUs onepaunn wudposaHus. B
MPOTUBHOM Clly4ae, napamerpbl WubpoBaHUS ONPESENSIOTCS B COOTBETCTBUM C MapameTrpamm LincpoBaHus
nepefaBaemMoro kKiwo4a key;

— €CNU BEKTOp MHMUMann3auum 3agaH (B ciayyae nepefaqm B Ka4yecTBE NapamMeTpoB params ObbekTa
Knacca IvParameterSpec WUau Knacca GostCipherSpec), TO OH 1 By#eT UCnosib30BaH B MPOLECCE BLIMOJHEHUS
onepauunu wudposaHus. B npotusHom cayyae:

* NP MHUUManu3auyun onepaunn 3awmndposatus garusix (ENCRYPT MODE) B pexume,
Tpebytowem BekTopa MHUuManmsaumn (Takumu pexumamn senstores "CBC", "CFB" n "CNT")
BEKTOP MHMUManu3aumu OyneT creHepupoBaH Ciy4aiiHbim obpasom;

% NpU  UHUUManu3aumm onepauyum pacwudposatus panHbix (DECRYPT MODE) B
pexume, Tpebytowem BekTopa mHuumanusaumu (Takumu pexumamm sensitores "CBC", "CFB"
n "CNT") BymeT BbIZAHO MCKIIIOYEHNE;

% MpW MHUUMann3sauum onepauumn wndposarus kioda (WRAP _MODE nan UNWRAP
MODE) knto4om key, nosyHeHHbIM NPy MOMOLLM ONEPALMN COrNIaCOBaHNS KIIKOHeEN, HEODXOANMDIiA
ANS JanbHelero BbINOJHEHUs onepauun  WndpoBaHNsS BEKTOp WHWUManu3auum byget
npoHacsefoBaH OT CTAapTOBOrO BEKTOPA, KOTOPbIA y4acTBOBajs B MPOLIECCE CO3LAHUS K/tO4a
cornacoBaHus key;
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% Mpu MHULManu3aumn onepaumn 3awndposatus kntoda (WRAP  MODE) kntodom key,
MOJYYEHHBLIM MpPY MOMOLLM FeHepaLuy CUMMETPUYHBIX KitoYeli windposaHus, HeobxoanMblli ais
JanbHEALWero BbIMOJIHEHUS onepauun WupoBaHUS BEKTOP WHMUManusaumu OygeT BbipaboTaH
cnyyaiiibiM obpasom;

% Mpn MHUUManmsaumm onepauyun pacwmudpposarus knoda (UNWRAP  MODE) kntouom
key, MOJYYEHHLIM MPU MOMOLLY FEHEPALUN CUMMETPUYHBIX KtoYei windposaHus, byaeT BbigaHo
NCKJIIOYEHNE.

B oboux cnyqasix HeobxogMMo cneanTb 3a COrNacoBaHHOCTbLIO NapaMeTpoB wudposarus (y3na wudposarus),
a TakXXe BEKTOPa WHULMANMU3ALMM MPU BbINMOJHEHMU COOTBETCTBYIOLMX APYr ApPYry onepauuii 3awmndpoBaHusi u
paclwmndpoBaHns. Tak, Hanpumep, €cim MHWLMANM3auus onepaumyn 3awmndpoBaHUM AaHHbIX NpousBogunack bes
nepefayvyy BEKTOPa UHULMAAM3ALUN, TO CO3AaHHbIM B NPOLECCE BbINOJHEHNS 3TO ONepaLun BEKTOP WHULMANN3ALUN
cenyeT nepefatb BMeCTe C 3aWNPOBaHHLIM TEKCTOM AJ1st KOPPEKTHOMO BhIMOJIHEHUS onepauun pacudpoBaHus.
Mony4nTe BEKTOP MHULMANM3ALUN MOXHO Mpu nomowim metomda getIV(), Bo3Bpalyatollero ero B Buge balitoBoro
mMaccuBa. AHasornyYHbIE AEACTBUS CnesyeT NPOU3BOANTL B Cilydae 3alundpoBaHmMs Kio4a Ha CUMMETPUYHOM KiltoYe
wncbpoBaHMs, NOSYYEHHBIM NPU NOMOLLM reHepauun. HeobxogumMo MOMHUTB, YTO BbI30OB 3TOl hyHKUUW CheayeT
MPOU3BOAMTE TOJILKO MOCJE TOFO, KaK LWNpaTop Obla NPOUHULNANN3MPOBAH, U A0 TOMO Kak onepauus 3awmndpoBaHus
bbina 3aBeplueHa.

Takum obpasom, MHMLMANM3aunsl, COOTBETCTBYIOWMX APYT APYry onepauuii 3awndposanuns u pacwudposaHus
nanHbix agnsa anroputma FOCT 28147-89 moxeT BbITh OCyLLECTB/IEHA CeayoWMM 0bpa3oMm:

SecretKey key; // obasaTenbHO KUY muppoBaHuMa C ajropurTmom "GOST28147"
// (cooTBercTBylmumit anropurmy I'OCT 28147-89)
// cuuTaeM, 4YTO U3BECTEH 060UM CTOPOHAM
/*3amubpoBanue*/
// UHULIUaNIn3anusa olepanuy 3auudpoBaHUs. BekTop 6yAeT CreHepupoBaH
// B Ipoliecce BHIIONHEHUS OIEPALUN
cipher.init (Cipher.ENCRYPT_MODE, key);
// TonyYeHWe CreHEpPHPOBAHHOTO BEKTOpPa KHUIMANU3AIUA
byte[] iv = cipher.getIV();
/*PacuubppoBanue*/
// co3maHWe mapaMeTpOB, COAEPXALUX TpebyeMs BEKTOpP
IvParameterSpec spec = new IvParameterSpec(iv);
// MHUNUaNA3anus OIepalnuy pacunbpoBaHUS C TeM Xe
// RINYOM ¥ BEKTOPOM
cipher.init(Cipher .DECRYPT_MODE, key, spec);

3.11.3 3awwudpoBaHue n pacwmcppoBaHne AaHHbIX

Mocne Toro, Kak wundpatop bbin CO3aaH U NPOMHNLNANU3MPOBaH MeTogoM wudposatus aaHHbix (ENCRYPT
MODE wnan DECRYPT _MODE), onepauusi 3awmdposatus (paclundpoBaHis) AaHHbIX NPON3BOAUTCS B ABa dTana:
0bpaboTka faHHbLIX U MOCNeAytOLLEe 3aBEPLUEHNE OnepaLnn.

3.11.3.1 MocneposaTtensbHoe 3awmndposarve (pacumndgposaHmne) faHHbIX

MocnegoBatenbHoe 3awundpoBaHne (pacundpoBaHne) [AaHHbIX OCYLUECTBASIETCS MPU  MOMOLYM METOAA
update() knacca Cipher. DTOT MeTOZ BbINOJIHAET nochefoBaTenbHOe 3awmndposaHue (paclundgpoBaHne) AaHHbIX,
NpeacTaB/ieHHbIX B BUAE DaliTOBOrO MaccnBa n nogaBaemblx eMy B KadyecTee napametpa. CyliecTeyeT YyeTbipe cnocoba
Bbl30Ba MeTOAaA:

e update(byte[] input) — 3awmdpoBaHue (pacumdpoBaHmns) BCEro COAEPKMMOro Maccnea input. Pesynbrat
W poBaHMS BbIJAETCS B Ka4ecTBe HaliTOBOro Maccuea;
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e update(byte[] input, int inputOffset, int inputLen) — 3awundposaHue
(pacwnbpoBaHnsi) COAEPXKNMOrO MaccMBa input, HauuMHasi C NO3uWuMKM inputOffset B KonMyecTBe inputLen baiT.
PesynbTtaT WwndpoBaHus BbiAaeTCs B KadecTse HaliTOBOro Maccuea;

e update(byte[] input, int inputOffset, int inputlLen, byte[] output) —
3awundpoBaHne (pacmmd)pOBaHm;i) COAEPXKMUMOro MaccmBa input, Ha4uMHaA C no3mumm inputOffset B KOJIM4YeCTBe
inputLen 6aiit. PesynbTaT wundpoBaHnsi 3anncbiBaeTcss B MacCMB output. [akoi Bbi30B (DyHKLMM BO3BpaLiaeT
KOJINYECTBO 3anmMCaHHbIX B BbIXOAHON bydbep baiiT;

°
update (byte[] input, int inputOffset, int inputLen, byte[] output, int outputOffset) — 3awwudpoBaHue
(pacmmcprBaHVl;l) COAEPXKMMOro MacCMBa input, HauMHasa € No3uumm inputOffset B KOJMYECTBE inputLen baliT.

PesynbTaT wndpoBaHnsi 3anncbIBAaeTC B MacCMB output, HadmHasi C nosuuum outputOffset. Takoii BbI30B
pyHKUMN BO3BPALLAET KOJIMYECTBO 3aMUCaHHLIX B BbIXOAHON bydep baiiT;

[onyckaetcsi KOMBUHMPOBaHME STUX METOAOB, MPUYEM MOLABAEMbIE HA KaXKAblli BbI30B pyHKUMUM update ()
MaccmBebl 3awnpoBbiBaeMbix (paclungpoBbIBaEMbIX) AaHHbLIX MOTYT ObiTb pa3HON AJMHBbI.

3.11.3.2 3asepleHue onepauun 3awmndposarus (pacmdposaHusi)

3aBeplueHne onepaunu 3awmnposaHns (pacumdpoBaHms) AaHHbIX OCYLUECTBASETCS MPU MOMOLLM METOAA
doFinal() knacca Cipher. [laxe ecnu Bce BxofHble LaHHble ObLIM MOAaHbLI HA MOC/IEAOBATENbHOE LINPOBaHNE,
TO 3TO HE rapaHTMpyeT TOro, 4To pe3ynbTaT wudpoBaHust Bbin BbIAAH MOJSHOCTLIO. Takoe, HanpumMep, BO3MOXXHO
npu 3awundposatun B pexumax CBC u ECB paHHbIX, AnuHa KOTOpbIX He KpaTHa AsvHe bnoka. Beugy atoro
onepaumio WnpoBaHUs CreAyeT 3aBeplnTb (A5 MONyHeHUst MOCAeAHeR HacTu pe3ynbTaTta wudpoBaHus, anbo
Xe A/1s1 0bpaboTKM 1 MOoAyHeHNs KOHEHHOrO Pe3ysbTaTa elle He 0bpaboTaHHbIX BXOAHBIX AAHHBIX).

Ecnu B npouecce nocnegosatensHoro WNpPoBaHMsl BCe BXOAHbIE fAaHHble Oblan nogaHbl Ha 3awudpoBaHue
(pacwmdpoBaHue), TO 3aBEPLUMTL ONEPALMIO WNPOBAHIS MOXHO ABYMSsI crocobamu:

e BbI30B MeTosa bes napameTpoB — doFinal(). B atom cnyyae meTtop Bo3Bpaliaer 6aiiToBblii Maccues,
CofepXKaLLnii NOCNEAHIO YacTb 3alndpoBaHHbIX (pacndpoBaHHbIX) AaHHbIX;

® BbI3OB MeToAa C napametrpamum — doFinal(byte[] output, int outputOffset). B sTom cnydae metop
3annCbIBAET MOC/IEAHIO YacTb 3awmnpoBaHHbIX (paclundpoBaHHbIX) AaHHLIX B NepeAaBaeMblii €My MaccuB CO
CMeLLeHNEM.

Ecnn xe He Bce BxoaHble AaHHble BbIM NogaHbl Ha nocneaoBaTeNbHOe WndposaHne, To cieayeT obpaboTaTh
OCTaBLUMECS AaHHble, 1 MWL MOTOM 3aBepluaTh ONepauuto WNGPOBaHUS 451 NOJYHEHUs] KOHEYHOrO pe3yibTaTa.
[ns aTux ueneil MoXeT BbITh MCMOB30BAHO HECKOJILKO BapUaHTOB BbI30Ba (PyHKLUMKU doFinal:

e doFinal(byte[] input) — obpabaTbiBaeT MOCNEAHIO HaCTb BXOAHbIX AAHHbIX, COLEPXKALLYIOCS B MacCUBe
input 1 BbIJAeT OKOHYaTENbHbIN pe3ynbTaT wiudpoBaHus B Buge H6aliToBOro Maccmea;

e doFinal(byte[] input, int inputOffset, int inputLen) — obpabaTbiBaeT MOCIEAHION Y4aCTb BXOLHbLIX
OaHHbIX, coAepXKallytocsd B MaccuBe input, HaymHasa C no3mummn inputOffset B KOIMYecTBe inputlen U BblOdeT
OKOHYaTeNbHLIA pe3ynbTaT WwiudposaHus B BUAe DaliTOBOro Maccuea;

e doFinal(byte[] input, int inputOffset, int inputLen, byte[] output) — obpabaTbiBaeT nocnegHtoto
4aCTb BXOAHbIX AAHHbIX, COAEPXKALLYHOCS B MAaCCUBE input, Ha4YMHas ¢ no3uuuy inputOffset B KoNMYecTBe inputlen
1 3aMNCbIBAeT OKOHYATEIbHbIN pe3ynbTaT WndpoBaHns B Maccue output. [1pu 3TOM MeTOZ BO3BpaLLAeT KONMYECTBO
3anuncaHHbIX B BbIXOAHOU bydep baiiT;

[ ]
doFinal (byte[] input, int inputOffset, int inputLen, byte[] output, int outputOffset) — obpabaTwiBaeT
MOCNEAHIOK YaCTb BXOAHbIX JAHHbIX, COAEPXALLYIOCS B MacCMBE input, Ha4YMHas € no3muun input0ffset B KOJMYECTBE
inputLen 1 3an1CbIBa€T OKOHYATENbHbIA pe3ynbTaT Wi poBaHns B Maccus output, HaumHas ¢ nosuyumn outputOffset.
Mpy 3ToM MeTOA BO3BpALLAET KOJMYECTBO 3aMMCaHHbIX B BbIXO4HON bydep GaiiT.
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3.11.4 3awwudpoBaHne n pacwmcppoBaHue Karouyei

Mocne Toro, Kak wwudpaTop bbI CO34aH U NPONHMLMANU3UPOBAH MeToaoM LndposaHus kntova (WRAP
MODE uan UNWRAP _MODE), BbinonHsieTcsi cobcTBeHHO onepauus 3awmdpoBaHns uam paclundpoBaHns KAOHa.

3.11.4.1 3awwudposaHue knto4a

Onepaumnst 3awmndpoBaHnsi KIOYa BbINOJHSAETC MeTogoM wrap(Key key) knacca Cipher. B kauectse
napamMmeTpa AaHHOMY METOAY MOLAETCs KIOY key, KOTOPbI NOAAeXUT 3awndgposaruto. 3awmndpoBaHne nepegaHHoOro
KJIl04a MPOU3BOANTCS Ha KJILOYE, KOTOPbIM Bbln npomHuumannsuposaH wudpatop. Kpuntonposaiigep Kpuntollpo
JavaCSP gonyckaer 3awmndpoBaHne ToNbKO CNEAYIOLNX TUTMOB KItoYei:

® 3aKpbITbIX KtoYeli ObMeHa wan KatoHel 3MEKTPOHHON MOAMMCU, COOTBETCTBYIOWMX anroputmam obmeHa
Audbdu-Xennmana u UM FOCT P 34.10-2001 wam FTOCT P 34.10-2012 (Takme kato4m MOryT ObITb MpO4MTaHbI
13 KoHTeliHepa, MO0 MOryT BbiTb NOMyYeHbl NOCPEACTBOM FEHEpaL MK KOHYEBO napbl B COOTBETCTBUN C AAHHLIMY
anropuTMamm);

® CUMMETPUYHBIX KNtOYel Wwudposanus, cooteetcTBytowmx anroputmy FOCT 28147-89 (Takme katoum mMoryT
ObITb MOJTyYeHbI MPU FEHEPaLM CUMMETPUYHBIX KIHOYENA).

3awundpoBaHHbIi KIKOY BO3BpaLLaeTcs B Buae baliToBOro maccumsaa.
3.11.4.2 PacwundcpoBaHue knto4a

Onepauns pacwungpoBaHus Kato4a BbINOJIHAETCSA METOAOM unwrap (byte[] wrappedKey,
String wrappedKeyAlgorithm, int wrappedKeyType) kjiacca Cipher. JTOT MeTOL BO3BpaLLaeT paclundpoBaHHbIN
knto4. B kayecTBe napametpa gaHHOMY MeToLy NepeAaeTcst 3awndpoBaHHbIfi KoY wrappedKey, NpeAcTaB/EHHbIi
B Buge balitoBoro maccuea. [lapameTp wrappedKeyAlgorithm B kpuntonposaiigepe Kpuntollpo JavaCSP He
ncnonb3yercs. PacwumndposaHme kntova NpoM3BOANTCS Ha KItOYeE, KOTOPLIM Obll NpomHMunann3nposaH LWwndpaTop.
Kpuntonpogaiigep Kpuntollpo JavaCSP pgonyckaeT paciumndpoBaHme ToNLKO CUMMETPUHHBIX KAtOYeR wiudpoBaHus
(cooTBeTCTBYIOWMX TUMY SecretKey n ygoBneTBopsitolwmx anroputmy wudpposanus [OCT 28147-89). Beugy storo
B KayecTBe napameTtpa wrappedKeyType [ONYCKaeT UCMOJIb30BAHME TOJILKO TUMA KJIKOHA, COOTBETCTBYHIOLLENO Knaccy
SecretKey. Tun Takoro kato4va onpegensietcs koHctaHToli SECRET KEY knacca Cipher.

3.12 [duneepcucpunkayunsa knroyei

Ons BbIPabOTKM KITtOHel LWNPOBAHNS 1 KIKOYEBOrO X3LUMPOBaHUS ANsi 60KOB (MakeTOB) AaHHbLIX BO3MOXHO
NCNOAbL30BaHNE aNropuTMOB AmBepcudmKaumm Katodeir. Aaroputm aueepcmmkaLmn Kao4da NpUHUMAaeT Ha BXOf
KMt0Y (3TO MOXET DbITb KakK CUMMETPUYHBIA KoY WNdPOBaHMS, Tak 1 KIOYM NOANNCK N ODMEHa, B TOM HuUChe 1
[OJITOBPEMEHHbIE), AOMONHNUTENbHbIE AaHHblE ANst AuBepcudmkauum (Habop 6aiiToB) N BO3BpPaLLAET CUMMETPUHHbIA
kntod FTOCT 28147-89. B Kpuntollpo JavaCSP peanusosaHo gea anroputma gusepcucpukaumn: PRO DIVERS (n.7
RFC 4357) n PRO12_ DIVERS (n. 5.4 pekomenpaumii no ctangaptusaunm "lcnonb3osanune kpuntorpadmyecknx
anropnTMoB, cooTeeTcTBytowMnx npumMeHerunto ctaHgaptos [OCT P 34.10-2012 U TOCT P 34.11-2012 yTBepxaeHHbIX
TK 26 "Kpunrorpaduyeckas sawumra nndopmauuu").

Ons ocywectenenns aueepcudpmkaumm Ka4a UCNONb3yeTcsl KnacC SecretKeyFactory. [ns nonydenus
obbekTa 3TOro kjlacca ciaefyer UCMONb30BaTh MeTog getInstance().

SecretKeyFactory secretKeyFactory = SecretKeyFactory.getInstance("GOST28147");
SecretKeyFactory secretKeyFactory = SecretKeyFactory.getInstance("GOST28147", ¢JCSP”);
SecretKeyFactory secretKeyFactory = SecretKeyFactory.getInstance(JCSP.GOST_CIPHER_NAME, JCSP.PROVIDER.

HaHHble, HeobxoauMble ans gueepcudpmkaumny, nepefatoTcs B Buae obbekta knacca DiversKeySpec. ObbekT
KJlacCa MOXHO CO3AaTb chefyrowm obpasom:
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DiversKeySpec diversKeySpec = new DiversKeySpec(key, data, diversAlg, dwMagic),

roe
key — 0bBEKT KJtOYa, KOTOpbLI ByaeT aneepcudnumposat,
data — Maccus baliToB, coaepXKallmii gaHHble Ans aneepcudbukaumm,

diversAlg — napameTp, ykasbiBatowuii Ha anroputm gusepcudpukaumn (DiversKeySpec.PRO DIVERS u
DiversKeySpec.PRO12 DIVERS cootsetcTBeHHO),

dwMagic — [OMOJHWTENbHbIE AaHHble Ans gueepcudmkaunu B Buge int (Tonbko gns anroputma PRO12
DIVERS, anroputm PRO _DIVERS aTn gaHHble npourHopupyer).

[ns HenocpeacTeeHHo BbipaboTkn cummetpuyHoro kitoda FOCT 28147-89 HeobxogMMO BLINOSHUTL KOMaHAY:
SecretKey secretKey = secretKeyFactory.generateSecretKey(diversKeySpec) ;

Heobxognmo otmetuTs, 4to anroputm PRO DIVERS He moxet pabotats ¢ kntodamu FTOCT P 34.10-2012,
a TakXXe NPUHUMAaTbL Ha BXO4 AaHHble Ais ansepcudpmkaumm kopode 4 6aiit n gnunHee 40 6Gaiit. Mpu nonbiTke
MCMOJIb30BAHNST HEMPABUILHLIX KIHOYER AN AaHHbIX DyAeT MHULMMPOBAHO UCKItoYeHNe T1legal ArgumentException.

3.13 TleHepauusa cnyyaiiHbix Yucen

KpunTonposaiigep Kpuntollpo JavaCSP nossonsieT ocyluecTBAsATL reHepaumto CayHaliHbiX 4YuUCen, Hepes
ctangapTHblii untepdeiic JCA npu nomowm knacca SecureRandom. [sis 3Toro npomcxogut obpalleHue K faTymky
cnyyaiinbix Yucen Kpuntollpo CSP.

3.13.1 Co3paaHune reHepaTopa cny4aiiHbix 4Yucen

ObbekT reHepaTopa CAy4aiiHbIX 4YWUCEN CO3AAETCs MOCPEACTBOM BbI30Ba MeToAa getInstance() kJacca
SecureRandom. JTOT METOA SBASIETCS CTAaTUYECKMM W BO3BPALLAET CCbUIKY Ha CO34aHHbIE OObeKT Kiacca
SecureRandom.

[Ons cospaHus reHepatopa Metogy getInstance() HeobxogMMO B KayecTBe napameTpa nepegaTb UMS,
naenTucpnumpytowee anroputm ("CPRandom" uan JCP.CP__ RANDOM). Mpwn Takom Bbi3oBe MeTofa getInstance ()
COBMECTHO C OMnpefesieHneM TpebyemMoro anroputmMa OCYLUECTBISIETCS TakXKe onpegeneHne Tpebyemoro Tuna
kpunTtonpogaiigepa (Kpuntollpo JavaCSP). CrangaptHbiii untepdpeiic JCA nossonsieT B kadecTBe napameTpa
dyHkunn getInstance() kiacca SecureRandom BMeCTe C MMEHEM ajirOpUTMa YKasbiBaTb MMsI KpUMTOMNpoBaiigepa,
NCMOJIb3YEMOro AJ1st BLINOJIHEHUS onepaunn. Takum obpa3oM, cosfaHue reHepaTopa OCYLECTBASIETCS OLHUM U3
cnefyowmx cnocobos:

SecureRandom rnd = SecureRandom.getInstance("CPRandom") ;
SecureRandom.getInstance ("CPRandom", "JCSP");

SecureRandom.getInstance (JCP.CP_RANDOM, JCSP.PROVIDER_NAME) ;

SecureRandom rnd
SecureRandom rnd

3.13.2 WVcnonb3oBaHue reHepaTopa Cay4anHbIX Yncen

Hekotopble dynkuuu JCA npesycMaTprBaloT BO3MOXHOCTbL YCTAHOBKM Heobxogumoro SecureRandom Anisi
BbIMOJIHEHUS] KOHKPETHbLIX onepauuii. Hanpumep, MOXHO yCTaHOBUTb KOHKPETHbIV FEHepaTop C/y4YaiiHbIX 4ncen B
KJ1acC Signature Npu CO34AHUUN SNEKTPOHHON MOAMMCH C MOMOLLLIO (DYHKLMMN:
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‘void initSign(PrivateKey privateKey, SecureRandom random) .

Mpn reHepauun KkNto4eBoOli Napbl B KinacC KeyPairGenerator MOXHO YCTaHOBWUTb KOHKPETHbIN reHepaTop
dyHKUMER:

‘void initialize(AlgorithmParameterSpec params, SecureRandom random) .

OpHako, 4Tobbl obecneunTb HEOBXOAMMOE KayYecTBO CydaliHbix nocnegosaTensHocteli, Kpuntollpo JavaCSP
WrHOPUPYET reHepaTopbl, NepefaHHble Takum cnocoboM B KadecTse napameTpos. [loaTomy ans yBenuyeHus
NPON3BOAMNTENILHOCTN HE CTOUT CO34aBaTb HOBblE FEHEPATOPbLI TONALKO AJst TOrO, YTODbI MPOVHULMANN3NPOBATL UMK
apyrue knaccol JCA/JCE.

Ons pgpyrux ueneii, nocne Toro, Kak reHepaTop Cay4aliHbix 4ucen Bbia co3f4aH, MOXKHO MONYHYUTL Cay4aliHyto
NocNeaoBaTeNbHOCTL pyHKUMel void nextBytes (byte[] bytes).

3.13.3 [JouHuyuanusauyus gatyumka

MeTton public byte[] generateSeed(int numBytes) knacca SecureRandom wucnonssyercs B JCA pns
AONHMNUMnann3aymm gaTtyHmKa ﬂol’loﬂHVlTeﬂbHOVl 3HTp0n|/|eﬁ. B cny4dae ncnosib3oBaHUA KpVIrITonpOBaVIp,epa KpVIHTOI_IpO
JavaCSP  paHHblli MeTon He MpOW3BOAWNT HUKAKUX AelCTBWIA; BCe HEODXOAMMbIE MaHUMYAAUWM C LATHNKOM
npoussoaatca kpuntonposaiigepom Kpuntollpo CSP camoctosTensHo.

3.13.4 Bo3MOXHble OWNOKK aaT4yunka

B npouecce pabotbl renepatop cnydaiitbix udmcen Kpuntollpo JavaCSP  koHTponupyet kayectso
BbIXOLHOM MNOCNEf0BaTENLHOCTN U MPOBOAUT MEPUOAUYECKUN KOHTPOnb uenocTHoctu. B cnyvae obHapyxeHus
HapYLUEHUS LLENIOCTHOCTN, reHepaTop BO3bY>KAaeT nckatoyeHune ru.CryptoPro.JCP.Random.RandomRefuseException.
BosHukHOBEHME 3TOI OLWIMOKM BO3MOXHO B JItOBOM MeCTe, rae UCMosb3yeTCsl reHepaTop, Hanpumep, npu reHepauum
KaoY nnu BbipaboTke noanucu. Wcnonb3osanue kpuntonposaiigepa Kpuntollpo JavaCSP B sToM cnydae He
JOMNyCKaeTcs.

3.13.5 bBwuonoruyecknii gaT4yuk

[Mpn reHepupoBaHWM KJIOHEBOW Mapbl C MOMOLWBI kNacca KeyPairGenerator [N rapaHTUM KayecTBa
BbIXOLHOW MOC/NeAoBaTENbHOCTN (U, CNEfOBATENBHO, CEKPETHOMO KJKOYa) FeHepaTop CAy4alHbIX HMCen HEOBXOANMO
JOVHMLMANN3NPOBATL AONOAHUTENBHOR aHTponueid. [na atoro kpuntonposaiigep Kpuntollpo CSP npeacrasnsier
cneLnanbHoli OKHO WM KOHCOJb AS MOJYHEHUS SHTPOMUU OT HaXKaTUsl KJNaBUL KAaBUATYpbl U OBUXKEHUS MbILLN.

3.14 PaboTta c ceptudmkatamm 4yepes ctaHgapTHbin uHtepdeiic JCA

[ns ocywectsnerus onepauuii, peannsyembix Kpuntonposaiigepom Kpuntollpo JavaCSP, 3auactyto Tpebyetcs
ncnosb3oBaHmne ctangapTHeix metogoe JCA pabotbl ¢ ceptucbukatamu. Takumu onepauusiMu, Hanpumep, sIBASIOTCS:

® 3aMnKUCb KJItOHa 3EKTPOHHOI MOAMUCA WN KIKOHEBOrO OOMEHa Ha HOCUTENb;

® 3aMuUCb HA HOCUTENb CEPTUUKATA OTKPLITOrO KJto4Ya, B COOTBETCTBUM C XPAHSILLMMCS HA HOCUTESE KITHOYOM,
n ceptTudrkaTa C HOCUTENS;

e 3anuck cepTudprkaTa B XpaHWINLLE LOBEPEHHBLIX CEPTMDUKATOB 1 YTeHNe cepTMdnkaTa U3 XpaHuamwa;

® MpoBepKa 3JIEKTPOHHOW MOAMUCK MPU MOMOLLM KJtOHA MPOBEPKU SJEKTPOHHON MOAMNCU, HMTAEMOro W3
cepTudumkaTa;

® MOCTPOEHME 1 NMPOBEPKA LIENoYeK cepTucnKaTos.

Mockonbky kpuntonposaiigep Kpuntollpo JavaCSP He peanusyer craHgapTHble MeToasl paboTthl ¢
cepTudpmkatamu, a nuwb obecneynBaeT Mx NOAAEPXKKY, TO B LaHHOW AOKYMEHTALMU NMPUBOANTCS NNLbL ONMCAHNE
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NCNoJsib30BaHNA 3TUX METOAOB NPV BbIMNOJIHEHUN NEPEHUCNEHHbIX BblLleE onepau,mﬁ.
3.14.1 Tenepayun X509-cepTucunkartos

leHepauus X509-cepTudpnkaToOB OCYLIECTBASIETCS MpU MOMOLWM MeToga generateCertificate() knacca
CertificateFactory ciegytowmm obpasom:

InputStream inStream;
CertificateFactory cf = CertificateFactory.getInstance("X509");

//unn
//CertificateFactory cf = CertificateFactory.getInstance(JCP.CERTIFICATE_FACTORY_NAME) ;
Certificate cert = cf.generateCertificate(inStream);

MeTos generateCertificate() noslydyaeT B Ka4deCcTBe MNapaMeTpa BXOA4HOW MOTOK, B KOTOpbI/i 3anucaH
3akogmpoBaHHblii B DER-koanpoBke ceptudpmkat, n BosBpawaeT obbekT knacca Certificate. VHmumanusaumio
obbekTa knacca CertificateFactory cneayet npomssoanTs umenem "X509" nan JCP.CERTIFICATE FACTORY
NAME (kak nokasaHo Bbiwe). B 3Tom cnyyae BbigaBaemblii MeTOAOM generateCertificate() ceptudmkat byaer
yaoenetBopsTb crtangapty X.509, a 3HauuT sBAATbCA 0ObekTOM Knacca X509Certificate (3TOT knacc siBaAsieTCs

paclumperunem knacca Certificate). Kpuntonposaiigep Kpuntollpo JavaCSP nopgepxmsaer Tonbko cTaHgapT
X.500.

leHepauus X509-cepTudbrkaToB MCMONL3YETCS B TEX OMEpaLUsix, KOTOPbIE COMTACHO CTaHAAPTHOMY UHTepdeiicy
JCA TpebytoT ana ceoero BbinosHeHUst 0b6bekThl Kiacca Certificate. Takumu onepaumsiMu siBASIOTCS, Hanpumep,
3annCb KJOYa 3/IEKTPOHHOWM MOAMUCU WK KKOYEBOro ODMEHa Ha HOCMTENb M 3anuchb cepTudmnkaTa B XpaHUInLLE
[OBepeHHbIX cepTUdUKATOB N HA HOCUTENb.

3akogupoBanHeiii B DER-kogmpoeke cepTtudpmkaT, nepepaBaembiii yHKLuMM generateCertificate() BO
BXO4HOM MOTOKE MOXET DbITb NOJTy4EH NpY NOMOLLM METOAOB Khacca GostCertificateRequest (cm. JononHutenshbie
BO3MOXHOCTU paboTel ¢ ceptucbmkatamu). [lonyyeHne 3akogMpoBaHHOrO cepTudmKaTa Mpu MOMOLYM  KJ1Aacca
GostCertificateRequest MCMOMb3yeTCss B Tex C/yyasix, Korga TpeDyeTcsi COOTBETCTBME OTKPLITOrO Kitoya
cepTudmkaTa TONLKO HTO CO3LAHHOMY KJIHOYY 3S/IEKTPOHHOW MOAMNWCK WAW KAOYeBOro obmeHa (Hanpumep, npw
OCYLLLECTBIEHUN 3aMNCN 3TOTO KtOYa Ha HocuTenb). Ecnum ke aToT kntod He m3BecTeH (Hanpumep, mpu npoBepke
3IEKTPOHHON NognNucy), NMMbO CEKPETHBIN KItOY, KOTOPOMY COOTBETCTBYET OTKPbITbIN KNtOY cepTudurkaTa bbin co3paH
paHee (Hanpumep, Npu 3anncn cepTMMKaTa Ha HOCUTESb, HA KOTOPOM Y>Ke CYLLECTBYET CEKPETHBIN KJtOY), TO B 3TOM
C/lyHae 3aKOAMPOBaHHbLIV CepTNdUKaT, NnepefaBaemMblii PyHKUUMN generateCertificate(), MOXeT ObITb MpoynTaH 13
daiina.

3.14.2 Kopguposatue ceptudmnkata 8 DER-koanposky

KoamposaHue cywiecteytowero ceptucprkata (obbekta knacca Certificate) OCyLLECTBASIETCS MPU MOMOLLM
MeToga getEncoded() knacca Certificate cnegytowmm obpasom:

Certificate cert;
byte[] encoded = cert.getEncoded();

3akogupoBanHelii B DER-kognpoeke Metogom getEncoded () cepTudukaT BO3BpallaeTcst B Buge HaiiToBoro
maccuea. Ceptucbukat cert, ans KOTOPOro OCYLLECTBASIETCA KOAWPOBaHWE, MOXeT ObiTb MOAy4YeH pasinyHbIMU
meTopamu: renepauuveii X509-ceptudnkara, 4teHneMm cepTucmkaTa OTKPLITOrO Ktoda C HocuTensi, 1ubo 4teHnem
[OBEpPEHHOro cepTudmkaTa n3 xpaHuimwa (Bce 3T MeTofbl BO3BpaLLatoT 0bbekT knacca Certificate).

Onepaumnst KoaupoBaHus cepTudukaTa UCNOL3YETCA B Cllydae, Koraa TpebyeTcst coxpaHuTh B haiinl TOIBKO
YTO CreHepNpPOBaHHbIV MM MPOYNTaHHbIA C HOCUTens (MNM U3 XpaHuinwa) ceptTudmkar.
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3.14.3 T[lony4yeHne OoTKpbITOro kato4a u3 ceptucmkaTta

MMonyyeHne oTKPLITOro Kto4va u3 ceptudrkarta (O6'beKTa Knacca Certificate) OCYLLIECTBJIAETCA NpU NOMoLLN
mMeToaa getPublicKey() knacca Certificate crnegytowum obpazsom:

Certificate cert;
PublicKey publicKey = cert.getPublicKey();

CepTudpmkat cert, n3 KOTOPOro MONYHAETCS OTKPLITLIA KoY publicKey, MOXET ObiTh MOSYHEH PasfMYHbLIMU
meTogamu: redepauueii X509-ceptudpnkaTa, YTeHmem cepTudrkaTa OTKPLITOrO KJtO4a C HOCMTENs, IbO YTeHnem
[IOBEPEHHOrO CepTudmKaTa M3 XpaHuamLLa (Bce 3TM MeToAbl BO3BPaLLAlOT 0bBEKT Knacca Certificate).

Onepaumnst nony4YeHus OTKPLITOro Ktoua u3 cepTuddmkata WCNONb3YETCS NPU OCYLUECTBIEGHUN MPOBEPKM
3N1EKTPOHHOI Noanncu.

3.14.4 TlocTtpoeHue n npoBepka LEMNoYKn cepTucunkaTos

Mpu BLINOSHEHWM OMEpaLyn 3annucK KtoHa Ha HOCUTENb COrlacHo cTaHaapTHoMmy uHTepdeiicy JCA BmecTe ¢
KJIKOYOM Ha HOCUTENb CIEAYeT 3anucChbiBaTh U LEMNOYKY CEPTU(UKATOB, HAYMHAIOWYIOCS C CepTUdUKATa OTKPLITOro
KJIK04a, COOTBETCTBYIOLUErO CEKPETHOMY KJHOYY W 3aKaHYMBAOLWLYIOCS [OBEPEHHLIM KOPHEBLIM CepTUdNKaTOM.
Bnarogaps atomy TpeboBaHMIO MOANUCH CEPTMPUKATA OTKPLITOFO KJKOYa, COOTBETCTBYIOLLENO 3anuCbiBAEMOMY
CEKPETHOMY KJIIOYY, BCErga 3aBepeHa LEenoyvkoii cepTudnkaTos.

Llenoyka, kak y»ke roBOpMIOCH BbILIE, MOXET COCTOSITb TOJIbKO M3 OAHOro cepTudmkaTa (K4 NpoBepKu
5/IEKTPOHHON MOAMNNCN KOTOPOrO COOTBETCTBYET KJIHOHY 371eKTPOHHOMA nognuck). Ecan ceptudpukat knroya nposepku
SNEKTPOHHOW MOAMNMCK SIBASIETCA CaMOMOAMUCAHHLIM, TO MNPOBEPKAa MOAMWUCK 3TOro cepTudpmkata He Tpebyetcs
(cepTmdbmkaT 3aBepeH K/HOHOM 3MEKTPOHHOW MOAMMCU, KOTOPOMY COOTBETCTBYET KJIKOY MPOBEPKN 3JEKTPOHHOI
nognucm 3Toro ceptucpukata). [eno obctomt mHave, korpa ceptucbmkaT MOAMNNCAH HAa HEKOTOPOM KOPHEBOM
cepTudprkate ueHTpa, MbO Ha HEKOTOPOM MPOMEXYTOYHOM cepTudprkaTe (KOTOPbIi B CBOK O4epedb MOAMMUCAH
Ha KOPHEBOM WM Ha LPYrOM MPOMEXYTO4YHOM cepTucpmkate). Torga ansi obecneveHusi NpoBEPKM MOLMNCH TaKOro
cepTudbrkaTa Npu €ro 4YTEHWW, COBMECTHO C 3anucblo cepTudmkaTa KJo4Ya MNPOBEPKU SNEKTPOHHON MOANUCK Ha
HOCUTENb B XPaHWINLLE JOBEPEHHbIX CepTUUKATOB CleayeT KNacTb BCHO LIENOYKY CcepTUUKaToB, KOTOPOIi 3aBepeH
aToT cepTudumKar.

3.14.4.1 Cosmectumoctb ¢ Kpuntollpo YL npn nposepke uenouku ceptucunkatos

[ns npoeepkn uenoykn B pexxume coemectumocTu ¢ Kpuntollpo VL B cnenyeT Bocnonssosatbes nposaligepom
RevCheck (JCPRevCheck.jar), Bxogswum B guctpubytues Kpuntollpo JavaCSP. [ns ero BbizoBa B npumepax,
OMUCAHHbIX HUXe, CeayeT 3aMeHnTb Bbi3oB anroputma "PKIX" Ha Beizos anroputma "CPPKIX".

//ons npoBepku Iemnodku online
System.setProperty("com.sun.security.enableCRLDP", "true");//ecam ucmoms3yetcsa SUN JVM

nnn

System.setProperty("com.ibm.security.enableCRLDP", "true");//ecam ucmomepayerca IBM JVM
//LO7s MOCTPOEHUS LENOYKH
CertPathBuilder builder = CertPathBuilder.getInstance("CPPKIX");
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//nns IpOBEpKU II€NOYKH
CertPathValidator validator = CertPathValidator.getInstance("CPPKIX");

B ocranbHbix cnyyvasx npumenenusi B JavaTLS (cpSSL.jar) npouesypa npoBepKM LEMOYKU CEPTUUKATOB
perynupyeTcsi C NoMOLLbIO KOHTPOBHONM navenun (Bknagka «HacTpoiikn cepeepay ).

3.14.4.2 Tlposepka ueno4ku ceptucdukatos c ucnosnb3sosaHmem OCSP

Haunnas ¢ Bepcum java 1.5 nosiBunacb BO3MOXHOCTb MPOBEPSITL LENOYKY cepTudunkaTtos ucnonssyst On-Line
Certificate Status Protocol (OCSP). s npoBepkn MCnosib3ytoTcs CTaHAAPTHbIE CPEACTBA java-MaLUNHbI.
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4 Pabota c napameTpamMu B KpunTonpoBaihigepe
Kpuntollpo JCSP

3avactyto npy paboTe C K/OHAMMW SJIEKTPOHHOW MOAMMCK KIIOYEBOTO ODMEH BO3HMKAET HeobXogMMOoCTb
N3MeHUTb HAbop mnapameTpoB TOr0 WM WHOFO KPUNTOrpachuyeckoro anroputMa [Asi BbIMOJHEHUs Tpebyemoii
onepauuu. Ons atux ueneii B kpuntonposaiigepe Kpuntollpo JavaCSP peanusosan unTepdeiic ParamsInterface
napamMeTpoB aJropuTMa, ABASAIOWMIACA peann3aumeldi CTaHAApTHOro knacca AlgorithmParameterSpec. Ob6bekT TUNa
ParamsInterface, B 3aBUCMMOCTU OT cnocoba ero cosgaHus, onpepenseT:

e uHTepdeiic Habopa MapaMeTpoB KAKOYa NOANUCK;
nHTepdbeiic napameTpos anroputma nognucu/kntodesoro obmera FOCT P 34.10-2001;
nHTepdelic napameTpos anroputma nognucu/kntodesoro obmera FOCT P 34.10-2012;
nHTepdeiic napameTpos anroputma xawmposaHus FOCT P 34.11-94;
nHTepdeiic napameTpor anroputMa wudposanus FOCT 28147-89.

Bo Bcex cnyvasx, uHtepdeiic napametpos/Habopa napameTpos ParamsInterface No3BOSISIET:

e nosy4aTb WAEHTUNKATOP TeKyLWMX MapaMeTpoB anroputma/Habopa napamMeTpoB Kio4a Mpu MOMOLLM
dyHKUMN get0ID();

e nosly4aTb MAEHTUMKATOP MO YMOSHAHWIO AN MapamMeTpoB anropuTMa/Habopa napameTpoB Kito4a npu
nomowym pyHkuum getDefault (0ID paramSet0id);

® MpOBEpsiTb MpaBa Ha W3MEHeHWe WAEHTUMKATOPA MO YMOJIHAHWIO AJisi MapameTpoB anroputma/Habopa
napameTpoB Kjto4a npu nomouumn chyHkuun setDefaultAvailable();

® yCTaHaB/IMBaTb UAEHTUPUKATOP MO YMOMHAHMIO AJIsi MAapaMeTPOB anropuTMa/Habopa napameTpoB ktoya
npn nomowm pyHkumn setDefault (0ID paramSet0id, 0ID def);

® NoJlyHaTb CMUCOK JOMYCTUMbIX MAEHTUMUKATOPOB A5 NapaMeTPoB anroputma/Habopa napameTpos Kito4a
npu nomowmn yHkumii get0IDs () nim get0IDs(0ID paramSet0id);

® MosyyaTb CMWUCOK CTPOKOBLIX MPEACTABAEHWIA  AOMNYCTUMBLIX  WAEHTUVMKATOPOB AN NapaMeTpoB
anroputma/Habopa napameTpoB kitoya npu nomowm dyHKumn getNames ();

® MoslyyaTb CTPOKOBOE MPELCTAaBIEHUE OLHOMO U3 JOMYCTUMbIX WAEHTUPUKATOPOB A/t NapaMeTpoB
anroputma/Habopa napameTpoB kitoHa npu nomowyy pyHKuMN getNameBy0ID(0ID oid);

® N0ly4aTb OAMH N3 JOMYCTUMbIX UAEHTUNKATOPOB A5 NapaMeTpoB anroputma/Habopa napameTpos Kito4a
Mo ero CTPOKOBOMY MPEACTaBAEHUIO Npu noMowy pyHKuMmM get0IDbyName (String oid).

4.1 Pabora c Habopom napameTpoB A1l reHepauun Kitoudei
3/1IeKTPOHHOW NOANNCK N KJIOYeBOro obmeHa

B npouecce reHepaumn KA04eBOWA Napbl NOAMUCU CYLLECTBYET BO3MOXHOCTb U3MEHUTL Habop napameTpos, B
COOTBETCTBUM C KOTOPbIM DyzieT co3gaHa katoyeBasi napa (Kak OMMCbIBAJIOCh BbILE, MO YMONYAHNIO CO3AAETCs napa
C MapameTpamMu, yCTAHOBJIEHHBIMN B KOHTPOJIbHON naHenn). B atoT Habopa napameTpos BxoasT:
naeHTupmkaTop Habopa napaMeTpoB A5 reHepaLumn KAOYEBOl napsl;
napametpsl anroputma nognucu [OCT P 34.10-2001;
napametpsl anroputma nognucu FOCT P 34.10-2012;
napametpsl anroputma xawmposaHus [OCT P 34.11-94;,
napameTtpbl anroputMma wudposanus TOCT 28147-89.

lamenenne Takoro Habopa napaMeTpoB OCYLLECTBASETCS Npu nomowm wuHTepdeiica AlgIdInterface,
ABJSIOLLErOCs paclumpeHnem uHtepdeiica ParamsInterface. ObbekT Tuna AlgIdInterface npeactaensieT coboii
nHTepdeiic ycTaHaBnmeaemoro Habopa napamMeTpoB. Takoii OOBEKT MOXeT bblTb CO3AaH Mpu MOMOLWM Kiacca
AlgIdSpec, SIBASIIOLLIErocst peanmsauueli 3Toro nHtepdeiica HeckoabkuMmn cnocobamu:
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// upeuTudpmraTop Habopa IapaMeTpOB s KiNYa NOLNKUCH, COOTBeTCTBybmero anropurMmy [OCT P 34.10-2001
// "1.2.643.2.2.19" unu JCP.GOST_EL_KEY_O0ID

String keyOIDStr;

0ID keyOid = new OID(keyOIDStr);

// WoeHTHOUKATOpH IapaMeTpOB airOPUTMOB

0ID sign0id;

0ID digest0id;

0ID crypt0Oid;

// TmapaMeTph airOpUTMOB

ParamsInterface signParams;

ParamsInterface digestParams;

ParamsInterface cryptParams;

/* ompeneneHune Habopa IapaMeTpoB [0 yMondaHuo (yCTAHOBIEHHOTO B KOHTPOJIBHOM maHenu) */
AlgIdSpec keyParamsl = new AlgIdSpec(null);

/* ompegeineHne Habopa IapaMeTpPOB IO HAEHTHOUKATOPY AIrOPUTMa TeHepaluy KIUeBOI IIaph
(B oTOM cmy9ae ycTaHaBIMBAaeTCs HAbGOp IapaMeTpPOB N0 YMOJYAHUIO, COOTBETCTBYWIUN 3TOMY
unesETHbuKaTOPy) . Ha AaHHE MOMEHT €NWHCTBEHHHM MOIYCTHMHM HAEHTUPUKATOPOM Habopa IapaMeTpoB
LS TeHepaluy Kio4a IONIUCH ABideTcs "1.2.643.2.2.19" (mwmmz JCP.GOST_EL_KEY_0ID),
[IO3TOMy TakKo# cmnocob CO3LAaHUA HAEHTHYEH IEepBOMy CIOCOby*/

AlgIdSpec keyParams2 = new AlgIdSpec(key0id);

/* ompepernenne Habopa IapaMeTpOB [0 KAEHTUPUKATOPY ANTCOPUTMA T[EHEPAUUU KINOUEeBOH Iaph
¥ 3aJaHHEM HIOEeHTHOMKATOpaM IapaMeTpoB. [loNydyeHHE TAKWX HUAEHTUPUKATOPOB ONUCAHO HUXE.*/
AlgIldSpec keyParams3 = new AlgIdSpec(keyOid, sign0id, digest0id, crypt0id);

/* ompegeneHrne Habopa IapaMeTpOB 0 KAEHTHOUKATOPY alNTOPUTMA TeHepaluy KIOYeBOH IIaph
¥ 3aJaHHHM [IapaMeTpaM alropuTMOB. llolyueHWe TaKMX [apaMeTpPOB OIMCAHO HUXe.*/

AlgIdSpec keyParams4 = new AlgIdSpec(key0Oid, signParams, digestParams, cryptParams);

B cnyyae ucnonbsosaHusi naeHTudmkatopa Habopa napaMeTpoB ANs KAOYA MOAMNWCK, COOTBETCTBYIOLLErO
anroputmy TOCT P 34.10-2012 (256), obbekT knacca AlgIdSpec co3gaercs cnegytownm obpasom:

/* ompepeneHune Habopa IapaMeTpoB [0 yMondaHuw (yCTAHOBIEHHOTO B KOHTDOJBHOM maHenu) */
AlgIdSpec keyParamsl = new AlgIdSpec(AlgIdSpec.0ID_PARAMS_SIG_2012_256);

B cny4ae ucnonb3osaHusi mugeHTudmkaTopa Habopa napameTpoB /s KAtOYa MOAMUCHK, COOTBETCTBYHOLLErO
anroputmy TOCT P 34.10-2012 (512), obbekT knacca AlgIdSpec co3gaercs cnegytowum obpasom:

/* ompegeneHune Habopa IapaMeTpoB [0 yMondaHuw (yCTAHOBIEHHOTO B KOHTPOJBHOH maHenu) */
AlgIdSpec keyParamsl = new AlgIdSpec(AlgIdSpec.0ID_PARAMS_SIG_2012_512);

4.2 Pabota c napameTpamMu aqiropuTMoB Noanucu/kKnroYesoro obomeHa

FOCT P 34.10-2001 v FOCT P 34.10-2012

$1BHO M3MeHeHne napameTpos anroputma nognucu/kitodesoro obmena FOCT P 34.10-2001 He BcTpevaeTcsi B
dyHkuuax ctangaptHoro uHTepcpeiica JCE, HO oHO MOXeT BbITb MCMONBL30BaHO B MpoLEcce onpeaeneHns Habopa
napaMeTpoB [Jis reHepauun Ki4eBbix nap nognucu (cm. Bbiwe). [ns n3MeHeHUst UCNOsIb3yeMbiX MapameTpos
anropuTMa MOANMCH/KIO4EBOro ObMeHa, HeobxoAMMO B MepBYIO O4epefb MONAYHUTb WHTEPdelic napameTpoB
anroputma nognucn [OCT P 34.10-2001 no ymonyaHuto (YCTaHOBNEHHbIX B KOHTpoOsbHOW naHenu). [aHHas
onepauns MOXXeT BbITb BbINOSHEHA NPU NOMOLLN CTaTUYECKOro MeToaa getDefaultSignParams() knacca AlgIdSpec
BO3BPALLAOLLEro CChbIIKY Ha uHTepdelic ParamsInterface:

‘ ParamsInterface signParams = AlgIdSpec.getDefaultSignParams() ;
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MonyueHne Habopa napameTpoB 3NEKTPOHHON MOAMNNCK/KIKOYEBOrO OBMEHa U YCTaHOBKA MapaMeTpoB Mo
ymonuanuto (ByayT Mcnonb3oBaThCs B fasibHENLIEM):

/* TolydeHNe BCeX HOIYCTHMHX UAEHTHQUKATOPOB IIapaMeTPOB alrOPUTMAa IOZIIUCH.
paramSet0id - umenTuduKaTOp Habopa IapaMeTpoB*/

Enumeration signOids = signParams.get0IDs(paramSet0id);

/* monyYeHWe OJHOTO U3 UOeHTHPHKATOpoB. OH MoxeT OHTH IepelaH B COOTBETCTBYWu
KOHCTpYKTOp keyParams3 gms xmacca AlgIdSpec*/

0ID sign0id = (0ID)signOids.nextElement();

/* W3MeHeHVWe WAEHTHOUKATOpa IIapaMeTpPOB IIO yMONUaHWO. /I3MeHeHHbHEe TakuM obpasoM
mapaMeTph MOTYT OHTL NepefaHs B COOTBETCTBYOIMi

KOHCTpYyKTOp keyParams4 gns xmacca AlgIdSpec*/

signOids.setDefault (paramSet0id, sign0id);

4.3 Pabota c napameTtpamu anroputmos xawmpoarvus FOCT P 34.11-
94 n TOCT P 34.11-2012

IameHeHne napameTpoB anropuTMa XSLWMPOBAHUS MOXET ObITb WUCMOSBL30BaHO B SIBHOM BUAEe B npouecce
CO34aHnA 3ﬂeKTpOHHOI7I noanncun, a TakKXXe B HEABHOM BuAE B Npouecce onpeaeneHumns Ha6opa napaMeTpoB AnsA
reHepaunmnm KAO4YeBbIX MNap MNOoAMNUCK (CM. Buum).,ﬂnﬂ U3MEHEHNA WNCMNOJIb3YEMbIX MApPaMETPOB X3LWNPOBaAHUSA
HeobXoAMMO B NepByto ovepefb NosydnTb UHTepdelic napameTpos anroputma xawuposaHus FTOCT P 34.11-94 no
YMOJIYaHUIO (Wﬂ?HOBﬂeHHHX B KOHTPOJILHOW naHenM) HaHHas onepauunsi MOXeT ObITb BbIMOJIHEHA MPU MOMOLLY
cTaTn4eckoro metoaa getDefaultDigestParams() knacca AlgIdSpec, BO3BPaLLAlOLErO CCbIJIKY Ha WHTepdeiic
ParamsInterface:

‘ ParamsInterface digestParams = AlgIdSpec.getDefaultDigestParams();

Monyyermne Habopa NapaMeTpoB X3LWMPOBaHNS N YCTaHOBKA NapameTpoB no ymondaHuto (byayT ncnonb3osathcs
B flaJIbHeliLLeM):

/* TonyYeHWe BCeX OOIYCTUMHX HAEHTUPUKATOPOB IApaMEeTPOB alTOPUTMA IOXIUCH.
paramSet0id - upenTuduraTop Habopa mapaMeTpoB*/
Enumeration digestOids = digestParams.get0IDs(paramSet0id) ;

/* ToJly4eHMe OJHOTO U3 UOeHTHPMKATOpoB. OH MoXeT OHTH IepelaH B COOTBETCTBYlmui
KOHCTpYKTOp keyParams3 gnsa rmacca AlgIdSpec*/

0ID digest0id = (0ID)digestOids.nextElement();

/* W3MeHeHVWe HAEHTUPUKATOpA IapaMeTpPOB XSUWMPOBAHUA 10 YMONYAHUDO. /3MeHEeHHEHEe TakuM obpasoM
mapaMeTpH X3MMPOBAaHUA MOTYT OHTBL IepelaH B COOTBETCTBYOIMil
KOHCTpPYKTOp keyParams4 nmma xnacca AlgIdSpec. IloMmMO 3TOro OHEM MOTYT 6HTBH KCIOJIB30BAaHE
I M3MeHeHNs IapaMeTpPOB XSUUPOBAHMA IPU CO3INAHUM DIEKTPOHHON IOAIMCH.*/
digest0Oids.setDefault(paramSet0id, digest0id);

4.4 Pab6Gota c napametrpamu anroputma wundposavus NOCT 28147-89

7lBHO m3mMeHeHue napametpoB anroputma wudposanus [OCT 28147-89 He BcTpevaetcss B hyHKLUSX
crangapTHoro nHtepdeiica JCE, HO 0HO MOXeT bbITb NCNONBL30BaHO B MpOLECCe onpefenieHnst Habopa napameTpos
AN TEHepaunu Ki4eBbiX nap nognucu (cm. Bbiwe). [is M3MEHeHMs1 NCMOJb3YEMbIX MAapaMeTPOB SJ1EKTPOHHOI
NOANUCK, HEODXOAMMO B MEPBYIO OYEpeab MONy4nTh UHTepdeiic napameTpos anropntma wudposatus TOCT 28147-
89 no ymonuaHuto (YCTaHOBNEHHLIX B KOHTPOsbHOW naHenm). [aHHasi onepauusi MOXET ObITb BbINOJHEHA Mpw
MOMOLLM CTaTUYECKOro MeToAa getDefaultCryptParams kiacca AlgIdSpec, BO3BPaLLatoOWEro CCblIKy Ha UHTepdeiic
ParamsInterface:
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ParamsInterface cryptParams = AlgIdSpec.getDefaultCryptParams();

MonyueHne Habopa napameTpoB W poBaHMS 1 YCTAHOBKA NapaMeTpoB no ymondanuto (byayT ncnonb3osaTscs
B JaJsibHeliluem):

/* TonyYeHWe BCeX LOIYCTUMHX HAEHTUPUKATOPOB [IApaMETPOB aITOPUTMA IOLIUCH.
paramSet0id - upenTupuraTop Habopa mapaMeTpoB*/

Enumeration cryptOids = cryptParams.get0IDs(paramSet0id);

/* Tolly4eHMe OJHOTO U3 UOeHTHPMKATOpoB. OH MoXeT OHTL IepelaH B COOTBETCTBYlmui
KOHCTpYKTOp keyParams3 gnsa kmacca AlgIdSpec*/

0ID crypt0id = (0ID)cryptOids.nextElement();

/* W3MeHeHVWe HAEHTUGUKATOpA NapaMeTpoB WMPOBAHUSA IO yMONYAHML. /3MeHeHHHEe TakuM o6pa3oM
mapaMeTpH WKHPpPOBaHUA MOTYT OHTL IepefaH B COOTBETCTBYIMI

KOHCTpYKTOp keyParams4 gmsa xmacca AlgIdSpec*/

cryptOids.setDefault (paramSet0id, crypt0id);
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5 [HononHutenbHble BO3MO>XHOCTMU paboThbl C
cepTudurkaTammn

MomMumo Bo3mMOXXHOCTM paboTkl ¢ cepTudpmkaTamun Hepes cTaHgapTHoelii untepdeiic JCA, B kpuntonposaiigepe
Kpuntollpo JavaCSP peanunsoBaHbl HeKOTOpble JOMNOMHUTENbHbIE PYHKLMN paboTel ¢ cepTudmkaTamu:

e reHepauus 3anpoca Ha cepTudukar,

e OTMpaBKa 3ampoca CepBepy U MOJly4eHMe OT CepBepa COOTBETCTBYHOLLErO 3anpocy CepTndurKkaTa;

e reHepauusi CaMONOANUCaHHOrO cepTudurKaTa.

MNepeyncrieHHblie onepauuy OCYLLECTBASIOTCS Mpy MOMOLLM CreLmanbHOro knacca GostCertificateRequest.
[aHHblid Knacc peanusyeT pyHKUMOHAM reHepauuu 3anpocoB Ha cepTudprKaT OTKPLITOrO KAOYa B COOTBETCTBUM
c anroputmamn [OCT P 34.10-2001 c anroputmom xswwuposavuss TOCT P 34.11-94 u TOCT P 34.10-2012
¢ anroputmom xawmposanus [OCT P 34.11-2012. OTkpbiTble K/atO4W, 415 KOTOPbIX FEHEPUPYIOTCS 3anpochl Ha
cepTudprKaT, Takxxe JoKHbI cooTBeTcTBOBaTh anroputmam [OCT P 34.10-2001 wam FOCT P 34.10-2012 (cnocob
reHepauum Takux KAtoYell onucaH Bbiwe). BbipabaToiBaemblii 3anpoc MMeeT CTPYKTypy, ONMUCAHHYHO B CTaHZapTe
PKCS#10 «Certification Request Syntax Specification» (cm. RFC 2986).

5.1 WMHuumnanmusaymns reHepaTtopa 3anpocoB u ceptudukaToB

Korpa Tpebyetcs cospaTh 3anpoc uau cepTudmKkaT CHavana HafO BOCMOJIb30BATLCA KOHCTPYKTOPOM, Mpw
BbI30BE KOTOPOro nepeaaTh B KaYeCTBe napameTpa HassaHue kpuntonposaiigepa (JCSP):

GostCertificateRequest request = new
GostCertificateRequest (JCSP.PROVIDER_NAME) ;

VcTaHoBUTL cnocob wucnonb3osavusi kaoda keyUsage MoxHO MeTogom setKeyUsage(), napameTpom
KOTOPOro nepefaeTcs uenoducieHHasi 32-butHasi nepemuHas int — 6butoBasi Macka cnocoboB WCMOL30BAHMS
kaoda. Mo ymonyanuo ucnonssyercss komMbuHaums DIGITAL_SIGNATURE (u,mcbposaﬂ nop,nmcn:) n NON_REPUDIATION
(HeOTpeKaeMOCTb) AN KoHcTaHTa SIGN_DEFAULT, obbeamHstowas Asa 3Tu 3HadeHus. Ecnm Bbl cospaete 3anpoc
ANst kntoda wundpposarust (To ectb gns anroputma "GOST3410DHEL" wnu "GOST3410DH 2012 256"),
ctonT pobasutb KEY_ENCIPHERMENT (wudppoBaHue kntodeit) n KEY_AGREEMENT (cornacoBaHue kntodeii). MoxHo
BOCMOJIb30BaTbCsA KOHCTaHTON CRYPT_DEFAULT, KOTOpasi OObeAUHSIET BCE YEThIPE 3HAYEHUS.

int keyUsage = GostCertificateRequest.DIGITAL_SIGNATURE |
GostCertificateRequest.NON_REPUDIATION |
GostCertificateRequest.KEY_ENCIPHERMENT |
GostCertificateRequest.KEY_AGREEMENT;

request.setKeyUsage (keyUsage) ;

[obasutb ExtendedKeyUsage (yNy4lIeHHbIA KtO4) MOXHO MeTogoM addExtKeyUsage(). [lapamerp metopy
addExtKeyUsage() MOXHO ykKa3blBaTb Maccueom int[]J{1, 3, 6, 1, 5, 5, 7, 3, 4} uUAM MOXHO CTPOKOWA
"1.3.6.1.5.5.7.3.3" uin obbekToM Tuna ru.CryptoPro.JCP.params.0ID. [To ymonyaHuto cnmcok byger nycTbim.

request.addExtKeyUsage (GostCertificateRequest.INTS_PKIX_EMAIL_PROTECTION) ;
request.addExtKeyUsage("1.3.6.1.5.5.7.3.2"); // "llpoBepka IOIJMHHOCTH KIueHTa"

Honyctumble OIDbI gnst ExtendedKeyUsage U HoMepa buTtoB macku keyUsage onucanbl 8 RFC 5280.

B knacce GostCertificateRequest onpefeneHbl CaefytoLlne KOHCTaHTbI:
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public static
public static
public static
public static
public static
public static
public static
public static
public static

final int[] INTS_PKIX_SERVER_AUTH
final int[] INTS_PKIX_CLIENT_AUTH

1]

{1, 3,6, 1, 5
{1, 3, 6,1, 5,5,7, 3,
6, 1, 5, 5, 7, 3, 3

final int[] INTS_PKIX_CODE_SIGNING = {1, 3, 6, 1, 5, 5, 7, 3, 3};
final int[] INTS_PKIX_EMAIL_PROTECTION = {1, 3, 6, 1, 5, 5, 7, 3, 4};
final int[] INTS_PKIX_IPSEC_END_SYSTEM = {1, 3, 6, 1, 5, 5, 7, 3, 5};
final int[] INTS_PKIX_IPSEC_TUNNEL = {1, 3, 6, 1, 5, 5, 7, 3, 6};

final int[] INTS_PKIX_IPSEC_USER = {1, 3, 6, 1, 5, 5, 7, 3, 7};
final int[] INTS_PKIX_TIME_STAMPING = {1, 3, 6, 1, 5, 5, 7, 3, 8};
final int[] INTS_PKIX_OCSP_SIGNING = {1, 3, 6, 1, 5, 5, 7, 3, 9};

Mpn HeobxoaMMOCTM MOXHO B 3anpoc fobasuTb cobCTBeHHOe paclumpeHne, noMumo KeyUsage u
ExtendedKeyUsage. [1pumep nobaBeHNs paclunpeHmnsi OCHOBHbIE OrpaHnyeHust BasicConstraints B 3anpoc

int[] ext

ext.criti
byte[] ex

Extension ext = new Extension();

0id = {2, 5, 29, 19};

ext.extnID = new AsnlObjectIdentifier(ext0id);

cal = new AsnlBoolean(true);
tValue = {48, 6, 1, 1, -1, 2, 1, 5};

ext.extnValue = new AsnlOctetString(extValue);
request.addExtension(ext) ;

Takoe paclumpeHne aBToMaTuyeckn paobaensieTcs B cepTudpmkaT nNpM  reHepaunmm CamonoanuCaHHOro
ceptucprkata (6e3 obpalieHns Kk UeHTpy cepTudpukaumm) MeTojamm knacca GostCertificateRequest. IJTo

pacLivpeHune nm

eeT 3HadeHus « Tun cydbvekta = LUC», «OrpaHuyeHue Ha gnuny nytu = 5% 1 SABASIETCA KPUTUHECKUM.

Vicnonb3oBaTth MeTon addExtension() Ansi ycTaHOBKU B 3anpoc KeyUsage U ExtendedKeyUsage Henb3si, 45
3TOro HafJo BOCNOJIb30BaTbCsA MeTogamm setKeyUsage () n addExtKeyUsage().

Panee gns nHuymannsayum obbekToB TUMA GostCertificateRequest ncnosb3oBasca MeToq init:

request.
request.

request.
request

request.
request.

init ("GOST3410EL"); // JCP.GOST_EL_DEGREE_NAME - g Kjodel MOAIHUCH,
init ("GOST3410DHEL", isServer); // JCP.GOST_EL_DH_NAME - mns kiodeit obMmena.

nnn

init ("GOST3410_2012_256"); // JCP.GOST_EL_2012_256_NAME - nns xmode# mommucu,

.init ("GOST3410DH_2012_256", isServer); // JCP.GOST_DH_2012_256_NAME - zns kiodeil obMeHa.

nnn

init ("GOST3410_2012_512"); // JCP.GOST_EL_2012_512_NAME - mns Kjnode#l mommwcw,
init ("GOST3410DH_2012_512", isServer); // JCP.GOST_DH_2012_512_NAME - nnsa xiodedt obMeHa.

B HacTosiwmnii MOMEHT faHHbIA MeToh ObbsIBNEH HexenaTenbHbIM K ncnonb3osaHuto («deprecated» ). Boizos
init ("GOST3410EL") wan init("GOST3410_2012_256") wnn init("GOST3410_2012_512") 35KBUBANEHTEH BbI30OBY
request.setKeyUsage( GostCertificateRequest.SIGN_DEFAULT) ;

Bbizos

init ("GOST3410DHEL", isServer) nnn init("GOST3410DH_2012_256", isServer) nan

init ("GOST3410DH_2012_512", isServer) 3KBUBAJIEHTEH BYM Bbl30BaM:
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request.setKeyUsage ( GostCertificateRequest.CRYPT_DEFAULT) ;
request.addExtKeyUsage (GostCertificateRequest.INTS_PKIX_CLIENT_AUTH) ;
request.addExtKeyUsage (GostCertificateRequest.INTS_PKIX_SERVER_AUTH); // Tombko mnsi cepBepa

AN Tpem, ecny BTOPOW MapameTp MeToAa init() ycTaHoBneH B true.

Wcnonbzosaswniica panee dponar «lNognuceiBanne cepTuNKaTOB» UCKIKOYEH N3 CMNCKA MO YMOJTHaHUIO, TENepb
€ro Hajlo yKasblBaTb SBHO.

5.2 TleHepauyus 3anpoca Ha cepTucukar

Ons renepauwmn 3anpoca Ha cepTudpmkaT npu nomowwm kiaacca GostCertificateRequest Heobxoanmo
BbINMOJIHUTL CJEAYIOLLYIO NOCNENOBATENbHOCTE AECTBUIA:

5.2.1 OnpepeneHne napameTpoB OTKPbLITOro Kjto4a cybbekTa

Mocne Toro, Kak reHepatop OblA NPOMHULMANU3MPOBAH TPebyeMbIMKU anropuTMOM KJOYa W Ha3HadYeHUem
cepTudpmkaTta, [0 HadaNa HEMOCPEACTBEHHO FeHEpauMn 3anpoca, 3aK/HYaloWENRCa B KOAMPOBaHUM W MOAMMUCAHWUN
COAEPXMMOro noseli 3ampoca, c/ieayeT OMNpeaenTb NapaMeTpbl U 3HAYeHWE OTKPLITOro Kito4a cybbekTa, B
COOTBETCTBUN C KOTOPbIM 1 ByneT cosgaBaTbCs 3anpoc Ha cepTudukaT. ITa onepauusi OCyLLECTBASIETCS NPY NOMOLLN
MeTofa setPublicKeyInfo(), KOTOPOMY B Ka4eCTBe MapameTpa NepefaeTcs OTKPbIThIA KAOY:

PublicKey publicKey;
request.setPublicKeyInfo(publicKey);

OTKpbITbIE KNOY publicKey AO/MKEH COOTBETCTBOBATb airopuTMy, KOTOPbIM ObL1 MPOVHULMANN3UPOBAH
reHepaTop.

®yHkUMs setPublicKeyInfo() NO3BONISIET NepeycTaHABAMBATb 3HAYEHVE W MAapaMeTpbl OTKPLITOrO Kito4a, B
COOTBETCTBUM C KOTOPbIM CO3AAETCst 3anpoc Ha cepTudpukaT. Ho Takne nameHeHMs [ONYCTUMBLI MWb 4O TeX nop,
noka 3anpoc He bb1 noanucaH. B npoTMBHOM ciyyae 3TOT MeETOL MHULMMPYET NCKIIOYEHNE.

5.2.2 OnpepeneHne nmeHun cybbekTa

[Ons ocywecteneHns reHepaumm 3anpoca Ha ceptudmkat obbekTy Tuna GostCertificateRequest cnemyer
nepeaaTh BCIO Heobxogumyto nHdopmMaLmio o cybbekTe-BragesbLe oTKpbITOro kitoda. OnpegeneHne nmeHn cybbekTa
OCYLLECTBASETCA NpU noMowy MeTofa setSubjectInfo(), KOTOPOMY B Ka4ecTBe napamMeTpa nepefaeTcss CTPOKOBOE
npefcTaB/ieHNE MMEHN B COOTBETCTBMM co cTaHaapTom X.500:

String name = "CN=Ivanov, 0U=Security, 0=CryptoPro, C=RU";
request.setSubjectInfo(name) ;

Mpu noeTopHOM Bbi3oBe yHKUUN setSubjectInfo() OCYLLECTBNASETCA 3aMEHA YCTAHOBAEHHOIO MPEeAbIAYLLM
ee BbI30OBOM MMeHM Ha HoBOoe. Takum obpa3som, meton setPublicKeyInfo() MO3BONSIET MnepeonpesensiTb UMs
cybbekTa, A/1si KOTOPOro OCYLECTBASIETCS reHepauusl 3anpoca Ha cepTudmkaT. Ho Takue n3ameHeHus fonycTumel
VWb JO TeX Mop, Noka 3anpoc He Obin nognucaH. B npoTnBHOM ciydae 3TOT METOA UHULMUPYET UCKIIOHEHNE.

5.2.3 KopgupoBaHue u nognuckb 3anpoca

MNocne Toro, Kak BCe HeobxoauMMble [faHHble O CybbeKTE BHECEHbI (OTKprTbII7I KIWOY  ©n VIMH),
OCYLLECTB/IAETCSI HEMOCPEACTBEHHO FeHepauuMsi 3anpoca, 3aKJ/oYalolWeecss B KOAUPOBAHUM MEpefaHHbIX 0bbekTy
Tnna GostCertificateRequest [AaHHbLIX W UX noagnuCK. JTa onepaumnsi OCYLLECTBAAETCS Npu MOMOLLKM MeToda
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encodeAndSign (), KOTOPOMY B Ka4yecTBe MapaMeTpa MepefaeTcs CEeKPETHbI KtY, UCMOJSb3YeMbld AN NOANWCK
3anpoca Ha cepTudnKaT, a TakXKe aaropuTM MOANUCK:

PrivateKey privateKey;
request.encodeAndSign(privateKey, JCP.GOST_EL_SIGN_NAME); // mnas TOCT P 34.10-2001

nnn
request.encodeAndSign(privateKey, JCP.GOST_SIGN_2012_256_NAME); // mna TOCT P 34.10-2012 (256)
nan

request.encodeAndSign(privateKey, JCP.GOST_SIGN_2012_512_NAME); // mma TOCT P 34.10-2012 (512)

MepenaBaemblii  KNKOY  37IEKTPOHHONA MOANUCK/Kto4eBOro obmeHa privateKey [OJIKEH COOTBETCTBOBATb
aaropuTMy, KOTOpPbIM Dbl MPONHMLMANN3MPoBaH reHepaTop. Kaxablii co3gaBaemblii 3anpoc MOXeT ObITb nognucat
JNWb OAWH pa3. [1py nonbITKe BbI30Ba 3TOW PYHKLMUM MOBTOPHO, ByaeT MHMUMMpoBaHO uckodeHne. B pesynstate
BbI30Ba (PpyHKLMN encodeAndSign() 3anpoc NpeACTaBAseTCs NPUODPeTaeT OMUCaHHbINA Bbile BUA, M B MaMATW OH
xpaHutcst 8 DER-koguposke.

5.2.4 T[levaTb NnognucaHHOro 3anpoca

Mocne Toro, kak 3anpoc bbia NoLNMCaH 1 3aKoAMPOBaH (4pyruMKN CNOBaMM, CreHepUPOBaH ), TPebyeTCs Nony4mnThL
ero n3 namaTtu. Knacc GostCertificateRequest nossonsiet nonyyaTs 3anpoc B Tpex Buaax:

PrintStream stream; // BHXOZIHO} IOTOK, B KOTOPHH NeYaTaeTCH

// chopMmpOBaHHHI 3ampoc
request.printToDER(stream) ; // 3amnuchBaeTca B moTok B DER-KomumpoBke
request.printToBASE64 (stream) ; // 3amucwBaeTcs B moTok B BASE64-komumpoBke
byte[] encoded = request.getEncoded(); // BoasBpamaercs B Bume 6aliTOBOrO

// maccuBa B DER-KoZupOBKE

Taknm obpasom, cdhopMUpoBaHHbIA 3anpoc MoxeT bbiTb nonyyeH kak B DER-koguposke, Tak n 8 BASE64-
KOAMPOBKe. 3anpoc MOXeT bbITb 3anncaH nmbo B NOTok, NMbo B BallToBLIA Maccus.

3anuce B MOTOK y#obHa B Tex ciy4vasix, Korga 3anpoc TpebyeTcsi cOXpaHWTb B HEKOTOpbId aiin (MeToa
printToDER() coxpaHnsieT 3anpoc B DER-kogupoBke, a meTog printToBASE64() — B BASE64-koguposke). Ecnn xe
npeanonaraeTcs fasbHeiilee NCNOb30BaHUE AAHHOMO 3anpoca (Hampumep, OTMpaBKa ero LeHTpy cepTudmkayum),
To ynobHee ero nosy4aTb B Bue 6aliTOBOro Maccmea npu nomolm mMetoga getEncoded().

5.3 OrtnpaBka 3anpoca UueHTpy cepTudmkKauum wn nNoJsiyyeHune
COOTBETCTBYIOLWEro 3anpocy ceptudukarta oT LeHTpa

Mocne Toro, Kak 3anpoc ObL1 CO3AaH, €ro MOXHO OTNPaBUTb LEHTPY cepTudukauum Ansi noay4eHus
cooTBeTCTBytoLWero 3anpocy cepTudmkata. Knacc GostCertificateRequest NO3BOASET OCYLIECTBUTL STy ONEPALINIO
pasANYHbIMK crnocobamu.

5.3.1 TMony4eHue ceptucukarta HenocpeacTBEHHO NOC/e reHepauumn 3anpoca

MNMocne Toro, Kak 3anpoc bbL1 CO3AaH, MOXHO MPEABAPUTEIBHO He COXPaHsiTb €ro B MacCUB WK MOTOK,
a cpasy noc/ie reHepauuu OTMPaBUTbL LEHTPY CepTUPMKALWN LS MOJyYeHUs 3anpaluvBaeMoro ceptudmkaTa.
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Onepauunsi oTNpaBKM 3anpoca LEHTPY HENOCPEACTBEHHO MOC/IE €ro reHepauum OCYLLECTBASIETCS MPU MNOMOLLM
yHKUUN getEncodedCert (), KoTOpas nosy4aeT B kadectse napamerpa URL uenTpa ceptudukaumm v sosspawjaer
3akogupoBaHHblii B DER-koguposke cepTudmkaT, COOTBETCTBYIOWNI MOAMNMCAaHHOMY 3anpocy, B Buae baliToBoro
MaccuBa:

String httpAddress = "http://www.cryptopro.ru/certsrv/";
byte[] encodedCert = request.getEncodedCert (httpAddress);

MonyueHHbli TakuMm obpa3om 3akogupoBanHblii B DER-kogmpoBke cepTudmkaT MOXeT B AasibHeiiem
ncnosib3oBaTbes cTaHgapTHoiMu cpeacteamn JCA (Hanpumep, dyHkumsmn knacca CertificateFactory).

Cnegyet 3aMeTuTb, 4TO OTMPaBJEH LEHTPY CepTUMKALMU MOXET ObiTb TONLKO MOAMMCAHHbIA 3anpoc. B
NPOTUBHOM Cllyqae meTof getEncodedCert () MHULMUPYET UCKIIOYEHUE.

5.3.2 Mony4eHune ceptucdmkarta n3 3anpoca, npeacrasneHHoro 8 DER-koauposke

CoxpaHennblii B DER-kogupoeke 3anpoc MoXeT ObiTb OTMpaB/ieH UeHTpy cepTudpmkauum Assi nonydeHus
3anpalnBaemoro ceptudukaTa npu NOMoLLM CTaTUYeCKoro meToaa getEncodedCertFromDER() aBymsi cnocobamu:

String httpAddress = "http://www.cryptopro.ru/certsrv/";

InputStrean stream; // BXOZHOH HMOTOK, B KOTOpHI 3amucaH
// 3ampoc B DER-kommpoBke
byte[] encoded; // DER-3akommpoBaHHHI 3ampoc

byte[] encodedCert
GostCertificateRequest.getEncodedCertFromDER (httpAddress, stream);

byte[] encodedCert =
GostCertificateRequest.getEncodedCertFromDER (httpAddress, encoded);

Oba Bbi3oBa MeTopa getEncodedCertFromDER() nosyyatoT B kadecTse ogHoro m3 napametpos URL ueHTpa
cepTudmkaumu 1 BO3BpaLLalOT 3akoanpoBaHHbili B DER-kogupoeke cepTudukat, COOTBETCTBYIOWMNIA NOAMUCAHHOMY
3anpocy, B Buge baiiToBoro maccmea.

MonyuyeHHbli TakuMm obpasom 3akogupoBaHHblii B DER-koamposke cepTudmkaT MoXeT B AasibHeiilem
MCMOIb30BaTLCA CTaHZapTHbiMu cpegcTeamm JCA (Hanpmmep, yHKkuMAMYN Knacca CertificateFactory).

PasHuua 3ak/I04aeTCs B TOM, YTO NEPBOMY Cnocoby BbizoBa dyHKUMM getEncodedCertFromDER() B KayecTse
napamMeTpa nepefaeTcs BXOLHOWM MOTOK, B KOTOPbIA 3anucaH 3akogmpoBaHHbli B DER-kognposke 3anpoc. Takoii noTok
obbI4HO HanpaenieH Ha dhalin, copepXalmii 3anpoc. 3anuck e 3anpoca B daiin MOXeT bbITh OCyLIeCTBIEHa Npu
nomoLum Metoaa printToDER() knacca GostCertificateRequest (nmoapobree cm. [MeyaTb nognucaHHoro 3ampoca).
Bropomy e cnocoby BbizoBa cpyHKuun getEncodedCertFromDER() B kayecTBe mapameTpa nepeaaetcsi baiiToBblii
maccus, cogepxawnii B cebe DER-3akogupoBanHblii 3anpoc. Takoli MacCUB MOXET ObITb MOJMyYeH Mpu MOMOLLY
MeToAa getEncoded () ksacca GostCertificateRequest (nogpobHee cm. NeywaTb nognucanHoro 3anpoca).

5.3.3 Tlony4eHune ceptudcdmkata n3 3anpoca, npeacrasneHHoro 8 BASE64-koauposke

CoxpaHeHHblii B BASE64-kogmpoBke 3anpoc MOXET ObITb OTMpaBfeH LEeHTpy cepTudbmKkauuu Sas noaydeHus
3anpalmnBaemoro ceptTucmkaTa npm NOMOLLM CTaTUYECKOrO METOa getEncodedCertFromDER () cnegyrowmum obpaszom:

String httpAddress = "http://www.cryptopro.ru/certsrv/";
InputStrean stream; // BXomHO# IOTOK, B KOTOpHIH 3amucaH
// sampoc B BASE64-KomupOBKe

byte[] encodedCert
GostCertificateRequest.getEncodedCertFromBASE64 (httpAddress, stream);
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Meton getEncodedCertFromBASE64() nonydaer B KadectBe napametpoB URL ueHTpa ceptudukayuu u
BXOZHOWi MOTOK, B KOTOpbI/i 3anucaH 3akoauposaHHbli B BASE64-koguposke 3anpoc. Takoli MOTOK OBbIYHO
HanpaeneH B cpaiin, comepxalwymii 3anpoc. 3anuch >xe 3anpoca B haiin MOXET OblTb OCYLECTBAEHA MPU MOMOLLY
MeTofa printToBASE64 () knacca GostCertificateRequest (no,u,po6Hee cMm. [NevaTb nognucaHHoro 3anpoca). MeTog,
getEncodedCertFromBASE64() Bo3BpaliaeT 3akoguposaHHblii B DER-kogupoBke ceptudukat, cooteetcrytowiuii
nognmcaHHOMy 3anpocy, B Buge baiiToBoro maccuea.

MonyyeHHbli Takum obpasom 3akogmpoBaHHbii B DER-koguposke cepTudmkat MoxeT B fasibHeLem
ncnonb3oBaTbes ctaHaapTHeiMu cpeacteamu JCA (Hanpumep, dyHkunsimu knacca CertificateFactory).

5.3.4 Tlony4eHune kopHeBoro ceptudmkata ueHTpa ceptudpurkaymm

MNMocne TOro, Kak COOTBETCTBYOLWMIA 3anpocy cepTudmKkaT Obii MOMydYeH OT LeEeHTpa, 3avactyto Tpebyertcs
BbINOJIHUTL  MOCTPOEHME LEMOYKUM CepTUPMKATOB, HAYMHAIOWEACS C KOPHEeBOro cepTudpmkaTa LUeHTpa, u
3aKaHUYNBAIOLLEACA MOJYYEHHBIM OT 3TOro ueHTpa ceptudukatom. Knacc GostCertificateRequest Mo3BOASsIET
noJly4aTb KOPHEBOW CepTUUKAT LEeHTpa CepTMUKaLMM Npu NOMOLLM CTaTUYECKOro MeToga getEncodedRootCert ()
cnepyowuM obpasom:

String httpAddress = "http://www.cryptopro.ru/certsrv/";
byte[] encodedRootCert =
GostCertificateRequest.getEncodedRootCert (httpAddress) ;

PyHkums getEncodedRootCert () nony4yaet B Kadectee napametrpa URL ueHTpa ceptudbukaumm n sosepauyaer
3akoampoBsaHHblii B DER-koaupoeke kopHegoii ceptudmkat LueHTpa B Buae 6aiiToBOro maccuea.

MonyyeHHblt Takum obpasom 3akoauposaHHbli B DER-koanpoeke kopHegoli cepTudumkaT encodedRootCert
MOXET B fasibHelweM bbiTe 0bpaboTaH dyHKuusiMu knacca CertificateFactory, W MocAe MOXET UCMOJb30BATLCS,
Hanpumep, Ans nocTpoenust uenodek. ObpaboTaHHbIli Takoli cepTudmkaT MOXeT bbiTb AobaBreH B xpaHunumiye
[OBepeHHbIX cepTudUKaTOB.

5.4 T[eHepauunsa camonognucaHHoro ceptudmkarta

[ns renepaymu CaMoMOANUCAHHBLIX CEPTUMKATOB MOXHO BOCMOJIb30BaTLCS METOLOM getEncodedSelfCert ()
knacca GostCertificateRequest. DTOT MeTOZ MOJyHaeT B Ka4eCTBE NMapaMeTpa Ki4eBylo napy cybbekta (oH e
n3gatenb ceptudmkaTa), a Takxke umsi cybbekta (OHO xe ums nspatens). MNepesasaemasi kitoHeBasi napa LOJIKHA
COOTBETCTBOBATbL aJirOPUTMY, KOTOpbIM BbT npouHuumanusmpoeaH redepatop. CeptudmkaT sosepawaerca 8 DER-
KOAWPOBKe B BMAe DaliTOBOro maccuea.

MNocne Toro, Kak 0bbeKT Knacca GostCertificateRequest MPONHULNANN3NPOBAH, OCYLLECTBISIETC COBDCTBEHHO
reHepauusi ceptudpmkaTa:

KeyPair pair; // xmoueBas mapa cybbekTa (oHa Xe IIapa H3TATEIH)
String name; // mMa cybberkTa (OHO Xe MMA H3OATENS)
String signAlgorithm; // amropuTM mOZmHCH
byte[] encodedCert =
request.getEncodedSelfCert(pair, name, signAlgorithm);

Mony4yeHHbIA Takum obpasom 3akoauposarHblii 8 DER-kogupoeke camonognucanHbiii ceptudpmkat encodedCert
MOXET B fasbHeiwemM bbiTe 0bpabotaH dyHKuusiMu knacca CertificateFactory, W MOC/Ae MOXKET UCMOJb30BATLCS,
HampuMep, 415 3aNnUCK K4 Ha HOCUTESb.

Mpw renepayum camonoanucaHHoro ceptudukarta (6e3 obpalyeHns K LeHTPyY cepTudprkaLym) MeTogamm Knacca
GostCertificateRequest eMy YCTaHaB/AMBAKOTCA TE >Xe& PaCLUMPEHUsA, 4YTO WM MPU reHepauum 3anpoca, a Takxe
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paclwmpeHne basicConstraints — OCHOBHble OrpaHuMYeHunsi. DTO paclUMpPEHNE MMEET 3HaveHust « Tun cybbekTa =
LUC», «OrpaHudermne Ha gnuHy nyt = 5» 1 SBNAETCA KPUTUHECKNM.

Heobxogumo MNOMHUTL, 4YTO reHepauusi CaMOMOANUCaHHbLIX CepTUUKATOB WUMEET CMbICA TOJNBKO AJA
TecToBbIX Ueneli. [ns peanbHoli paboThl ciefyeT Nofib30BaTbCsA reHepaLmneld 3anpocoB A OTNPaBKM WX LEHTpam
cepTudpmkaumm.
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6 [ononHutenbHble BO3MO>XXHOCTM paboTbl C
ceptucbnkatamm ana YL 1.5

B kpunTonpogaiigepe Kpuntollpo JavaCSP gns B3aumogeiicteust ¢ VU 1.5 peanusosanbi cnegytowime dpyHKLmu
paboTbl ¢ cepTudukaTamu:

e nosiydeHne Habopa napamMeTpoB A5t perucTpauun nosb3oBaTens;
perucTpauusi nNosb30BaTENs U MNONyHeHNE TOKEHA U NapOJIs;
npoBepKa CTaTyca perncTpauuy nonab3oBaTens;
noJlydeHne CNmcka KopHeebix ceptudpmkaTos YU,

NOJIyYeHNEe CNUCKa 3aMpoCoB Ha CepTUUKaTLI NOJb30BaTENS;
reHepaumsi 3anpoca Ha ceptudukar;

OTMpaBKa 3anpoca Cepeepy;

npoBepka cTaTyca cepTudukaTa;

noJsilydeHne OT cepeepa COOTBETCTBYIOLLErO 3anpocy cepTudmkaTa.

I'IepeqmcneHHble onepauynn OCYLLECTBNAIOTCA npn nomMmotLun cneynmanbHOro
Knacca CA15GostCertificateRequest, NOTOMKa Knacca GostCertificateRequest. Bce ycnosusi doopmuposaHus u
CTPYKTYpa OnncaHbl B COOTBETCTBYIOLLLEM pa3fefie Bbille

OcobeHHOCTbIO hyHKUMOHANA SIBASIETC HeobxognMocTb ucnonb3oeaTe npotokon HTTPS ¢ npumeneHnem
JavaTLS (mogynb cpSSL.jar, cm. «XKTAN.00101-01 92 05. Kpuntollpo CSP. WHcTpykuus no ucnonbzosaHmto
JavaTLS»). B atom cnyyae Heobxogumo HactponTb JavaTLS u ykasaTe B Koae XpaHunuLie [OBEPEHHBIX
CepTNUKATOB C KOPHEBLIM CEPTMUKATOM CepBepa:

System.setProperty("javax.net.ssl.trustStoreType", JCP.HD_STORE_NAME) ;
System.setProperty("javax.net.ssl.trustStore", "myTs_k_odaiiny_xpamwmuma") ;
System.setProperty("javax.net.ssl.trustStorePassword", "mapoms_k_xpaHumumy") ;

6.1 [MonydeHue Habopa napameTpoB AN perncrpaynm nosb3oBaTens

Ons nonyyerus Habopa napametpos (Mnu noneit) ans peructpauyum nosbsosatens 8 YL 1.5 cregyer Bbizath
CTaTuyeckyto dpyHKumio getUserRegistrationFields knacca CA15User u nepeaaTsb eii agpec YL, Hanpumep:

Vector<CA15UserRegistrationField> userRegistrationFields =
CA15User.getUserRegistrationFields("https://www.cryptopro.ru:5555/ui") ;

3pecb CA15UserRegistrationField — KJjlacC, ONMMCbIBAlOWMIA MOAE ANS 3aMOJHEHWS MEPeS peructpauuei
nons3osatens. Cnucok noneii MoxeT ObiTb AocTaTodHo bGosbwuM n oTimdaTecss B pasHbix YL TNogpobHoe
onucanme knacca ectb B Javadoc-gokymeHTaumu naketa JCPRequest. [laHHbIli knacc cogepxuT Habop
byHKUWIA, onpeensoWwmMx HeobXoAMMOCTb 3anonHeHust nonsi (mandatory), 4YuWTaemoe umMsi nonsi (name),
3aperucTpnpoBaHHoe umsi (formName), MakCUManbHbIli pa3mep 3HadeHusi (maxLength), 3Ha4YeHME MO YMONYAHMIO
(value), Tun nonsi (componentType: edit, textarea, select, separator) W CMMCOK [LOMNYCTUMbIX 3HAYEHUN
ans componentType:select (allowedValues). [lpu perncrtpauum nosnb3oBaTensi B KaYecTBE MMEHU MOAs ClelyeT
ncnonb3oBaTb formName

Mpumep wncnonb3oBaHust 3Toro knacca u  dyHkuunm getUserRegistrationFields ecTb B nakerte
userSamples.calb mMoAyna samples.jar U Ha3biBaeTCA RegisterUserExample.
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6.2 Peructpauns nonb3oBaTenis, NOJIyYeHUE TOKEHA U MaApoas wu
npoBepka craTyca

[ns pernctpauum nonb3oBaTens n nosydeHus TokeHa (MAaeHTUUKATOPa) M Maponsi CleAyeT WCMNONb30BaThb
crnepyrowmnin Kog;:

Map<String, String> fields = new HashMap<String, String>(); // cmucox map KiInY=3HadeHUE,
// 3amonHAeTCsS C IIOMOIbI
// formName=Value

fields.put("RDN_CN_1", "test"); // RDN_CN_1 6pur mosmy4eH U3 paHee 3arpyXeHHHOLO CINCKA

// momnell Ina 3aloJHEHHUS
fields.put("RDN_C_1", "RU"); // RDN_C_1 6bn HmONydYeH K3 paHee 3arPyXKEHHHOTO CINCKA
// monell Ona 3amolHEHHUS

CA15User newUser = new CA15User(fields);

CA15UserRegisterInfoStatus userStatus =

newUser.registerUser ("https://www.cryptopro.ru:5555/ui"); // perucrpauus

Cnncok noneid, koTopoe HyxHo nepegate B YL agna peructpaumm nonb3oBaTensi, 3anoJsHAETCS
napaMmm <«uUMsl MOJISi»=«3HA4YEHMEY»; MMeHa Mnoseidl MOryT OblTb MOJy4eHbl 3apaHee C MOMOLLbIO  PyHKLMN
getUserRegistrationFields. B NMPUMEpPE 3amnoJIHAKTCA TOJIbKO ABa MNOJIsl, XOTst HA CAaMOM OENIE MOXKET I'IOHa,EI,O6VITbCﬂ
3anonHMTb Donblue noneii (B 3aBUCMMOCTM OT CBoWicTBa mandatory nonﬂ). Cnucok noneii nepegaeTcs B Knacc
CA15User C nocsefyolmmM Bbi30BOM byHKUMN registerUser.

Knacc CA15UserRegisterInfoStatus NOKa3bIBAET pe3ynbTaT perncrpauymm — cratyc CR_DISP_ERROR B ciy4vae
owmnbkn, CR_DISP_ISSUED — ec/in onepauus 3aBepLueHa ycnewHo, CR_DISP_UNDER_SUBMISSION — ecniu onepauuns
elle BbINOMHSETC (B 3TOM C/ly4ae HeobXOLMMO MEepUOLMYECKM MPOBEPSTb COCTOSIHUE C MOMOLLBIO  (DYHKLMM
checkUserStatus Knacca CA15User). B cnyuae 3agepxKku peructpauun uam ee yCnewHoro 3aBeplieHmnst obbekT Knacca
CA15UserRegisterInfoStatus OygeT cogepxaTb TOKEH U Napob MNOAb30BaTENA:

if (userStatus.getValue() == CA15Status.CR_DISP_UNDER_SUBMISSION) {
Thread.sleep(30 * 1000); // xmem 30 cexyH[
CA15User userInfo = new CA15User(userStatus.getTokenID(), userStatus.getPassword());
CA15UserRegisterStatus status = userInfo.checkUserStatus(
“https://www.cryptopro.ru:5555/ui’’); // mpoBepsieM cTaTyC perucTpaIuu

MNoapobHoe onncanne knaccos CA15User u CA15UserRegisterInfoStatus ecTb B Javadoc-goKyMeHTaumm naketa
JCPRequest.

MpuMep MCNoNb30BaHUS 3TUX KAAaccoB U dyHKUUI eCTb B nakeTe userSamples.cal5 mMoayns samples.jar u
Ha3blBaeTCsA RegisterUserExample

6.3 [MonyyeHune cnucka kopHesbix cepTucukaTos YL|

[ns nonyyeHusi cnucka kopHeBbix cepTucpukatos VL cnepyeT BbI3BaTh CNefytOLWytO CTaTUHECKYO hYHKLUIO
getRootCertList knacca CA15GostCertificateRequest:

Certificate[] rootCerts = CA15GostCertificateRequest
.getRootCertList ("http://www.cryptopro.ru/ui");

Bynet nony4yen cnucok ceptudmkaTos, B JaHHOM ciydae — no npoTtokony HTTP.
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Mpumep ncnosib30BaHUsl 3TOR PYHKLMUN eCTb B NakeTe userSamples.cal5 Mogynsi samples.jar U Ha3bIBAETCS
GetRootCertificateExample.

6.4 I"Ionyqume CNnMCKa 3anpocoB Ha CepTI/ICbI/lKaTbI noJjib3oBaTtens

[ns nonydyeHnmst cnmcka 3anpocoB Ha cepTudpuMKaTbl 3aperucTpUpOBAHHOrO paHee MoJsib3oBaTeNs crieayeT
NCNoAbL30BaThb CTaTUYeckyto dyHKUunIo getCertificateRequestlist knacca CA15GostCertificateRequest 1 Knacc
CA15User:

CA15User userInfo = new CA15User("token", "password"); // 3aperucTpUpOBAHHEHI IIOIb30BATENb
Map<String, CAlb5CertificateRequestRecord> requestMap =
CA15GostCertificateRequest.getCertificateRequestList (
"https://www.cryptopro.ru:5555/ui", userInfo); // cuucox map
// «UmeHTHPUKATOpP_3alpocar»=<«ONUCaHUe_3ampocay

B requestMap OyayT nomewyeHbl napbl «uAeHTUMKATOP 3anpocay = «onucaHue 3anpoca. [logpobHoe
onucaHue knacca ectb B Javadoc-gokymeHTaumm naketa JCPRequest. Knacc CA15CertificateRequestRecord
COAEPXXMT OMUCaHWe 3ampoca MoJb30BaTeNs, 4acCTHOCTW: uAeHTudukaTop 3anpoca (requestIdentifier), AaTty
oTnpaeku 3anpoca (sentDate), 4aTy obpaboTku (approvalDate), kKOMMeHTapmii (comment), cTaTyc obpaboTku 3anpoca
(status) u cam 3anpoc B dpopmate PKCS10 (pkes10).

Mpumep MCnoNb30BaHUS STUX KIACCOB 1 byHKLUIA eCTb B nakeTe userSamples.cal5 mogyns samples.jar un
Ha3bliBaeTcs GetUserCertificateRequestListExample.

6.5 [leHepauuss 3anpoca Ha cepTudmkaT, npoBepka cTaTyca
ceptncdmnkaTa n nosyHeHme COOTBETCTBYHOLLEro 3anpocy ceptudpmukara

[ns BbINONHeHUst reHepauuu 3anpoca Ha cepTudmKaT AN 3aperucTpPUPOBAHHOIO MOJIL30BATENS MOXHO
CnefioBaTb UHCTPYKUUSIM B pasg. 5.2, HO ucnonb3oBaTb Knacc CA15GostCertificateRequest, Hanpumep:

CA15User userInfo = new CA15User("token", "password"); // 3aperucTpupOBaHHHN IOIb30BATEIH

KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_EL_DH_NAME); // anropurM Kinwda
KeyPair pair = kg.generateKeyPair(); // remepanus

CA15GostCertificateRequest req = new CA15GostCertificateRequest(JCP.PROVIDER_NAME) ;

req.init (JCP.GOST_EL_DH_NAME, false);
req.setPublicKeyInfo(pair.getPublic());
req.setSubjectInfo("CN=test,C=RU"); // cmucok moxe# 3sampoca (subject name) nonxeH COBIAZATh
// co cnmcKoM, NEepeJaHHHM paHee s PEeTUCTPAlXy IIO0JIb30BaTens
req.encodeAndSign(pair.getPrivate(), JCP.GOST_EL_SIGN_NAME); // mommmchk 3ampoca

CA15RequestStatus requestStatus =
req.sendCertificateRequest ("https://www.cryptopro.ru:5555/ui", userInfo); // oTmpaBka 3ampoca

C nomoubto knacca CA15User 3afaeTcsl 3aperucTpupoBaHHbIi MOJb30BaTENb, FEHEPUPYETCS K/OHeBasi mapa
Ha anroputme TOCT P 34.10-2001 DH. 3atem chopmupyetcst 3anpoc ¢ uHdopmaumeid o Bragenbue (subject),
NONIHOCTbIO COOTBETCTBYIOLLEN CMUCKY MONEN, nepefaHHOMY npu perucTpaunmn gaHHoro nosb3osatens. C nomoubto
dyHKkunn sendCertificateRequest knacca CA15GostCertificateRequest 3anpoc nepegaercs 8 VL. VHdopmauus
co crtatycom obpaboTkn onepaunm nomewiaeTcs B 0bbekT knacc CA15RequestStatus.
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MogpobHoe onucaHue knacca CA15RequestStatus ectb B Javadoc-gokymeHTauum naketa JCPRequest. OH
No3BOJISIET Y3HaTb UAeHTUMKATOP 3anpoca u cTtaTyc obpaboTkn: CR_DISP_ERROR B ciy4ae ownbku, CR_DISP_ISSUED
B C/ly4ae ycnewHoii obpaboTku, CR_DISP_UNDER_SUBMISSION B cnyvae npogoskatoleiicss obpaboTkm, CR_DISP_DENIED
B C/lydae oTKasa B obpaboTke.

Y7106kl y3HaTL CTaTyc 06paboTKM 1 yCTaHOBUTL (haKT BbIMyCKa CEpTUUKATA, CIEAYET BLIMOJHUTL MPOBEPKY:

CA15RequestStatus certStatus = CAl5GostCertificateRequest.checkCertificateStatus(

"https://www.cryptopro.ru:5555/ui", userInfo,

requestStatus.getRequestIdentifier()); // mcmomp3yeM HAeHTHPHKATOpP 3alpoca IOIA IPOBEPKH,
// BHIOyWEH JX CepTUPUKAT

ObbeKkT certStatus TakKXe MOXET BepHYTb OAUH M3 CTaTyCOB, NepedmcieHHbiX Bbiwe. Ecan Bbin nonydyew
CR_DISP_ISSUED, TO MOXHO 3arpysuTb ceptudukat B DER-kogmpoBke C nomolblo CTaTUYECKOR hyHKLMUN
getCertificateByRequestId Knacca CA15GostCertificateRequest:

byte[] certificateEncoded =

CA15GostCertificateRequest.getCertificateByRequestId(

"https://www.cryptopro.ru:5555/ui", userInfo,
requestStatus.getRequestIdentifier()); // umcmombp3yeM umeHTHPUKATOP 3ampoca

Ecnu B certStatus 6611 nony4yeH ctatyc CR_DISP_UNDER_SUBMISSION, TO MOXHO BbINOJIHUTL MPOBEPKY CTaTyCa
C nomouubto checkCertificateStatus Mo3ke U NOBTOPHO 0bpaTuThCs K getCertificateByRequestId

lNpeobpazoBaTb NosyYeHHbIt MaccuB baiiToB, coaepXkalunii cepTudrKkaTt, MOXKHO Tak:

X509Certificate certificate =
(X509Certificate) CertificateFactory.getInstance("X.509")
.generateCertificate(new ByteArrayInputStream(certificateEncoded));

Mpumep MCnonb30BaHUS STUX KIAcCoB 1 byHKLUI eCTb B nakeTe userSamples.cal5 mogyns samples.jar un
Ha3bliBaeTcA SendRequestAndGetCertificateExample.
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7 [HononHutenbHble BO3MO>XHOCTU paboThbl C
ceptucbukatamu ana YL 2.0

B kpunTonpogaiigepe Kpuntollpo JavaCSP gns B3aumogeiicteust ¢ VU 2.0 peanusosanbi cnegytowme dpyHKLmuu
paboTbl ¢ cepTudukaTamu:
e nosy4yeHue Habopa mapamMeTpoB Asist peructpauumn nonssosatens B YL 2.0;

® pEerucTpauusi NoJsb30BaTENS U MNONYHYEHNE TOKEHA M NapOJIs;

® MpoBepka CTaTyca pPerucTpauuu nonb3oBaTens;

e oJlyyeHue Crmncka KopHesbix ceptucukatos VL0 2.0;

® MOJIyYeHMe CMNCKA 3aMpoCOB HA CEPTUMKATLI NOJIb30BaTENS;

e noaTeepxAeHne dakTa yCTaHOBKM cepTudmkaTa nojb30BaTeNs;

e aBTOPU3auWsl MONb30BATENs MO TOKEHY 1 NAPOIO UM CepTUMKaTy;
® MOJIyYeHMe CMUCKA 3aMpocoB HA OT3bIB CEPTUUKATOB;

e rnoJsiydeHue cnucka wabnoxos ceptudumkaTos VL 2.0;

e reHepaumsi 3anpoca Ha cepTudukar;

e OTMNpaBKa 3anpoca CepBepy;

e MpoBepKa cTaTyca cepTuukaTa;

e MoJiyyeHue OT cepBepa COOTBETCTBYIOLLErO 3anpocy cepTudmkaTa.
Nepeuncnentbie onepauum OCYLLECTBISILOTCS npu MOMOLLN cneuunansHoOro Knacca

CA20GostCertificateRequest, NOTOMKa Knacca GostCertificateRequest. Bece ycnosus dhopmuposanus u cTpyktypa
OMMCaHbl B COOTBETCTBYIOLLIEM pasfesne Bbilwe. BonbWMHCTBO MeTOmOB KnaccoB CA20GostCertificateRequest u
CA20User aCMHXpPOHHbIE.

B APl gna YU 2.0 nonbsosatens VYL obnapaer euie ogHUM [ONOAHMTENbHLIM NapaMeTpoM — nanka
noJsib30BaTeNsl, B KOTOPOIi OH DyaeT 3aperncTpuposaH.

OcobeHHOCTBIO (byHKUMOHANA SIBASIETCA HeobxogmmocTb ucnonb3osaTe npotokon HTTPS ¢ npumeneHnem
JavaTLS (mopynb cpSSL.jar, cm. «XKTHA.00101-01 92 05. Kpuntollpo CSP. MHcTpykumsi no mcnosb3oBaHmto
JavaTLS»). B atom cnyyae Heobxogumo HacTpoutb JavaTlLS un ykasaTe B KoAe XpaHUAWLLE [OBEPEHHbIX
cepTndrKaToOB C KOPHEBLIM CepTUMKaTOM cepeepa:

System.setProperty("javax.net.ssl.trustStoreType", JCP.CERT_STORE_NAME) ;
System.setProperty("javax.net.ssl.trustStore", "myTs_k_odaiiny_xparumuma") ;
System.setProperty("javax.net.ssl.trustStorePassword", "mapons_k_xpasumumy") ;

B cutyauun, korpa TpebyeTcs aBTopum3auusi no cepTudpmkaTy nonb3oBaTens, MoxeT notpeboBaThb ykasaHue
TUNA KOHTelHepa Nonb30BaTeNs U Napons K HeEMY:

System.setProperty("javax.net.ssl.keyStoreType", JCP.HD_STORE_NAME) ;
System.setProperty("javax.net.ssl.keyStorePassword", "mapomnb_x_koHTelHepy");

7.1 TlonyyeHue Habopa napameTpoB A/Isi perucTpayumn nosib3oBaTess
B YL 2.0

[ns nonyuverus nabopa napametpos (unu noneii) gns perucrpaumn nonssosatens B VL 2.0 cnegyert BbizBaTh
cTaTuyeckyto pyHKumio getUserRegistrationFields knacca CA20User v nepepaTs eii agpec YU, nanpumep:

Vector<CA20UserRegistrationField> userRegistrationFields =
CA20User.getUserRegistrationFields("https://www.cryptopro.ru/ui", <«mamka_IOIb30BaTeNIA») ;
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3pecb «manka_nosnb3oBaTesisiy — Manka B KOTOPOW MpeAnonaraeTcs 3aperMcTpupoBaTh MOJib30BaTENs.
CA20UserRegistrationField — KJjlacC, ONUCHLIBAOWNIA NOJie AN 3aMOJIHEHNS Nepes perncTpaumnein nonb3oBaTens.
Cnuncok noneli MOXeT bbITb goctaTodHo bonbwum. MNogpobHoe onucaHue knacca ectb B Javadoc-gokymeHTaumm
naketa JCPRequest. [laHHbIA knacc comepxut Habop dsyHKLwlﬁ, onpegensitowux OID snemeHTa y4deTHol 3anucu
nosnb3osatens (oid), uMs snemeHTa (name), nokanusosaHHoe uMsi (localizedName), CMMCOK BO3MOXHbIX 3HAYEHUN
anemeHTa (settingsValues), 3HaueHne no ymonyanuio (defaultValue) u ewe Heckosbko chnaros. [Mpu perncrpaunn
nonb3osatens B kadectee OID'a nons cnepyer ucnonszosate OID anemenTa.

Mpumep uncnonb3oBaHus 3Toro kKnacca u  dyHkuum getUserRegistrationFields ecTb B nakerte
userSamples.ca20 MOAyNns samples.jar U Ha3biBaeTcsa CA20StepByStepExample

7.2 Perunctpaunss nosab3oBaTesis, NOJIy4eHUE TOKEHA U MNapoas wu
npoBepka cTaTyca

ﬂ'ﬂﬂ perncTpaumnn nonb3oBaTeNA N NOJNYHEHNA TOKEHA N Napond Cneayet NCnosib30BaThb Cﬂe/J,leU.l,I/IVI KoA:

Map<String, String> fields = new HashMap<String, String>(); // cmmcok map KioY=3HadeHUE,
// 3amonHsgeTcs c momombl 0ID=Value

fields.put("2.5.4.3", "test"); // 2.5.4.3 Oun HOIydYeH U3 paHee 3arPyXKEHHHOTO CIKCKa
// Tmone#l njs 3alolHEeHHUS
fields.put("2.5.4.6", "RU"); // 2.5.4.6 6bu mONy4YeH U3 paHee 3arpPyXEeHHHOTO CIHUCKA

// momell nna 3aloJHEHHUS
CA20User newUser = new CA20User(fields, «mamka_IIONb30BaTeNdy) ;
CA20AuxiliaryUserInfo userInfo = new CA20AuxiliaryUserInfo("comment", "description",
"test@cryptopro.ru", "key phrase"); // momonHuTenbHas HEHGOPMAIWS O IOJIb30BATENE
CA20UserRegisterInfoStatus userStatus =
newUser.registerUser ("https://www.cryptopro.ru/ui"); // perucrtpamnusa

Cnmncok nonen, KOTOpble HY>XHO nepenaThb B vy ans perncrtpauun NnoJib30BaTENA,
3anonHsieTcs napamn «oidy=«3HadeHney; OID'bl noneii MoryT ObiTb MONy4eHbl 3apaHee C MOMOLLbLIO (DYyHKLMN
getUserRegistrationFields. B npnmepe 3anonHaloTCA TONLKO A4Ba MOJsi, XOTS1 KOJIMYECTBO MNOJIE MOXET ObITb
WNHbIM.

Hanee 3anonHserca cospaetcss obbekT Knacca CA20AuxiliaryUserInfo C [ONOJHUTENBHON nHdpopmauumeli o
noneb3sosatene. Cnucok noneili nepeaaercs B kaacc CA20User € NocieayoWnM BbI30BOM byHKUUN registerUser.

Knacc CA20UserRegisterInfoStatus NokasblBaeT pesyabTaT peructpauum — cratyc E B ciyyae ownbku, C —
ec/nn onepauwsi 3aBepLueHa ycnewHo, A — ecnm 3anpoc npuHaT, Q — ecnn onepauust ewe BoinonHsieTcst (Heobxoaumo
NepNOAMHECKN NPOBEPSITL COCTOSIHME C MOMOLLBIO (hyHKLMM checkUserStatus knacca CA20User). B cnyqae 3agepxku
PErncTpauuy Uin ee yCrnewHoro 3aBeplieHns obbekT knacca CA20UserRegisterInfoStatus OyaeT cogepxaTb TOKEH
1\ MapoJib NOJL30BATENS N NAEHTUUKATOP 3aNpoca pPerncTpauuy nosib30BaTens:

if (luserStatus..getStatus().equalsIgnoreCase(CA20Status.STATUS_REQUEST_C)) {
Thread.sleep(30 * 1000); // xmem 30 cexyHp
CA20User userInfo = new CA20User(userStatus.getTokenID(), userStatus.getPassword(),
«IamKa_Ioib30BaTeNdy) ;
CA20Status status = userInfo.checkUserStatus(
"https://www.cryptopro.ru/ui"); // mpoBepsieM CTATyC pPerUCTPALUU

Knacc CA20Status — 6a30Bblii KNacc C ONMCaHNEM BCEX OCHOBHbIX CTaTyCOB, BO3BpalLaeMbIX BCEMWN METOAaMU
KslaccoB nakerta ca20.
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MogpobHoe onucanue knaccoB CA20User, CA20Status u CA20UserRegisterInfoStatus ecTb B Javadoc-
AoKyMeHTauun naketa JCPRequest.

MpuMep NCnoNb30BaHUS STUX KIAaccoB 1 YHKLUIA eCTb B nakeTe userSamples.ca20 Mofaynsi samples.jar u
Ha3bliBaeTcA CA20StepByStepExample.

7.3 [Mony4deHne cnucka kopHeBbix ceptudukartos YL 2.0

Ons nonydenuns cnucka kopHesbix cepTudukatos VL cneayeT BbI3BaTh CefyloLLyto CTaTUHECKYO DYHKLUIO
getRootCertList knacca CA20GostCertificateRequest:

Certificate[] rootCerts = CA20GostCertificateRequest
.getRootCertList ("https://www.cryptopro.ru/ui");

Byamet nonydeH cnncok kopHesobix ceptucpukatos VLU, B gaHHom cnydae — no npotokony HTTPS.

Mpumep ncnosib30BaHUs 3TOR PYHKLMUN eCTb B NakeTe userSamples.ca20 MoAysi samples.jar U Ha3bIBAETCS
GetCA20RootCertificateExample.

7.4 TllonydeHne cnucka 3anpocoB Ha cepTudukaTbl Nosib3oBaTeNs

[ns nonydyeHnmst cnmcka 3anpocoB Ha cepTuMKaTbl 3aperucTpUpOBAHHOrO paHee Mosib3oBaTeNs crieayet
NCNoAbL30BaTb CTaTUYecKkyto dyHKUunio getCertificateRequestlist knacca CA20GostCertificateRequest 1 Knacc
CA20User:

CA20User userInfo = new CA20User("token", "password", "mamka_nomb3oBaTens");

// 3aperucTpUpOBAHHHIH IOIb30BATENb

Vector<CA20CertificateRequestRecord> requests =
CA20GostCertificateRequest.getCertificateRequestList(
"https://www.cryptopro.ru/ui", userInfo); // cuucor map 3ampocoB

B requests 6yayT nomeweHbl 3anpockl Ha ceptudukatel. [logpobHoe onucaHue knacca ecTb B
Javadoc—p,OKymeHTau,mm naketa JCPRequest. Knacc CA20CertificateRequestRecord COAEp)XWUT ONMCaHWE 3anpoca
nosib30BaTeNsl, 4YaCTHOCTM: uaeHTudukaTop 3anpoca (certRequestId), ngeHtudukatop nonvsosatens (userIld) u
CMUCOK APYrux nonei.

MNpu nepenaye B pyHKUMIO getCertificateRequestList obbekTa Nosb30BaTENS C YKa3aHMEM TOKEHA 1 Maposis
aBTOpU3aunsl ByaeT npoucxoauTb Mo TokeHy u naposto. OgHako ecsn MoSb30BaTeNb OTMPABUN MNOATBEPXKAEHWE
YCTaHOBKU CepTMUKaTa Ha CepBep, MOC/E TOro, Kak OH MOJy4Yus CepTudukaT, To noTpebyetcs aBTOpU3aLust no
cepTudmkaty nonbsosatensi. Ee MOXXHO BbINONHNTL HECKOIBKUMUN CMOCOBaMu, ONMMCAHHBIMU B CIEAYIOLLEM pasgene.

MpuMep MCnoNb30BaHUS STUX KIAcCcoB 1 PyHKLUIA eCTb B nakeTe userSamples.ca20 Mogaynisi samples.jar u
Ha3bliBaeTcsA CA20StepByStepExample.

7.5 TlloprtBep>xxaeHue dpakTa ycTaHOBKU cepTudumnkata nosib3oBaTenst u
aBTOpPM3aunAa NO TOKEHY U NMaposiio nan ceptucgunkaty nonb3oBatens

MNocne Toro, Kak nosb3oBaTeNlb NOAyHUS cepTudKaT, PEKOMEHAYETCSI OTNPABUTL NOATBEPXKAEHNE O TOM, YTO
JaHHbIA cepTudUKAT YCTAaHOBJIEH B KJIKOYEBOW KOHTEHEp:

CA20User userInfo = new CA20User("token", "password", "mamka_momb3oBaTens");
// 3aperucTpUpOBAHHEHI IIOIb30BATENb
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CA20RequestStatus status = CA20GostCertificateRequest.
markCertificateInstalled("https://www.cryptopro.ru/ui", userInfo, «umesTHdEKATOp_3ampoca_Ha_
cepTuduraTs) ;

Nonb3oBaTens MMeeT Ha MOMEHT OTNPaBKN YBEOOMJIEHNA TOKEH WU NMApPOJZib U aBTOPU3YETCA C NX NOMOLLbIO.

Mocne oTpaboTky 3anpoca B nosie status byaet cogepxatbcst uHdopmaumsi o6 obpabotaHHom 3anpoce u cratyc K.
Mpu nocnenyrowmx obpauennsx k YL notpebyerca asTopusauns no ceptuchukaTy nosb3osaTens.

Ecan yBE€OAOMJIEHNE 06 YCTaHOBKE CepTI/I(bVIKaTa He bbIn0 OTNPaBAE€HO, TO MOXHO NPOAOJIXKAaTb aBTOPMN3aU ko No

TOKEHY N Maposto.

KeyStore trustStore = KeyStore.getInstance(JCP.CERT_STORE_NAME) ;

trustStore.load(new FileInputStream(«IyTh_K_XpaHUIUIY_IOBEPEHHHX_CEPTHPUKATOBY) ,
«TIapoJb_K_XPaHUIUILY») ;

KeyStore keyStore = KeyStore.getInstance(JCP.HD_STORE_NAME) ;

keyStore.load(null, null);

CA20CertAuthUser userInfo = new CA20CertAuthUser(keyStore, <«maponib_K_KOHTeHHEpY_NOIb30BAaTEINI>,
trustStore, «mamka_monb3oBaTelnd»); // mombzoBaTens Y1, aBTopusybmuics IO CepTUPUKATY

Tenepb, npu nepepade userInfo, Hanpumep, B OYHKUMIO MONYHEHNsI CMNCKA 3anNpocoB Ha cepTudukaThl (cM.

NpeabIfyLWnii NyHKT), aBTOpM3aumns OyaeT BbIMOSHATLCS MO CepTUGUKATY MONb30BATENS, @ HE TOKEHY W MapOJIo.

[pyroii BapnaHT aBTOpM3aunm nNo cepTudukKaTy — 3TO UCMOIb30BaHNE System.setProperty, HaNnpuMep, Tak

System.setProperty("javax.net.ssl.trustStoreType", JCP.CERT_STORE_NAME);

System.setProperty("javax.net.ssl.trustStore", "myTe_x_daiiny_xpanunuma") ;
System.setProperty("javax.net.ssl.trustStorePassword", "maponb_k_xpamumaumy") ;
System.setProperty("javax.net.ssl.keyStoreType", JCP.HD_STORE_NAME) ;
System.setProperty("javax.net.ssl.keyStorePassword", "maponb_k_KOHTeWHepy_noxb3oBaTens") ;

// mnombzoBaTens VI, aBTOpuaylmuiCA IO CepTUPUKATY, ¥ IOCIeLybllee KCHoib3oBaHue userInfo
CA20CertAuthUser userInfo = new CA20CertAuthUser («mamga_monb3oBaTendy) ;

MpuMep NCnoNb30BaHUS STUX KIAcCcoB U yHKLUI eCTb B nakeTe userSamples.ca20 Mofynsi samples.jar u

Ha3bliBaeTcsA CA20StepByStepExample.

7.6 TleHepauusi 3anpoca Ha cepTudmkaT, npoBepka cTaTyca

ceptudmkaTa u noslydeHme COOTBETCTBYHOLLEro 3anpocy ceptudukarta

ﬂ'.ﬂﬂ BbINMOJIHEHNA TE€HEpaunnn 3anpoCa Ha CepTVICbVIKaT Ana 3aperncTtpmpoBaHHOro nosab30BaTE/lA MOXHO

CnefoBaTb UHCTPYKUMSIM B pa3g. 5.2, HO ncnoib3oBaTb kfacc CA20GostCertificateRequest, Hanpumep:

CA20User userInfo = new CA20User (‘‘token’’, ‘‘password’’, «mamkKa_LOJIb30BATENI>) ;
// 3aperucTpUpOBAHHHIH IOIb30BATENb

KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_EL_DH_NAME); // anropuTM Kiodga
KeyPair pair = kg.generateKeyPair(); // remepanus

CA15GostCertificateRequest req = new CA15GostCertificateRequest(JCP.PROVIDER_NAME) ;

req.init (JCP.GOST_EL_DH_NAME, false);
req.setPublicKeyInfo(pair.getPublic());
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req.setSubjectInfo(‘‘2.5.4.3=test,2.5.4.6=RU’’) ; // cmucox moseii 3ampoca (subject name)
// LONXeH COBIajaThb CO CIUCKOM, IEPefaHHHM paHee
// Dns perucTpanuy IOIb30BATENs
// DNobaBmernue 0ID'a mabnoHa cepTuPUKATa
final String szOID_CERTIFICATE_TEMPLATE = "1.3.6.1.4.1.311.21.7"; // 0ID pacumpeHus B 3ampoce
0ID OID_CERTIFICATE_TEMPLATE = new O0ID(szOID_CERTIFICATE_TEMPLATE) ;
0ID selectedTemplate0id = new 0ID(template.get0id());

// ®opmaT: mabmom, 1, O.

CertificateTemplate certificateTemplate = new CertificateTemplate(
new AsnlObjectIdentifier(selectedTemplate0id.value),

new AsnllInteger(1l), new AsnlInteger(0));

AsniDerEncodeBuffer buffer = new AsnlDerEncodeBuffer();
certificateTemplate.encode(buffer);

byte[] encodedCertificateTemplate = buffer.getMsgCopy();
Asnl10ctetString certificateTemplateValue = new
Asn10ctetString(encodedCertificateTemplate) ;

Extension templateExtension = new Extension(new AsnlObjectIdentifier(
OID_CERTIFICATE_TEMPLATE.value), certificateTemplateValue);

req.addExtension(templateExtension) ;

req.encodeAndSign(pair.getPrivate(), JCP.GOST_EL_SIGN_NAME); // mommucsk 3ampoca
CA20RequestStatus requestStatus =

req.sendCertificateRequest (‘https://www.cryptopro.ru/ui’’, userInfo); // oTmpasBka 3ampoca

C nomolubto knacca CA20User 3afaeTcsl 3apernCTpuUpOBaHHbIf MOJIb30BATE b, FEHEPUPYETCS KAtOYEBasl napa
Ha anropntme TOCT P 34.10-2001 DH. 3atem copmupyetcs 3anpoc ¢ uHdopmaumeii o Bnagensue (subject),
MOJIHOCTbIO COOTBETCTBYHOLLEN CNUCKY NOJENA, NepefaHHOMY NpU perncTpaunm gaHHoro noab3oBaTens. B Teno 3anpoca
pobaensieTcss HekpuTuyeckoe pacwmpenmne "1.3.6.1.4.1.311.21.7", copepxaiiee mHopmaymo o6 ucnonb3yemom
wabnoHe. C nomowbto pyHKUMN sendCertificateRequest kKnacca CA20GostCertificateRequest 3anpoc nepeaaercs
B VL. ndopmaums co cratycom obpabotkm onepaunm nomewaercst B 0b6bekT knacc CA20RequestStatus.

MogpobHoe onucaHue knacca CA20RequestStatus ecTb B Javadoc-gokymeHnTauum naketa JCPRequest. OH
NO3BOJISIET y3HATb UAEHTMUpMKATOp 3anpoca u cTaTyc obpabotku: E B ciyyvae owmbku, C B cnyyae ycnewHoi
obpaboTku, A — ecau 3anpoc npuHaT, Q B cnydae npogosixkatowelics obpabotku, D B cnydae oTkasa B obpaboTke.

Y7106kl y3HaTL cTaTyc 06paboTkM 1 yCcTaHOBUTL (haKT BbINycKa CepTMUKATa, CIEAYET BLIMOJHUTL MPOBEPKY:

CA20RequestStatus certStatus = CA20GostCertificateRequest.checkCertificateStatus(
"https://www.cryptopro.ru/ui", userInfo, requestStatus.getCertRequestId());
// ucmonb3yeM HIOeHTUPMKATOpP 3aIlpoca s IPOBEPKM, BHIYIEH X CepTUGUKAT

Ob6bekT certStatus TakKe MOXET BEPHYTb OAMH U3 CTAaTYCOB, NepeyuncieHHbix Bolwe. Ecan bbin nonyyen C, To
MOXHO 3arpy3utb ceptudukat B DER-koaupoBke ¢ nomowsto cratuyeckoii dyHkuum getCertificateByRequestId
knacca CA20GostCertificateRequest:

byte[] certificateEncoded =
CA20GostCertificateRequest.getCertificateByRequestId(
requestStatus.getCertRequestId ()); // ucmomb3yeM umeHTHPUKATOpP 3ampoca
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Ecnn B certStatus 6bin nonyded ctatyc A wam Q, TO MOXHO BbINOJAHWTL MPOBEPKY CTaTyca C MOMOLLbIO
checkCertificateStatus no3xe n noBTopHo obpaTuthes K getCertificateByRequestld.

NpeobpazoBaTh nosyyeHHbIi MaccnB BaliToB, cogepxxawuii cepTudnKaT, MOXKHO TaK:

X509Certificate certificate =
(X509Certificate) CertificateFactory.getInstance("X.509")
.generateCertificate(new ByteArrayInputStream(certificateEncoded));

MpuMep MCnoNb30BaHUS 3TUX KAAccoB U dyHKUUI eCTb B nakeTe userSamples.ca20 MoAyns samples.jar u
Ha3biBaeTCcA CA20StepByStepExample.

7.7 TlonydeHne cnucka wabnoHoB ceptucdpukartos YL 2.0

C nomowybto dyHkuun getUserCertificateTemplates Knacca CA20User MOXHO MOJyYnUTb CMWCOK WabioHoB
CepTNPUKATOB Manku, B KOTOPOU 3aperncTprpoBaH Nob30BaTesb:

CA20User userInfo = new CA20User("token", "password", «mamka_LOJb30BATENI>) ;
// 3aperucTpUpOBAHHEHI IOIb30BATENb

Vector<CA20GostTemplateField> templates = userIn-fo.getUserCertificateTemplates(
"https://www.cryptopro.ru/ui");

Cnucok  templates Oyger copepXaTb  nepedmcneHne wabnoHoe B  BuAe OOBEKTOB  Kjacca
CA20GostTemplateField 1 MO3BONNT YCTaHOBUTbL MOAAEPKMBAEMbIN TUM Kitodeil (keySpec), umsi wabnona (name),
JIOKa/IM30BaHHOEe UMsi wabnoHa (localizedName), OID wabnoHa (oid) n donar npaBa aBTOMaTWYECKM BbIMYCTUTH
ceptudumkat (authApproval). MogpobHoe onucanme knacca CA20GostTemplateField ectb B Javadoc-gokymeHTaumu
naketa JCPRequest.

MpuMep NCnoNb30BaHUS STUX KIAaccoB 1 yHKLUIA eCTb B nakeTe userSamples.ca20 MoAyNnsi samples.jar u
Ha3bliBaeTcA CA20StepByStepExample.

7.8 [MonyyeHune cnucka 3anpocoB Ha OT3biB cepTucrKaToB

C nomouubto cTaTudeckolt hyHkuUUN getRequestRevocationlist kiacca CA20GostCertificateRequest MOXHO
NONYYUTb CMMCOK 3anpoCOB OT3biBa CepTUdUKATOR MOJb30BaTENS:

CA20User userInfo = new CA20User("token", "password", «mamka_LIOIb30BATENI>) ;
// 3aperucTpUpOBAHHEHI IIOIb30BATENb

Vector<CA20RevocationRecord> revocations = CA20GostCertificateRequest.getRequestRevocationList(
"https://www.cryptopro.ru/ui", userInfo);

Cnncok revocations bymet copepxaTb nepe4vmncreHmne wabaoHoB B BUAE
0bbekTOB Knacca CA20RevocationRecord W MO3BONUT y3HaTb WAEHTUMKATOP 3anpoca oT3biBa (revRequestId) u
Apyrue napametpbl (ngeHTMMKATOP 3anpoca Ha cepTudmkaT, uaeHTUdUKaTop nosb3osatens u T.4.). [NoapobHoe
onucaHme knacca CA20GostTemplateField ecTb B Javadoc-gokymeHTauun naketa JCPRequest.

MpuMep MCnoNb30BaHUS STUX KIAaccoB 1 dyHKUUI eCTb B nakeTe userSamples.ca20 MoAynsi samples.jar u
Ha3bliBaeTcsA CA20StepByStepExample.
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8 Pabota c anekTpoHHoin nognucekto ana XML-agokymeHTOB

Kpuntonposaiigep Kpuntollpo JavaCSP obecneunsaet cdhopMuposaHmne m npoBepKy 3AeKTPOHHOI MOANMCH B
cooTeetcTeuu ¢ anroputmom FOCT P 34.10-2001 n TOCT P 34.10-2012 gns otaensHoro obbekta XML-gokymenTa,
ansa scero XML-pgokyMeHTa, a Takxe gns ABYX He3aBucuMMbIX noanuceii Bcero XML-pgokymeHTa.

Kpuntonpogaiigep Kpuntollpo JavaCSP noseonsier ocyuiecTsasite pOPMMPOBAHME 1 MPOBEPKY SJEKTPOHHOI
nognucn XML-gokymenTa B cootsetctBumn ¢ anroputmom OCT P 34.10-2001 u TOCT P 34.10-2012. Mpu 3Tom
kpunTonposaligep Kpuntollpo JavaCSP ncnonbsyet yeTbipe bubnnoteku, obecnedymnsatowme paboTy C 3N1€KTPOHHOIA
noanucbto XML-A0KyMEHTOB:

commons-logging. jar
serializer. jar
xalan. jar

xmlsec. jar

[ns koppekTHoli paboTbl KpunTonpoBaiigepa BCe 3T OMbOAMOTEKM JOMKHBLI ObITh CKadaHbl C caiita http:
//www.apache.org. PekomeHayeTcs BOCMO/Ib30BaTLCS CCbIAKONA http://xml.apache.org/mirrors.cgi, Bbibupas
NOCNEHIO BEPCUIO MPOAYKTA.

OcHoBHble  onepauunu OCYyLLECTBAAIOTCA npw nomoLum pyHKL i Cnesyrowmnx — KJ1accoB:
org.apache.xml.security.algorithms, org.apache.xml.security.exceptions, org.apache.xml.security.keys,
org.apache.xml.security.signature, org.apache.xml.security.transforms, org.apache.xml.security.utils.

Mockonbky kpunTtonposaiigep Kpuntollpo JavaCSP He peanusyet MeTogbl NEPeHMCEHHbIX BbILIE MAKETOB, a
nnwb obecneunsaeT ux noaaepxky ans anroputma nognucy FOCT P 34.10-2001 u FTOCT P 34.10-2012, 1o B AaHHOIA
OOKYMEHTaUMmn noapobHoe onncaHne STUX METOAOB HE NMPUBOAUTCS.

Nepen HauyanoM Mcnonb3oBaHus Knaccos us bubnmorekn XML Security Heobxoaumo 3apeructpuposats [OCT
anroputmbl. CaenaTb 3ToO MOXHO ABYMst cnocobamu.

Bo-nepsbix, BbI3OBOM MeToAa ru.CryptoPro.JCPxml.XmlInit.init () (cTapblii MeTOop,
ru.CryptoPro.JCPxml.xmldsig. JCPXMLDSigInit.init() TOXe NOALEPKMBAETCS)

Bo-BTOpbIX, BbI30BOM CTaHZApPTHOrO WHMUMaNW3aTopa org.apache.xml.security.Init.init(), koTopsblii
obsizatenen npu paborte ¢ Gubnuortekuii XML Security, HO C npefBapuTENbHO YCTAHOBMEHHBIM CBONCTBOM
System.setProperty("org.apache.xml.security.resource.config", "resource/jcp.xml") wWAM YyKa3blBasg 3TO
CBOICTBO Mpwn 3anycke Java-MalunHbl Clegyowmnm obpasom:

java -Dorg.apache.xml.security.resource.config=resource/jcp.xml.

Takum  obpasom, peructpaumsa [OCT anroputmMoB He TpebyeT nepekOMNUASLUN  MPUNOXKEHUS.
CooTBeTCTBYIOWME KOHCTAHTbI OnpeaeseHbl B aiine ru.CryptoPro.JCPxml.Consts.

/**
* uMa Property HacTpoiiky KOHGUTypalluu.
*/
public static final String PROPERTY_NAME = "org.apache.xml.security.resource.config";
/%%
* UMsa pecypca KoHpUTypamuu.
*/
public static final String CONFIG = "resource/jcp.xml";
/%%
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* anropurM mozmucu (TOCT P 34.10-2001)

*/
public static final String URI_GOST_SIGN = "http://www.w3.org/2001/04/xmldsig-more#gostr34102001-
gostr3411";

/%%

* QITOPUTM XIUWWPOBAHUA, ucnonba3yemeii npu nozmucu (TOCT P 34.11-94)

*/
public static final String URI_GOST_DIGEST = "http://www.w3.org/2001/04/xmldsig-more#gostr3411";
/**

* anropuTM momgmucu (I'OCT P 34.10-2001) mo HOBOMY CTaHIapTy

*/
public static final String URN_GOST_SIGN = "urn:ietf:params:xml:ns:cpxmlsec:algorithms:
gostr34102001-gostr3411";

/%%

* anroputM xammpoBanus, I'OCT P 34.11-94 mo HoBOMYy CTaHZApPTY

*/
public static final String URN_GOST_DIGEST = "urn:ietf:params:xml:ns:cpxmlsec:algorithms:
gostr3411";

/%%

* URN anropuTMa IOINKHCH IIO HOBOMYy CTaHIApPTy

* http://tools.ietf.org/html/draft-chudov-cryptopro-cpxmldsig-07

*/
public static final String URN_GOST_HMAC_GOSTR3411 =
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:hmac-gostr3411";

/**

* anroputM mozmucu (TOCT P 34.10-20127 256)

*/
public static final String URN_GOST_SIGN_2012_256 =
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-gostr34112012-256";
/%%

* anropuTM xammposanus, [O0CT P 34.11-2012 (256)

*/
public static final String URN_GOST_DIGEST_2012_256 =
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-256";

/%%

* anropuTM moammucu (I'OCT P 34.10-20127 512)

*/
public static final String URN_GOST_SIGN_2012_512 =
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-gostr34112012-512";
/%%

* anropuTM xsmwmpoBanus, [0CT P 34.11-2012 (512)

*/
public static final String URN_GOST_DIGEST_2012_512 =
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-512";

[ns naenTudpmkauuy poccuiickmx anroputMos nognucu n xawmposanusi BHytpu XML 8 Kpuntollpo CSP 2.0,
3.0, 3.6 n panHux sepcusix Kpuntollpo JavaCSP ucnonssosanuck cnegytowime npocTpaHCTBa UMEH: AJist anroputma
X3LMPOBAHNSA MCNOJIb30BaJIOCh NPOCTPAHCTBO MMEH http://www.w3.org/2001/04/xmldsig-more#gostr3411, a ans
anroputma nognucyn — http://www.w3.org/2001/04/xmldsig-more#gostr34102001-gostr3411.

DTU NPOCTPAHCTBA UMEH UCMOJb30BaTh HE PEKOMEHAYETCS, XOTsi paboTOCNOCOBHOCTL MOHOCTLIO COXpaHEeHa aJist
comecTumocTu. C nosiBneHMeM HOBOrO MpOeKTa CTaHAapTa PEKOMEHAYETCS WCMOJIb30BaTh 451 aAropuTMa Mognucu
urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102001-gostr3411 n ANa anroputma X3WNPOBAHUA —
urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr3411
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Ha ocHoBe MeTofoOB nepeumcneHHbix Bbiwe nakeTtoB kpuntonposaigep Kpuntollpo JavaCSP nossonser
OCYLLECTBNATL hOPMUPOBAHME NOANUCK KaK OTAenbHOro obbekta XML-gokymeHTa, Tak u Bcero copgepxumoro XML-
AOKyMeHTa (COOTBETCTBEHHO, MPOBEPKY MOAMMCYH Kak 0OBbEKTA, Tak 1 BCErO COAEPXKMMOro AoKyMmeHTa). [Nomumo atoro
CYLLECTBYET BO3MOXXHOCTb (POPMUMPOBAHMSI U MPOBEPKU ABYX HE3aBUCUMbIX nognucein ogHoro XML-gokymenTa. Bee
NepeyncieHHble Cnocobbl Co34aHNsa M NPoBepku 3sekTpoHHol noanucu XML-gokymenta gns anroputma TOCT P
34.10-2001 n TOCT P 34.10-2001 nogpobHO OMWUCLIBAOTCS B MPUMEPax, KOTOPbIE BXOAAT B KOMMJEKT MOCTaBKU
nporpammtoro obecneyernsi Kpuntollpo JavaCSP (samples/samples_src.jar/xmlSign/).

Brumanue! Bubnuorteka JCPxml.jar fo/KHA Haxo4uTbCs BMecCTe ¢ bubnmoTekoli xmlsec.jar, Tak 4TODbI
ClassLoader npu 3arpyske knacca, peanusytowero anroputm [OCT us 6bubnumoteku JCPxml.jar, umen AOCTyn K
Ba3oBOMY Knaccy, KOTopblii HaxoanTcs B bnubanoTeke xmlsec. jar. Hanpumep, ecnn cepepHoe NpunoxeHne, KOTOpoe
LOJIXKHO MPOBEPSITh NOANUCH, 3anyLueHo Ha cepsepe J2EE un BkntovaeT B cebsi bubnnoteky xmlsec. jar, a JCPxml. jar
yCTaHOBNeHa B lib/ext, MOSIBUTCS KOH(PJIMKT, KOTOPbIA CAENaeT HEBO3MOXHOI nognuck/nposepky. CucTemHbiii
ExtClassLoader, KOTOpbIi OCYLLECTBASET 3arpy3Ky U3 lib/ext, He DygeT umerb goctyn K Ha3oBOMy Knaccy u He
CMOXKET 3arpy3uTb Knaccel n3 JCPxml. jar. B cBoto oyepenb ClassLoader MpUIOKEHNS (WebappClassLoader) He bygeT
MMETb AOCTYN K Knaccam n3 JCPxml.jar. [Jns ycTpaHeHUst KOH(DNMKTa MOXKHO NepenoxunTs bubnunoreky JCPxml. jar
B NpUaoxXeHme K bnbanoreke xmlsec. jar.

Crpanuua 72 ns 105



MKTHAN.00101-01 96 02. Kpuntollpo CSP. Pykoeoacteo nporpammucta JavaCSP u Android

9 Kpuntollpo JavaCSP un Cryptographic Message Syntax
(CMS)

Kpuntonpogaiigep Kpuntollpo JavaCSP noseonsier ocyiiecTBnsite pOPMMPOBAHME 1 MPOBEPKY 3JIEKTPOHHOI
nognucn B cooteetctum ¢ anroputmamun nognucu FTOCT P 34.10-2001 n TOCT P 34.10-2012 n anroputMamu
xawmposanus TOCT P 34.11-94 n TOCT P 34.11-2012 gns coobuwiennii, co3garHbix Ha ocHoe Cryptographic Message
Syntax (CMS).

MNpumepbl cozgaHus u nognucn coobwenmnii CMS, a Takxe NpoBepKy NOAMUCU BXOAAT B KOMMIEKT MOCTaBKY
nporpammtoro obecnevenus Kpuntollpo JavaCSP (samples/samples_src.jar/CMS_samples/). B cooTseTcTBUM
¢ Cryptographic Message Syntax nognuce MOXeT ObiTb ABYX BUAOB — MOAMWCb HA [JaHHbIE U MOAMMUCH Ha
nognucoiBaemble aTpubyThl nognucy (€Can OHW CYLLECTBYIOT), YTO M Peann30BaHO B NPUMEpaXx.

9.1 Wcnonb3oBaHune ytnnntol ComLine

MNpun BbINOAHEHNN KOMaHAbLI CheckConfFull MPOUCXOAUT NPOBEPKA BCEX YCTAHOBJIEHHbIX MOAY/ENA, B TOM Yncie
n JavaCSP. Mpoeepku JavaCSP Bkto4atoT: BeINONHEHWE MPOOHOR NOANNCH 1 MPOBEPKMN MOAMUCH, TEHEPALMIO KITKOYET
W CO3AaHNE XPaHWANLLA LOBEPEHHbIX CEpPTUPUKATOB, 3alwmncpoBaHne U pacndpoBaHme TEKCTa, COEANHEHME MO
npotokony TLS 1.0 ¢ ncnons3sosaHunem knmeHtckoli ayteHtudmkauum n 6e3 (JCSP + cpSSL).

9.2 OcobeHHOCTN UCNOIb30BAHUSA C APYTUMUN MOAYASAMU

Y1006l ncnonb3oBaTh ycTaHoBneHHblii npoeaiigep JavaCSP 8 CAdES, nepep BbinonHeHuem kopa crnegyet
3anmMcaTb CIeaytoLLy0 KOMaHAY:

CAJESConfig.setDefaultDigestSignatureProvider ("JCSP"); // wmacc CAdESConfig BxomuT
// B maxer ru.CryptoPro.CAdES

nmnbo

‘ System.setProperty("ru.CryptoPro.defaultProv", "JCSP");

KOHTEKCTbI KJIHOYEN, X3LWER, KoHTeliHepa 0CcBOboXXaatoTcs B meTogax finalize () 0ObEKTOB COOTBETCTBYHIOLLMX
KJ1aCCOB.
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10 Wcnonb3oBaHue ombnmnotekn CAdES.jar gna cospgaHus,

NPOBEpPKN ”N ycoBeplueHCcTBOBaHuUA noanucu cpopmata CAdES-
BES, CAdES-T n CAdES-X Long Type 1

B coctae guctpubytuea Kpuntollpo JavaCSP sepcun 5.0 KC1 BxoauTt 6bubnnoteka CAdES. jar. Ee HazHaveHue
— co3paHune, npoeepka u ycoseplieHcTeoBaHme nognucu opmata CAJES-BES, CAdES-T u CAdES-X Long Type 1.

CAdES (CMS Advanced Electronic Signatures) — 3To cTaHAapT 31€KTPOHHOW MOAMMCKM, PaACLLNPSIOLLNIA
Bepcuio cTaHgapta snektpoHHoii nognucn CMS v paspabotanHbiii ETSI. naBHbEIM OKYMEHTOM, KOTOPbLI/ ONUCLIBAET
AaHHblA cTanpapt, siensietcs ETSI TS 101 733 Electronic Signature and Infrastructure (ESI) (https://tools.
ietf.org/html/rfc5126, https://www.etsi.org/deliver/etsi_ts/101700_101799/101733/01.08.01_60/
ts_101733v010801p.pdf).

CAdES-BES (Basic Electronic Signature) — oCHOBHOI 1 npocTeiiwnii popmaT 31eKTPOHHONR MNoAnucy,
onucbiBaemblii B ctaHgapte CAdES. Ol obecneuuBaet 6a3oByt0 NpoBepKy MOAJVHHOCTU [aHHbLIX W 3aLUTy UX
uenocTHocTn. BkntoyeHHble B Hero aTpubyTel [OJIXKHBI NPUCYTCTBOBaTL M B Apyrux dopmatax CadES.

CAdES-BES cogepxut cnegytowme atpubyTsi:

e Habop obs3aTenbHbix noanucbiBaembix aTpubytos (onpegeneHo B CAdES). AtpubyTbl HasbiBatoTcs
NOAMUCAHHBIMU, EC/IN FEHEPALMS MOAMUCK MPONCXOAUT OT COBOKYMHOCTU 3TUX aTpMByTOB U AaHHLIX NONbL30BaTENS;

e 3HayeHne LUNPOBOI NOANNCH, BbIYUCIEHHOE 415t AAaHHBIX MONb30BATENs U NOAMNUCHIBAEMbIX aTpnbyToB. [ns
BbIYMC/IEHUSI 3TOMO 3HAYEHNST ODBIYHO UCMOB3YIOTCS aNiIrOPUTMbI FeHEpaLMn LPOBOA NOSMNUCK.

Takxxe CAdJES-BES moxet comepxaTsb:
e Habop AONONHUTENBHBLIX aTPUOYTOB;
e Habop Heobsi3aTeNbHbIX NOAMUCHIBAEMbIX aTPUbYTOB.

MoxkeT cofepxaTb NOAMUCHIBAaEMble [aHHble MOJbL30BATENS, MNOA KOTOPLIMU MOHUMAETCA AOKYMEHT WAW
coobLieHmne NOANNCHIBAIOLLEA CTOPOHbI.

Momumo nognuceiaemebix atpubytos, B CAAES-BES moxer bbiTh Bk/IOYEH HenoanucbiBaemblii aTpmbyT
counter-signature. OH onpegensieT pakT MHOTOKPATHOMO MOAMUCHLIBAHUS COODLLEHNS.

CAdES-T (Timestamp) — 3To dopmMaT 3/1EKTPOHHOI MOAMMCU C JOBEPEHHBIM BpemeHeM. [loBepeHHOe Bpemsi
MOXET BbITb YKasaHo cieayloummu cnocobamu:

® C MOMOLLbLIO HEMOAMMCLIBaEMOro aTpubyTa signature-time-stamp, BKJIIOYEHHOrO B JIEKTPOHHYHO MOAMUCH;

® C MOMOLLbLIO OTMETKI BPEMEHN, NPELCTABAEHHOI NOCTABLYMKOM AoBepeHHbIx yenyr (Trusted Service Provider).

iHorpa Bo3HMKaET cMTyauusi, B KOTOPOI UCMOJIb30BaHHble cepTudmKaThl, byaydn AelicTBUTENbHBIMI Ha MOMEHT
reHepauuy nognucu, buinm oToseaHbl nocae atoro. MosToMy AN AoKa3aTeNbLCTBA TOrO, YTO AaHHblE Bbin nognucaHbl
[0 OT3blBa CepTUdUKATOB, U YTO 3TN AaHHbIE CYLIECTBOBAJN Ha OMNPEAENEHHbIi MOMEHT BPEeMEHU, UCMOb3YHTCA
WTaMMNbl BPEMEHM.

CAdES-X Long Type 1 npegcraensier coboii nognucs cpopmata CAdES-T, B koTopyto
80baBIeHbl HEMOAMNCHLIBAEMbIE an|/|6yTb| complete-certificate-references n complete-revocation-references,
certificate-values U revocation-values n wrtamn epeMeHn CAdES-C-time-stamp.

ATpV|6yT complete-certificate-references COOEPXKUT naeHTudnKaTopsl BCEX
cepTndrKaToB, UCNONbL3YIOWMXCA Npu nposepke noanucu. ATpubyT complete-revocation-references COAEPXWT
naeHTnnKaTopbl cepTudhnkaToB n3 cnucka oT3biBa ceptudmkaTtoB (Certificate Revocation Lists, CRL) u/nnmn
OTBeTbI NpPOTOKONa ycTaHoBneHusi ctaTyca ceptucpmkatos (Online Certificate Status Protocol, OCSP), kotopble
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NCNOAL3YIOTCA ANs nposepkn nognucu. ATpubyT CAJES-C-time-stamp COAEPXWUT LITAaMMN BPEMEHW Ha BCel NOAMUCK
(6|/|HapH0|7| noanucm un ee an|/|6yTOB). D70 obecneynBaeT LENOCTHOCTb U HalM4ne JOBEPEHHOrO BPEMEHN BO BCEX
S/1EMEHTax Mognucu. Tem caMbiM, 3TOT aTpubyT NO3BOJISET 3aLUUTNTL CEPTUUKATBI, CMNCKU OT3bIBA CEPTUUKATOB
M OTBETHI MPOTOKOJIA YCTAHOBMEHUSI CTaTyca cepTudukaToB, nHdOpMauusi O KOTOPbIX 3amucaHa B MOAMWUCHU, Mpu
KOMMPOMETALMN KJHOHA LEHTPa CEpPTUUKALMAN, K/tOHa M3LATENst CMMCKA OT3biBa CEPTUQUKATOB MWW KIHOYa
n3paTensi NpoToKOoJla YCTAaHOBJIEHUST CTaTycCa cemedJMKaTOB.;ATpM6yTb|certificate-values N revocation-values
npeacTaBaAstoT coboli MoNHble AaHHble CEPTUPUKATOB W CMUCKM OT3bIBa CepTUGMKATOB. DTUM obecneynBaeTcs
JOCTyn Ko BCeli uHpopmauum o cepTudpmkaTax U OT3bIBaX, HEODXOAUMbLIX AN MPOBEPKU MOLMUCK (,u,a>Ke ecnm unx
NCXOAHbIA NCTOYHUK Hep,OCTyneH), 1 NPefOTBPALLAETCS BO3MOXHOCTb yTepm 3Toli mHpopmaumu. BHyTpeHHUi wtamn
BPEMEHN Ha MNOANUCHb signature-timestamp Tak>Xe [AOMOJIHAETCS aTpubytamn complete-certificate-references
complete-revocation-references, certificate-values n revocation-values

Bubnnoteka CAJES. jar MeeT HECKObKO 3aBUCMMOCTEI:

e yctaHosneHHblt Kpuntollpo JavaCSP sepcus 5.0 KC1,

® 3aBUCMMOCTb OT 0ubnnotek bouncycastle Bepcunm jdk15on-1.50: bepkix-jdki5on-1.50.jar u
beprov-jdki5on-1.50. jar;

® 3aBUCMMOCTb OT brnbnunotekn AdES-core. jar.

Mepen yctaHoBkoli CAdES.jar peKOMEHAYeTCsl CKOMMpOBaTb B Marky, Kyda MpOW3BOANTCS YCTaHOBKA,
BrubnmoTekn bouncycastle n AdES-core. jar, ybegmewuce, 4yto Kpuntollpo JavaCSP ycraHoeneH.

Vctanoeuts CAJES MoxHO Heckonbkumu cnocobamu:

e c nomouybto setup.exe (B8 OC Windows) — B rpynne "CAdES, XAdES";

e c nomouybto setup console — B rpynne "CAdES, XAdES";

® C NOMOLLIbIO KOMAHAHON CTPOKM, NYTEM MNOC/IeOBaTENbHOIO BbI30BA KNAaCCOB-YCTAHOBLLMKOB CHaYala MOAys
AdES-core (java -jar AdES-core.jar),3aTeM — ycCTaHoBLWNKa moaynst CAdES. jar (java -jar CAdES.jarx

® MNpoCTbIM KoNnpoBaHuem calinos, Hanpumep, B nanky JRE/1lib/ext.

Hokymentauymns CAdES, Bkitovatowasi onucaHmne KaaccoB M METOAOB, a TakXe MpuMepbl paboTbl, HAXOANTCS
B nanke javadoc AucTpubyTtuea B dpaiine CAdES-javadoc.jar. [lonHble TEKCTbI MPUMEPOB CO3AaHUS, NPOBEPKY,
YCOBEpPLUEHCTBOBaHWSI, 3aBepeHusi U T.4. HaxogsaTcs B nakete CAdES cpaiina samples-sources. jar.

CAdES npegocTtaBnsieT HeCKOJIbKO KnaccoB: CAdESSigner, CAdESSignature n EnvelopedSignature.

Mopnepxmneaetcs cospaHue nognuceli popmara:
e CAdES-BES

o CAdES-T

e CAdES-X Long Type 1

MonaepXKmBaeTcs ycoBepLUEHCTBOBaHME nognuceli dhopmaTa:
e CAdES-BES po CAdES-T

e CAdES-BES go CAdES-X Long Type 1

e CAdES-T po CAdES-X Long Type 1

Mpumep coszpanus CAdJES-BES n CAdES-X Long Type 1 noanuceii.

System.setProperty("com.sun.security.enableCRLDP", "true");
System.setProperty("com.ibm.security.enableCRLDP", "true");

// 3BakphTHH KI0Y MOAMNUCH.
PrivateKey privateKey = ...;

// Uemoura cepTUOWKATOB IIOAIUCH.
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List<X509Certificate> chain = ...;

// Cospmaem CAdES mopmnmcs.
CAdESSignature cadesSignature = new CAdESSignature(false);

// DobaBmsem CAJES-BES mommucws B1. Takxe MoxHO mepemaTh CRL Iyisi IpOBEPKU LEIOYKH IOANUCAHTA
// BMecTo wucmonb3oBauus enableCRLDP

cadesSignature.addSigner (JCP.PROVIDER_NAME, JCP.GOST_DIGEST_O0ID,

JCP.GOST_EL_KEY_OID, privateKey, chain, CAdESType.CAdES_BES, null, false);

// Dob6aBmseMm CAJES-X Long Type 1 mommmch JR2.

cadesSignature.addSigner (JCP.PROVIDER_NAME, JCP.GOST_DIGEST_O0ID,
JCP.GOST_EL_KEY_OID, privateKey, chain, CAdESType.CAdES_X_Long_Type_1,
"http://www.cryptopro.ru:80/tsp/", false);

// [DaHHBHe [ NOANUCH B BHULE MacCHBE.
byte[] data = ...;

// Byhymas mOmmuCh B BHAE MacCHUBA.
ByteArrayOutputStream signatureStream = new ByteArrayOutputStream();

cadesSignature.open(signatureStream); // HOAZTOTOBKa KOHTEKCTA
cadesSignature.update(data); // BHuUECIeHHe X3W-KoZa

cadesSignature.close(); // cosmaHue moAmucu C BHBOZOM B signatureStream
signatureStream.close();

// Tonmy4aeM HOZNUCH C ABYMS IONUUCAHTaMH B BHLE MacCHUBE.
byte[] cadesCms = signatureStream.toByteArray() ;

Mpumep nposepkun nognucu CAJES-BES.

// WUcxopmuas CAJES-BES mommnmch B BuIe IOTOKa 6aiToB u3 ¢aiina.
FileInputStream cadesCms = new FileInputStream("signature.file");

// Uemoura cepTUOWKATOB IIOAIUCH.
List<X509Certificate> chain = ...;
// CepTudpuraTH LA IPOBEPKH IIOMIUCH.
Set<Xb09Certificate> certs = ...;

// CRL mis HpOBEpKHU IIOLUUCH.
Set<X509CRL> cRLs = ...;

// DeromumpyeM u mpoBepsieM coBMemeHHyo CAJES-BES nmommucs.
CAdESSignature cadesSignature = new CAdESSignature(cadesCms, null,
CAJESType.CAdES_BES); // mexomupomamme c TumoM CAdESType.CAdES_BES

cadesSignature.verify(certs, cRLs); // mpoBepka, eciu Heobxomuma
cadesCms.close();

Ecnn cnucok CRL oTcyTcTBYET, TO MOXKHO BKIHOYUTL MPOBEPKY LIEMNOYKMN CepTUDUKATOB OHNaliH C obpalieHnem
k CRL no cetu:

System.setProperty("com.sun.security.enableCRLDP", "true");
System.setProperty("com.ibm.security.enableCRLDP", "true");
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// WUcxopmas CAJES-BES mommmch B BuIe IOTOKA 6ailToB u3 ¢daiia.
FileInputStream cadesCms = new FileInputStream("signature.file");

// llemoura cepTUOUKATOB NOAIUCH.
List<X509Certificate> chain = ...;
// CepTuduraTh [ NPOBEPKU IOAIUCH.
Set<X509Certificate> certs = ...;

// DexromupyemM m mpoBepsieM coBMemeHHyo CAJES-BES mozmmucsh.
CAdESSignature cadesSignature = new CAdESSignature(cadesCms, null,
CAdESType.CAdES_BES); // mexommposamume ¢ TumoM CAdESType.CAdES_BES

cadesSignature.verify(certs); // mposepka, ecnm Heobxommma
cadesCms.close();

MNpoeepka noanucn dopmata CAJES-X Long Type 1, Haxoasiweli Ha NepBOM MecCTe B CMUCKE NOAMUCAHTOB.

// VcxopHas mommuch B BHIe NOTOKa b6ailiToB u3 ¢aiina.
FileInputStream cadesCms = new FileInputStream("signature.file");

// [lexomupyeM COBMEIEHHYO MOANNCHL C aBTOOIpEefelleHMEeM THUIIOB.
CAdESSignature cadesSignature = new CAdESSignature(cadesCms, null, null);

// Topmucaut c TumoM CadES-X Long Type 1.
CAdESSigner signer = cadesSignature.getCAdESSignerInfo(0);

// TlpoBepKa HOINUUCH.
signer.verify(null);

Mpumep ycosepeHcTeoBaHusa noagnucn dopmata CAJES-BES po CAdES-X Long Type 1.

// VUcxopuas CAdES-BES mommmch B BuZe IOTOKa 6aliToB u3 ¢aiina.
FileInputStream cadesCms = new FileInputStream("signature.file");

// Uemoura cepTHUOUKATOB IIOAIUCH.
List<X509Certificate> chain = ...;

// LexomupyeM COBMENEHHyH NOLUUCH C aBTOOIPELeJIeHWEeM TUIIOB.
// B »To#l moImMCKH TONBKO OINWH IIOAIMCAHT!
CAdESSignature cadesSignature = new CAdESSignature(cadesCms, null, null);

// TommucauTt c TumoM CadES-BES.
CAdESSigner signer = cadesSignature.getCAdESSignerInfo(0);

// YcoBepmeHCTByeM HOLUHCH maHHOro mommucanTa no CAJES-X Long Type 1.
// TlomumcaHT HOBOTO Kiacca 6ymeT Bo3BpaumeH (yHKIUe.

signer = signer.enhance(JCP.PROVIDER_NAME, JCP.GOST_DIGEST_0ID, chain,
"http://www.cryptopro.ru:80/tsp/", CAdESType.CAdES_X_Long_Type_1);

// Tlomy4aeM yCOBEPWEHCTBOBAHHYD IOLIUCE.
SignerInformation enhSigner = signer.getSignerInfo();

// CocTaBisgeM HOBHI CIHCOK, YTOOH 3aMEHUTHL MONNKCAHTA.
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// B >TO{ HNOANNCH TOJBKO OAWH IOLIHUCAHT!
SignerInformationStore dstSignerInfoStore =
new SignerInformationStore(Collections.singletonList(enhSigner));

// VcxopHas mommuch B ¢aline.
FileInputStream srcSignedData = new FileInputStream("signature.file");

// ByLymas ycOBeplleHCTBOBAHHAs IOANUCH B ¢aiiie.
FileOutputStream dstSignedData = new FileQutputStream("enhanced_signature.file");

// B umcxomHo# mommmcu srcSignedData 3aMeHdeM NOINIMCAHTa Ha HOBOTO.
CAdESSignature.replaceSigners(srcSignedData, dstSignerInfoStore, dstSignedData);

srcSignedData.close();
dstSignedData.close();

Mpumep 3awndposaHns cooblieHUs B afpec nosydaTens.

// Bybep mna coxparenus mozmmcu Enveloped CMS
ByteArrayOutputStream envelopedByteArrayOutStream = new ByteArrayOutputStream();

// Co3gparme obberTa Enveloped CMS
EnvelopedSignature signature = new EnvelopedSignature();

// DobaBmenue monyuaTtens (ceprupmxar). [lpum pacumbpoBaHUM IOIYyIATEINb
// 6ymeT HCHOIB30BATb 3AKPHTHH KINY, COOTBETCTBYOWEH AAHHOMY CepPTHPUKATY
signature.addKeyTransRecipient (recipientCertificate); // cTpykTypa key_trans,

// ZomyckaeTCs TONBKO KIlY obMeHa
// unm
// signature.addKeyAgreeRecipient(recipientCertificate); // cTpykTypa key_agree

// Vannmanusanus Enveloped CMS 6ydpepoM nis COXpaHEHUS IOLIUCH
signature.open(envelopedByteArrayOutStream) ;

// ToATOTOBJIEHHNE NAHHHE A 3aUUGPOBAHUS -CTPOKA WM NOLIUCH,
// momydemnas c momombi CMSSign (samples.jar) wmmm CAJES API
byte[] data = ...

// 3BammppomBamme maHHHX data
signature.update(data, 0, data.length);

// ®opMumpoBamme mnozmucu Enveloped CMS
signature.close();

// Tonyuenue mommucu B ¢opmaTe Enveloped CMS B 6ydep
byte[] envelopedByteData = envelopedByteArrayOutStream.toByteArray() ;

Mpumep paclwmndpoBaHnst coobuieHnst nonyyaTenem.

// Bybep mmsi coxpaHeHus pacUUbPOBAHHHX IAHHHX
ByteArrayOutputStream decryptedByteDataStream = new ByteArrayOutputStream() ;

// lpouuTanHoe B 6ydep coobmenme dpopmaTa Enveloped CMS
byte[] envelopedByteData = ...
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// Co3gpamme obbverTa Enveloped CMS ¢ mepezadeil eMy 6ydpepa mommucu I pacuuppoBaHUS
signature = new EnvelopedSignature(new ByteArrayInputStream(envelopedByteData));

// PacumdpoBaHwe NOANNCYE HA 3aKPHTOM KJKNYE IOIyYaTeNs C 3aluChD
// pacumdpoBaHHHX LaHHHX B 6ydpep decryptedByteDataStream
signature.decrypt(recipientCertificate, recipientPrivateKey, decryptedByteDataStream) ;

// TlomydyeHue pacmubpOBAHHHX INAHHHKX - CTPOKH MM IOAINCH, KOTOPYH MOXHO
// namnee mpoBepuTh c moMompi CMSVerify (samples.jar) umm CAdES.jar
byte[] decryptedByteData = decryptedByteDataStream.toByteArray();

Knacc CadESSignature ucnonbsyetcs ans gekoguposanust nognucu dopmata CAdJES nepes nposepkoii nnu
O151 MOATOTOBKM Mognucu npu ee cosgaHum. [laHHble nognucm MoryT ObiTb nepefaHbl B BUAE BXOLHOIMO MOTOKA
InputStream. [1pu npoBepke NogNNch MOXET ObITh AEKOAMPOBAHA KaK C aBTOMATUYECKUM OMpPeLEesEHNEM TUNA, TakK U
c 3agaHHbim Tunom. Mognuck opmaTta CAJES-X Long Type 1 moxet bbiTh nposepeHa, Hanpumep, kak CAJES-BES
unn CAdES-T, ecnu npu gekogmpoBaHuu NogNUCK nepefatb B KOHCTPYKTOP COOTBETCTBYIOLLMIA TuM.

Knacc CAdESSigner UCNoJb3yeTCs ANs NpPeACTaBJIEHNS AEKOANPOBAHHOrO NoAnucaHTa, u 0bbeKTbI 3TOro TUMa
HOCTYMHbI TOJILKO MpW NpoBepke nognucu. B nognucaHHom coobuieHnm nx MoxeT 6biTb Heckonibko. VHTepdeiicol
CAdESSignerT n CAdESSignerXLT1 NpeaoCcTaBAstOT AONOAHUTENbHBIE (DYHKLUUN ANS NOAYUYEHUSI PAa3ANYHBIX CBEAEHNI
o noanucy. Knacc CAdESSigner comepxut dyHkumnto verify (), koTopast Takxe, Kak U CAdESSignature, No3goasieT
YyKa3aTb, C KaKuM TUMOM MpPOBEPWUTb MOAMNWCL. TaK, Hanpumep, obbekT knacca CAdESSignerTImpl, T. €. noAnuchb
dopmata CAdES-T, moxeT buiTe nposepeHa, kak CAJES-BES, ecnu B dyHkuyunio verify() nognucaHTta nepeaaTs
Tpebyemebiit Tun.

Ho Bepcun 2.0.39267 BKAOYMTENBHO MOJSIHASE MpPOBEPKA LENoYkU cepTudMKaToB onepaTopa Cayxbbl
BHYTPEHHEro ITaMna He BbINONHANACh. B Tekyweid Bepcunm faHHas nposepka BobinonHsietcs (gns  T-
noanucK), HO MOXeT ObiTb OTKIKOYEHA C MOMOLLBIO MapameTpa ru.CryptoPro.AdES.validate_tsp (Hanpumep,
—Dru.CryptoPro.AdES.validate_tsp=false). Tekywan Bepcusi Takke OTAM4YaeTcst bonee >XEeCTKOW MNONMTUKON B
oTHoweHun Hanm4us gokasatensctBa (CRL, OCSP) ans ceptudpmkarta cnyxbbl wramna B yCOBEPLLIEHCTBOBAHHOM
BHYTPEHHEM LUTaMMe BPeMeHN, OAHAKO B LeNsAX COBMECTUMOCTU C NpeAblayLiMU BEPCUSIMU NPOBEPKA OTKJIOYEHA.
OHa MOXeT bbITb BKJIOYEHA C MOMOLWbLI napameTpa ru.CryptoPro.AdES.require_tsp_evidence (Hanpmmep,
—Dru.CryptoPro.AdES.require_tsp_evidence=true)

B Tekyweii Bepcun Takxe npu cosgaHuu nognucn (addSigner) wim ee ycoBeplueHCTBOBaHMM (enhance)
mMoxHo nepepatb CRL ans nposepkn Leno4vkn nopnncaHTa wim cepTUUKATOB Cy>XObl LITAMMNOB UAM B KaYecTBe
AONOJHNTENLHOrO UCTOYHWNKA [0Ka3aTeNbCTB.

Knacc EnvelopedSignature ncnosib3yetcs ans cosganusi sawmdposarnHoro coobuienusi Tuna Enveloped CMS
unm ero pacwmdposarusi. B kavecTBe BXoAHbLIX AaHHBIX MOXET BbICTynaTh Kak nognucek popmata CAdES nan CMS,
Tak 1 AaHHble noboro apyroro dopmarta (3T0 cresyeT yunTbiBaTh NpU paclunpoBaHn COODLLEHNS afpecaToMm).
LLndpyemble unu pacwmndposbiBaemble gaHHbIE MOTYT BbiTh NepegaHbl B BUAE BXOAHOMO NMOTOKa InputStream.
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11 WVcnonb3oBaHue omnonmnotekn XAdES.jar gns co3pganus
n npoBepku nognucu cpopmata XadES-BES, XadES-T n XadES-
X Long Type 1

B coctae guctpubytuea Kpuntollpo JavaCSP Bepcus 5.0 KC1 Bxoant 6ubnnoteka XAdES. jar. Ee HazHaveHue
— co3gaHue n nposepka nognucu popmata XAJES-BES, XadES-T n XadES-X Long Type 1.

XAdES (XMLDSig Advanced Electronic Signatures) — 3To cTaHgapT 3/71€eKTPOHHON MOAMNUCK, PACLUMPSIIOLLNT
Bepcuio cTaHgapta asektpoHHoii nognucn XMLDSig (https://www.etsi.org/deliver/etsi_ts/101900_101999/
101903/01.03.02_60/ts_101903v010302p . pdf).

PopmaTel XAJES Bo MHorom cosnapatoT ¢ dhopmatamu CAdES, Ho odbopmneHbl B COOTBETCTBUM CO CTaHAapTOM
XMLDSig.

Bubnunoteka XAdES.jar nmeer Heckonbko 3aBucumocTeii:

e ycraHoBneHHblii Kpuntollpo JavaCSP sepcua 5.0 KC1;

® 33aBNCUMOCTb OT 0Oubnmotek bouncycastle Bepcum jdkl5on-1.50: bepkix-jdki5on-1.50.jar u
bcprov-jdki5on-1.50. jar;

® 3aBNCUMOCTb OT 6nubAnoTek AdES-core.jar u CAdES. jar.

Mepen yctaHoBkoli XAdES.jar pekOMEHAYeTCsi CKOMMpOBaTb B Mamky, KyAa MpOW3BOANTCS YCTaHOBKA,
Bnbnunotekn bouncycastle M ycTaHoBUTb/cKonupoBaTb AdES-core.jar u CAdES.jar, ybeguewmuce, yto Kpuntollpo
JavaCSP ycranoeneH.

VcTanoeuts XAdES MoxHO, kKak 1 CAAES. jar, HECKOJILKMMU criocobamu:

e c nomouybto setup.exe (8 OC Windows) — B rpynne "CAdES, XAdES"";

e c nomouybto setup console — B rpynne "CAdES, XAdES";

® C NMOMOLLbIO KOMaHAHOW CTPOKM, NyTeM NOCNeA0BaTeNIbHOrO BbI30Ba KNaCCOB-YCTAHOBLUMKOB CHayana MOAys
AdES-core (java -jar AdES—Core.jar), 3aTeM — YycCTaHoBWMKa Moaynsi CAdES. jar (java -jar CAdES.jar), "
XAdES. jar (java -jar XAdES.jar);

® MpOCTbIM KOMUPOBaHMeM paiisios, Hanpumep, B nanky JRE/lib/ext.

Hokymentaums XAdES, Bkatoyatolas onucaHue KiaccoB N METOAOB, a TakKXe MpuMepbl paboTbl, HaxoanTcs
B nanke javadoc auctpmbytmea B dpaiine XAdES-javadoc.jar. [osHble TEKCTbI MPUMEPOB CO3LAHWUS U MPOBEPKY
HaxoAATca B nakeTe xades chalina samples-sources. jar.

XAdES npepoctaensier XAdES API, B koTopbiii BxogaT knacchl XAdESSignature n XAdESSigner.

Moanepxueaetcs cosgaHue nognuceii hopmaTa:
o XAdES-BES

e XadES-T

e XadES-X Long Type 1

Mpumep coszpannsa XAJES-BES nognucu.

System.setProperty("com.sun.security.enableCRLDP", "true");
System.setProperty("com.ibm.security.enableCRLDP", "true");

String documentContext =
"<?7xml version=\"1.0\"7>\n" +
"<PatientRecord> \n" +
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" <Name>John Doe</Name> \n" +

" <Account Id=\"acct\">123456</Account> \n" +

" <BankInfo Id=\"bank\">HomeBank</BankInfo> \n" +
" <Visit date=\"10pm March 10, 2002\"> \n" +

" <Diagnosis>Broken second metacarpal</Diagnosis> \n" +
" </Visit>\n" +

"</PatientRecord>";

String ref_acct = "acct"; // cchnka Ha NOLNKCHBAEMbI y3el

// BeromupoBaHWe OKyMEHTa

DocumentBuilderFactory dbFactory = DocumentBuilderFactory.newInstance();
dbFactory.setNamespaceAware (true) ;

Document document = dbFactory.newDocumentBuilder () .parse(

new ByteArrayInputStream(documentContext.getBytes()));

XPathFactory factory = XPathFactory.newInstance();
XPath xpath = factory.newXPath();

XPathExpression expr = xpath.compile(String.format("//*[@Id='Ys']", ref_acct));
NodeList nodes = (NodeList) expr.evaluate(document, XPathConstants.NODESET);

Node node = nodes.item(0);
String referenceURI = "#" + ref_acct;

// TlommuchBaeMasl CCHUIIKA.
DataObjects dataObjects = new DataObjects(Arrays.asList(referenceURI));
dataObjects.addTransform(new EnvelopedTransform());

PrivateKey privateKey = ... // kmod momgmucu
List<X509Certificate> chain = ... // uenodka CcepTUPUKATOB MIOLIUCH

XAdESSignature xAdESSignature = new XAdESSignature();

// mobammsem mommucanTa ¢opmara XadES-BES. Takxe mMoxHO mepezmaTbh CRL [ IpOBEpPKU IE€NOYKU
// mommucaHTa BMECTO MCHIOJb30oBaHus enableCRLDP
xAdESSignature.addSigner (JCP.PROVIDER_NAME, null, privateKey, chain, XAdESType.XAdES_BES, null);

FileOutputStream fileOutputStream = new FileQutputStream("signed.xml");
xAdESSignature.open(fileOutputStream) ;

// Tommucanue.
xAdESSignature.update((Element) node, dataObjects);
xAdESSignature.close();

Mpumep nposepkun Bcex nognuceli popmata XAdES 8 XML gokymenTe.

// OeromupoBaHHE LNOKYMEHTa C IOAIMCHI

DocumentBuilderFactory dbFactory = DocumentBuilderFactory.newInstance();
dbFactory.setNamespaceAware (true) ;

Document document = dbFactory.newDocumentBuilder() .parse(new FileInputStream("signed.xml"));

Set<X509Certificate> certs = ... // ZONONHWTeIbHEHE CEePTHPUKATH I IOCTPOSHHUA IIEIOYKH
Set<X509CRL> cRLs = ... // CRL pAis mpoBepKM LENOYKH CEPTUPHKATOB

XAdESSignature xAdESSignature = new XAdESSignature(document.getDocumentElement (),
XAdESType .XAdES_BES) ;
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‘ xAdESSignature.verify(certs, cRLs);

Ecnn cnucok CRL oTcyTCTBYET, TO MOXKHO BKIHOYUTL MPOBEPKY LIENOYKMN CepTUDUKATOB OHNaliH C obpalieHnem
k CRL no cetu:

System.setProperty("com.sun.security.enableCRLDP", "true");
System.setProperty("com.ibm.security.enableCRLDP", "true");

DocumentBuilderFactory dbFactory = DocumentBuilderFactory.newInstance();
dbFactory.setNamespaceAware (true) ;
Document document = dbFactory.newDocumentBuilder () .parse(new FileInputStream("signed.xml"));

Set<X509Certificate> certs = ... // DONONHWTEeNbHHE CEepPTUPUKATH [ INOCTPOEHUS IE€NOYKA
XAdESSignature xAdESSignature = new XAdESSignature(document.getDocumentElement(),
XAdESType . XAdES_BES) ;

xAdESSignature.verify(certs);

Mpumep nposepkn otgensHoii nognucu XAdES-BES 8 XML gokymenTe.

// mekomupoBaHWE NOKYMEHTA C NOLNUCHI

DocumentBuilderFactory dbFactory = DocumentBuilderFactory.newInstance();
dbFactory.setNamespaceAware (true) ;

Document document = dbFactory.newDocumentBuilder () .parse(new FileInputStream("signed.xml"));
Set<X509Certificate> certs = ... // HOHONHWTEeNbHEHE CEPTUPUKATH s IOCTPOEHUS IENOYKA
Set<X509CRL> cRLs = ... // CRL nns OpOBEPKU LEIIOYKH CepTUOUKATOB

XAdESSignature xAdESSignature = new XAdESSignature(document.getDocumentElement (),
XadESType . XAdES_BES) ;

// mexomupoBarue c TumoM XAJES-BES

XAdESSigner xAdESSigner = xAdESSignature.getXAdESSignerInfo(0);

// TlpoBepra OTZeNbHOM NOANNCH C HOPATIKOBEHM HOMepoM O
xAdESSigner.verify(certs, cRLs);

Knacc XAdESSignature wucnosnb3yercs ans gekoamposaHus nognucm dopmata XAdES nepen nposepkoii
WA ONs MOAFOTOBKM nognucm npu ee cosgavuun. [lpu npoBepke MNOANMUCH MOXET ObITb OEKOAMPOBaHa Kak
C aBTOMAaTMYECKUM OMpefAefieHNeM Tuna, Tak M C 3agadHeiM Tunom. [loanuce dopmata XAdES-T moxer
bbITb nposepeHa, Hanpumep, kak XAdES-BES, ecnn npu pekoguposaHuu noanucn nepefatb B KOHCTPYKTOP
COOTBETCTBYIOLMNA TUM.

Knacc XAdESSigner mcnonb3yeTcst Ajisi NPeacTaB/ieHns 4EKOAUPOBAHHOIO MOAMMCAHTA, 1 0bBEKTBI 3TOro TMna
OOCTYMHbI TONILKO MpU NpoBepke mognucu. B nognucaHHoM coobuieHun mx MoxeT BbiTb Heckosibko. WHTepdeiic
XAdESSignerT npefoCTaBAsieT AONOAHUTENbHbIE DYHKLUMKM AN MOJYYEHUs pa3indHbIX cBeaeHnin o nognucn. Knacc
XAJESSigner cofiepXuT cyHkumto verify(), KoTopasi Takxe, Kak u XAdESSignature, NO3BONSIET YKa3aTb, C KaKUM
TUMNOM NPOBEPUTL MOAMUCL. Tak, Hanpumep, obbekT knacca XAdESSignerTImpl, T.e. nognuck cpopmata XAdES-T,
MOXeT bbITh nposepeHa, kak XAdES-BES, ecnin B doyHkuumio verify () nognucaHta nepefats Tpebyemblii Tun.

Ho Bepcun 2.0.39267 BKAOUMTENBLHO MOMHAs MpPOBEPKA UENoYku cepTudrKaToB onepaTopa Cayxbbl
BHYTPEHHEro LITamna He BbINOMHANAack. B Tekyweidl Bepcum paHHas nposepka BbinonHsietcs (gns  T-
no,u,nmcm), HO MOXET ObITb OTKJIKOYEHA C MOMOLLLIO MNapameTpa ru.CryptoPro.AdES.validate_tsp (Hanpmmep,
—Dru.CryptoPro.AdES.validate_tsp=false). Tekywiasi Bepcusi Takxke OT/in4YaeTcss bosiee >XECTKOR NOAUTUKON B
oTHoweHun Hanndnsi gokasatensctea (CRL, OCSP) ans ceptudpmkata cnyxbbi wramna B yCOBEpLUIEHCTBOBAHHOM
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BHYTPEHHEM LITaMMe BPEMEHN, OAHAKO B LESAX COBMECTUMOCTM C MpeablgylnMn BEPCUSMUN NPOBEPKA OTKJIIOYEHA.
OHa MOXeT bbITb BK/IOYEHA C MOMOLbLI napameTpa ru.CryptoPro.AdES.require_tsp_evidence (Hanpmmep,
-Dru.CryptoPro.AdES .require_tsp_evidence=true).

B Tekyweli Bepcum Takxe npu cosganunm nognucu (addSigner) wmam ee ycoseplueHCTBOBaHWM (enhance)
mMoxxHo nepegaTe CRL ana nmpoeepku uenoyku nognucaHta uam cepTudrKaToB CNyXObl WTAaMMOB MM B Ka4ecTBe
JOMONHNTENIbHOrO NCTOYHMKA [OKA3aTeNbCTB.
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12 Wcnonb3oBaHune ytuantol keytool

Mpu pabote kpuntonposaligepom Kpuntollpo JavaCSP cnegyiowme onepaymu MOryT OCYLLECTBAATHLCA He
TONILKO Yepes cTaHaapTHblid nHtepdeiic JCA, Ho Takxe npu nomowm yTuanTsl keytool:

® reHepaumsi Knto4da snekTpoHHol nognucu ¢ anroputmom [OCT P 34.10-2001 wnn FTOCT P 34.10-2012 u
COOTBETCTBYIOLLErO MY CaMOMOANUCAHHOrO cepTudmKaTa C 3anmcbio NX Ha OAWNH U3 HOCUTENE;

e reHepauusi 3anpoca Ha CEpPTUMMKAT KtoYa MPOBEPKM IIEKTPOHHON MOAMUCH B COOTBETCTBMU C XPaHSILLUMCS
Ha HOCUTEeNE KJIHOHOM 3JIEKTPOHHONW MOAMNMUCH;

® reHepauumsi CaMOMOAMUCAHHOrO CepTucmkaTa Kao4a MPOBEPKM SEKTPOHHONR MOAMUCA B COOTBETCTBUM C
XPaHSILLMMCSl Ha HOCUTENIE KJIHOHOM 3IEKTPOHHONA MOAMMCK 1 3anncCb CepTudMKaTa Ha HOCUTENb;

e uTeHMe cepTMPuKaTa Kito4a MPOBEPKN SNEKTPOHHONR MOLMMUCU C HOCUTENS U 3anuck ero B cpaiis;

e YTeHue cepTudrKaTa OTKPLITOro KatoHa n3 daiina v 3anucb ero Ha HOCUTESIb B COOTBETCTBUMN C XPaHSLLUMCS
Ha HOCUTENE KJIHOHOM 3JIEKTPOHHOW NMOAMNMCH;

e uTeHMe JOBEPEHHOro cepTudmkaTa N3 XpaHWInLLa 1 3anuce ero B caiin;

® uTeHMe JOBEpeHHOro cepTudmkaTa n3 daiifna 1 3anncb ero B XpaHuinLle

Mpu reHepaumn camonoannUCaHHOro ceptudpnkaTa nMpy MOMOLM YTUANTBI keytool HUKAKME PacLUMPeHUst B
cepTudmkaT He ycTaHanausatoTcs. [ns reHepaumu cepTUOMKATOB C PaCLUIMPEHUSIMU CIEAYET BOCMOJIb30BAThCS
MeToAaMu knacca GostCertificateRequest (CM. BbiLe).

Huxe NPUBOOATCA NpUMEPbl OCYLUECTBIEHNA NEPEHUCNEHHbIX onepal_|,|/||7| npn nomoLin p'aHHOI7| YTUNNTBI.

12.1 [NpocmoTp coaep>XMmMoro KJj4eBOoro HOCUTENS

B AAaHHOM nNpuMepe OCYLUECTBAAETCA NMPOCMOTP COAEPXKUNMOro K/AKHYEBOro HOCUTENA ()KeCTKI/II7I AVICK) n
MPONHNLNANTN3NPOBAHHOIO MMEHEM 3TOIN0 HOCUTENA XpPaHNANLWa OOBEPEHHbIX CepTI/ICbVIKaTOB.

[MTpoCcMOTp COAEPXKMMOrO OCYLLECTBASIETCA NPX MOMOLUM KOMaHAbl -list, KOTOpOl B Ka4eCTBe MapamMeTpoB
nepefatoTCs:

e Tun nposaiigepa (Kpuntollpo JavaCSP): -provider ru.CryptoPro.JCP.JCP

® VIMS KJIKO4EBOro HOCUTENsH (PKeCTKMiA ANCK): -storetype HDIMAGE

® NyTb K XpaHunuwly OOBEPEHHbIX CepTVl(bVIKaTOB, APONHNUNANN3NPOBAHHOMY  MMEHEM HOCUTENA:
-keystore c:\.keystore

® Napofib Ha XpaHUAWLLE AOBEPEHHbIX CepTudUKaToB: -storepass 123456

Takum 0b6pa3om, NPOCMOTP COAEPKMMOIO HOCUTENSt N COOTBETCTBYIOLLErO €My XPaHWINLA [LOBEPEHHbIX
cepTUUKATOB OCYLLECTBIAETCS:

keytool -list -provider ru.CryptoPro.JCSP.JCSP -storetype HDIMAGE -keystore c:\.keystore -v
-storepass 123456

12.2 TleHepayuns kYA N COOTBETCTBYHOLWEro €My CaMonoanncaHHOro
ceptudmkaTa U 3annUcb NX Ha HOCUTeENb

B naHHOM npuMepe OCyLIECTBASIETCA reHepauusi KAO4a 3JEKTPOHHOW MOAMMUCHA W COOTBETCTBYIOLLErO €My
camonoanucaHHoro ceptudukaTta B cootsercteum ¢ anroputmom [OCT P 34.10-2001 wam TOCT P 34.10-2012
M 3annUcCb NX HA HOCUTEb.

[eHepauusi 1 3anuCb K/tOYa W CepTMPUKaTa OCYLLECTBASIETCS MPU MOMOLUM KOMaHAbl -genkey, KOTOPOW B
Ka4yecTBe NapaMeTpoB NepefaroTcs:
® YHWKaJbHOE NMSsI CO34aBaE€MOro KJlo4a 1 COOTBETCTBYIOLErO eMy cepTudmkaTa: -alias myKey
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ANVHa cosgasaemoro ktoya (B coorserctsum ¢ anroputmom FOCT P 34.10.2001): -keysize 512
Tun npoeaiigepa (Kpuntollpo JavaCSP): -provider ru.CryptoPro.JCSP.JCSP
NapoJfib Ha 3anNuCbiBaeMblil kKtOY: -keypass 11111111
MMS KJTKOHEBOTO HOCUTENsT (XKECTKUM ANCK): -storetype HDIMAGE
umMs cosgaBaemoro ceptucpukata no craHgapty X.500: -dname CN=myKey,0=CryptoPro,C=RU
NyTb K XPaHWINWY [OOBEPEHHbIX CepTUUKATOB, MNPONHULMUANNZNPOBAHHOMY WMEHEM  HOCUTESNS:
-keystore c:\.keystore
® MapoJsib Ha XpPaHWJINLLE LOBEPEHHBLIX CEPTUCUKATOR: -storepass 123456
e anroputm rerepauuu kntoda FOCT P 34.10-2001: -keyalg GOST3410EL
e anroputm nognucy ceptucpukata (FOCT P 34.10-2001): -sigalg GOST3411withGOST3410EL

Takum 0bOpa3om, reHepaumsi Kj4a 3EKTPOHHON MOAMUCU 1M COOTBETCTBYIOLWLEO €MY CaMOMOAMUCAHHOMO
cepTudmkaTta 1 3anncb NX Ha HOCMTENb OCYLLECTBSIETCS:

keytool -genkey -alias myKey -keysize 512 -provider ru.CryptoPro.JCSP.JCSP -keypass 11111111
-storetype HDIMAGE -dname CN=myKey,0=CryptoPro,C=RU -keystore c:\.keystore -storepass 123456
-keyalg GOST3410EL -sigalg GOST3411withGOST3410EL

12.3 TleHepauunsa knto4eBoit Nnapbl N 3aNUCb €e Ha HOCUTESb

B maHHOM npumepe OCyLLECTBASETCA reHepauusi Kalo4eBoi napel B cooteetcTBum ¢ anroputmom [OCT P
34.10-2001 nan TOCT P 34.10-2012 n 3anucb ee Ha HOCUTEND.

[eHepauys 1 3aNNCb KKOYEBOI Napbl OCYLLECTBSETCS NMPU NMOMOLLN KOMaHAb! -genkeypair, KOTOPOU B Ka4ecTBe
napaMeTpoB nepesatoTcs:

® YHNKaJNbHOE NMSsI CO3[4aBaEMOro KJlo4a 1 COOTBETCTBYIOLLErO eMy cepTudmkaTa: -alias myKey
ANMHa co3gasaemoro katoda (B coorserctum ¢ anroputmom FOCT P 34.10.2001): -keysize 512
nmsi nposaiigepa (Kpuntollpo JavaCSP): -providername JCSP
MMS KJTKOHEBOTO HOCUTENST (XKECTKUM ANCK): -storetype HDIMAGE
anroputm revepauunm kntoda FOCT P 34.10-2001: -keyalg GOST3410EL
anroputm nognucy ceptucpukata (FOCT P 34.10-2001): -sigalg GOST3411withGOST3410EL
NyTb K XPaHWIMLLY, B KOTOPOM DyAeT XpaHUTbCs KNto4: -keystore c:\.keystore
naposb Ha XpaHWauLLE KJtoYeli: -storepass 123456
naposib Ha KntoYy: -keypass 11111111

Takum obpasom, reHepaumnst KAHOYEBOU Napbl U 3aMUCb €e Ha HOCUTENIb OCYLLECTBAETCS:

keytool -genkeypair -alias myKey -keysize 512 -providername JCSP -storetype HDIMAGE -keyalg
GOST3410EL -sigalg GOST3411withGOST3410EL -keystore c:\.keystore -storepass 123456
-keypass 11111111

12.4 TleHepauns 3anpoca Ha ceptudukaT Kjo4Ya MNPOBEPKU
3NEeKTPOHHOW NOAMUCU B COOTBETCTBUMN C XPAHSALLMUMCS HAa HOCUTEJIE KJIHOYOM
3NEeKTPOHHOW noanucu n 3anncb 3anpoca B chaiin

B paHHOM npuMepe OCYLECTBASIETCS reHepauusi 3anpoca Ha cepTudMKaT Kito4a MPOBEPKU SEKTPOHHOI
MOAMUCA B COOTBETCTBUU C XPaHALMMCS HA HOCUTENE KOHOM SJIEKTPOHHONW MOAMUCU U 3anucb 3anpoca B aiin.

leHepauus n 3anuck B haiin 3anpoca OCYLLECTBAAETCS NPU NMOMOLLM KOMaHbl -certreq, KOTOPOIi B KaYecTee
napaMeTpoB NepefatoTCcs:
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® YHVKANbHOE UMS KJHO4a /IEKTPOHHOIR MOAMUCK HA HOCMTENe, B COOTBETCTBUM C KOTOPbIM OCYLLECTBASETCS
reHepaumsi 3anpoca Ha cepTudmkat: -alias myKey

e Tun nposaiigepa (Kpuntollpo JavaCSP): -provider ru.CryptoPro.JCSP.JCSP

® MapoJib Ha KJIKOY NEKTPOHHOI noanucu: -keypass 11111111

® MMs K/IHO4EBOrO HocuTens (XKeCTKuii Auck): -storetype HDIMAGE

e NyTb K XPaHWINWY [OBEPeHHbIX CepTUCUKATOB, MNPOUHNLUANNINPOBAHHOMY WMEHEM  HOCUTESNS:
-keystore c:\.keystore

® Maposib Ha XpPaHWINLLE LOBEPEHHBLIX CEPTUCUKATOR: -storepass 123456

e anroputm noanucy 3anpoca Ha ceptudukat (FTOCT P 34.10-2001): -sigalg GOST3411withGOST3410EL

e nyTb K paliny ans 3anucm B Hero 3anpoca: -file c:\request.bin

Takum obpasom, reHepaumsi 3anpoca Ha CepTUUKAT KJOHYa NPOBEPKUN 3IEKTPOHHON MOAMUCY B COOTBETCTBUN
C XPaHALMMCS Ha HOCUTENIE KJIHOYOM 3JIEKTPOHHON MOAMNMCY 1 3anuch 3anpoca B dralin oCyLLecTBAAETCS:

keytool -certreq -alias myKey -provider ru.CryptoPro.JCSP.JCSP -keypass 1111111 -storetype
HDIMAGE -keystore c:\.keystore -storepass 123456 -sigalg GOST3411withGOST3410EL -file
c:\request.bin

12.5 Tlenepauyusi camonognucaHHoro ceptudpukaTa KJto4a MpPOBEpKN
3N1EeKTPOHHOW NOAMUCU B COOTBETCTBUMN C XPAHSLLMUMCS HA HOCUTEsIE KJH0YOM
3NEeKTPOHHOW NoAnNnucKu N 3anncb ceptucgmnkaTa Ha HOCUTESNb

B paHHOM npumMepe OCYWECTBASIETCA TreHepaunst CaMOMOAMUCAHHOrO cepTudnkata Kioda MpOBEPKY
3JIEKTPOHHOW NOAMWCUA B COOTBETCTBUM C XPAHSAWMMCS Ha HOCUTENE KIHOYOM 3/EKTPOHHOI MOANUCU K 3anucb
cepTudmkata Ha HocuTenb. Ecnm Ha HocuTese yxxe CywecTByeT cepTudpmKkaT Kito4a NPOBEPKU SNIEKTPOHHON NOANUCH,
COOTBETCTBYOLUI [aHHOMY KJHOYY 3/EKTPOHHOI MOANMUCKH, TO OH DyAeT nepesanuncaH.

leHepauust 1 3anNnCb Ha HOCUTENb CaMOMOAMMCAHHOIO CepTUdMKaTa OCYLLECTBSETCS NPU MOMOLLN KOMaHAbI
-selfcert, KOTOPOIi B Ka4eCTBE NapaMeTPOB NepesatoTCs:

® YHNKaJIbHOE UMSsI KJtOHA 3NEKTPOHHONM MOAMMUCU HA HOCUTENE, B COOTBETCTBMM C KOTOPbIM OCYLLECTBISETCS
reHepaumsi CaMONOANUCaHHOro cepTudukaTa: -alias myKey
Tun npoeaiigepa (Kpuntollpo JavaCSP): -provider ru.CryptoPro.JCSP.JCSP
Napofib Ha KJIKOY 3NEKTPOHHONW nognucu: -keypass 11111111
MMS KJTKOHEBOTO HOCUTENsT (XKECTKU ANCK): -storetype HDIIMAGE
NyTb K XPaHWAWLLy [JOBEPEHHbIX CepTM(UKATOB, MNPOUHULMANIN3NPOBAHHOMY WMEHEM HOCUTESNS:

-keystore c:\.keystore
® MapoJsib Ha XPaHWINLLE JOBEPEHHBIX CEPTUMDUNKATOB: -storepass 123456
e anroputm nognucy ceptucpukata (FOCT P 34.10-2001): -sigalg GOST3411withGOST3410EL
e nMs co3aasaemoro ceptudmkata no craHgapty X.500: -dname CN=myKey,0=CryptoPro,C=RU

Takum obpasom, reHepauusi CamoMNoANUCaHHOro cepTudMKaTa Kioda MPOBEPKM SJEKTPOHHOW Noanucn B
COOTBETCTBUM C XPaHSLLMMCS Ha HOCWTEsIE K/OYOM SJIEKTPOHHOW MOAMWCU W 3anncb cepTudmkata Ha HOCUTENb
OCYLLECTBIAETCA:

keytool -selfcert -alias myKey -provider ru.CryptoPro.JCSP.JCSP -keypass 11111111 -storetype
HDIMAGE -keystore c:\.keystore -storepass 123456 -sigalg GOST3411withGOST3410EL -dname
CN=myKey, 0=CryptoPro, C=RU

Crpanuua 86 ns 105



MKTHAN.00101-01 96 02. Kpuntollpo CSP. Pykoeoacteo nporpammucta JavaCSP u Android

12.6 YTteHue cepTucukaTa kKNOYa NPOBEPKN INEKTPOHHON NMOANMUCK C
HOCUTeNnsa u 3anucb ero B caiin

B AaHHOM npumepe OCyLLECTBISETCS YTEHME CePTUMKATa KItOHa NPOBEPKYN 3NEKTPOHHOR NOAMNNCA C HOCUTENS
M 3anucb ceptudukata B daiin.

YreHne cepTucbukata KAOHA MPOBEPKM 3SJIEKTPOHHOW MOAMUCA C HOCUTENst W 3anucb ero B haiin
OCYLLECTBJISIETCS NPU NMOMOLLM KOMaHAbI -export, KOTOPOli B Ka4eCTBE NMapamMeTpoB NepeaatoTcs:

® YHMKa/JIbHOE WMSI 4MTAaeMOro C HOCUTENs cepTudrkaTa K/toda MPOBEPKU SJIEKTPOHHOW  NOAMNUCH:
-alias myKey

e Tun nposaiigepa (Kpuntollpo JavaCSP): -provider ru.CryptoPro.JCSP.JCSP

® 1M KJIIO4EBOrO HOCUTENst (XKECTKMIA ANCK): -storetype HDIMAGE

® NyTb K XPaHWINWY [AOBEPEHHbIX CEPTUUKATOB, MNPOVHULUANNSMPOBAHHOMY UMEHEM  HOCUTENS:
-keystore c:\.keystore

® Maposib Ha XPaHWINLLE JOBEPEHHbIX CEPTUMUNKATOB: -storepass 123456

e nyTb K paliny ans 3anucu B Hero ceptudukarta: -file c:\myKeyCert.cer

Takum obpasom, uyTeHne cepTucdmkaTa K/O4a MNPOBEPKN 3AEKTPOHHOW MOAMWUCKH C HOCUTENSt U 3anuchb
ceptudpmkata B daiin ocyLecTBASETCA:

keytool -export -alias myKey -provider ru.CryptoPro.JCSP.JCSP -storetype HDIMAGE -keystore
c:\.keystore -storepass 123456 -file c:\myKeyCert.cer

12.7 YreHue cepTudmkaTta Kst04a NPOBEPKUN IMNEKTPOHHON Noanmncm m3
chaiina n 3anucb ero Ha HoCUTelb B COOTBETCTBMUN C XPaHALLMMCS HA HOCcuTene
KJIIDO4YOM 3/1eKTPOHHOW Noanuncwu

B paHHOM npumepe ocywecTeasieTcs YTeHme cepTudmkaTa KJkoHa NPOBEPKM SMEKTPOHHON nognucu us aiina
M 3annCb €ro Ha HOCUTENb B COOTBETCTBUMN C XPAHSLLMMCS Ha HOCUTENIE KJIHOYOM 3JIEKTPOHHOW MOANMCH.

YreHue cepTudpmkaTta KjtoHa MPOBEPKM 3EKTPOHHOW nognucnm w3 daiina U 3anucb €ro Ha HOCUTENb
OCYLLECTBJISIETCS NMPU NMOMOLLM KOMaHAbl -import, KOTOPOI B Ka4eCTBE NMapameTpoB NepeaatoTcs:

® YHNKa/JIbHOE WMS KJtOo4Ya 3/EKTPOHHOW MOAMUCK HAa HOCMTENe, B COOTBETCTBUM C KOTOPbIM Ha HOCUTENb
3anuncbIBaeTCs cepTudukaT: -alias myKey

e Tun nposaiigepa (Kpuntollpo JavaCSP): -provider ru.CryptoPro.JCSP.JCSP

® MapoJib HA KJIOY 3/IeKTPOHHOI nognncu: -keypass 11111111

® VMS KJKO4EBOro HocuTenst (PKeCTKMii Anck): -storetype HDIMAGE

e NyTb K XPaHWINLY [AOBEPEHHbIX CepTUGUKATOB, MPOVHULMAINSUPOBAHHOMY UMEHEM  HOCUTENS:
-keystore c:\.keystore

® MapoJib Ha XPaHWNLLE AOBEPEHHbLIX CEPTU(UKATOB: -storepass 123456

e nyTb K haiinly Ans 4TeHUs U3 Hero cepTudumkaTa: -file c:\myKeyCert.cer

Takum obpasom, uTeHue cepTudpmkaTa KtoYa MPOBEPKU IEKTPOHHON noanucy u3 chaiina v 3anmchb ero Ha
HOCUTEJNIb B COOTBETCTBUM C XPAHALLMMCA HA HOCUTENE KJIFOYOM 3JIEKTPOHHOIN MOAMNCU OCYLLECTBASAETCS:

keytool -import -alias myKey -provider ru.CryptoPro.JCSP.JCSP -keypass 11111111 -storetype
HDIMAGE -keystore c:\.keystore -storepass 123456 -file c:\myKeyCert.cer
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12.8 YrteHue poBepeHHOro ceptucmkaTa U3 XpaHnaumuia n 3anncb ero
B chaiin

B AaHHOM npumMepe OCyLLECTBSETCS YTEHUE AOBEPEHHOrO cepTudmKaTa N3 XpaHUAuLWa n 3anuck ceptudurkaTa
B chaiin.

YTeHne [JoBepeHHOro cepTupMKaTa U3 XpaHWINLWA U 3annucb ero B paiiNl OCYLLECTBASIETCS NPM MOMOLLM
KOMaHZbl -eXport, KOTOPOii B Ka4ECTBE NapaMeTPOB MNepPesatoTCs:

® YHUKaJbHOE MMSI YUTAEMOrO N3 XPaHUANLLA JOBEPEHHOrO cepTudpurkaTa (NMpeanonaraeTcs, 4To Ha HoCuTene
HET KJIto4a C TEM XKe mmeHeM): -alias myCert

e Tun nposaiigepa (Kpuntollpo JavaCSP): -provider ru.CryptoPro.JCSP.JCSP

® 1Ml KJIIO4EBOrO HOCUTENst (XKECTKMIA ANCK): -storetype HDIMAGE

® NyTb K XPaHWINWY [AOBEPEHHbIX CEPTUUKATOB, MNPOVHULUANNSMPOBAHHOMY UMEHEM  HOCUTENS:
-keystore c:\.keystore

® Maposib Ha XPaHWINLLE JOBEPEHHbIX CEPTUMUNKATOB: -storepass 123456

e nyTb K paliny ans 3anucu B Hero ceptudukarta: -file c:\myCert.cer

Takum obpasom, 4TeHue [oBepeHHOro cepTudmkaTa W3 XpaHWAWWA W 3anucb cepTudukata B dpaiin
OCYLLECTBISETCS:

keytool -export -alias myCert -provider ru.CryptoPro.JCSP.JCSP -storetype HDIMAGE -keystore
c:\.keystore -storepass 123456 -file c:\myCert.cer

12.9 YreHue posepeHHoro ceptudmkata u3 caisia nm 3anucb ero B
XpaHunauwe

B AAHHOM NMpUMeEpeE OCYLLECTBNAAETCA HTEHNE AOBEPEHHOIO CepTI/I(bI/IKaTa n3 cba|7|na N 3aNNCb €ro B XpaHuianuie.

YTeHne [OBEpEHHOro cepTUpMKaTa M 3aMnUCb €ro B XPaHWIWLLE OCYLIECTBASIETCS MPW MOMOLUM KOMaHAbI
-import, KOTOPOI B Ka4yeCTBe MapaMeTPOB NepeaatoTCs:

® YHVKaJIbHOE 3annCbIBaeMoro ceptudprkata (MpeanonaraeTcs, YTo Ha HOCUTENE HET KJIHOHA C TEM XKE UMEHEM ):
-alias myCert

e Tun nposaiigepa (Kpuntollpo JavaCSP): -provider ru.CryptoPro.JCSP.JCSP

® MMs KJIHO4EBOro HocuTens (XKeCTKuMii AucK): -storetype HDIMAGE

® NyTb K XPaHWINWY [AOBEPEHHbIX CepTUGUKATOB, MNPOVHULNANNSMPOBAHHOMY UMEHEM  HOCUTENS:
-keystore c:\.keystore

® Maposib Ha XpPaHWINLLE LOBEPEHHbIX CEPTUCUKATOR: -storepass 123456

e nyTb K haiiny Ans 4TeHus u3 Hero ceptudpumkaTa: -file c:\myCert.cer

Takum obpasom, uTeHue cepTudpmkaTa KtoYa NPOBEPKU 3EKTPOHHON nognucu us haiina v 3anuck ero Ha
HOCUTESIb B COOTBETCTBUMN C XPAHSALLMMCS HA HOCUTENE KIHOHOM 3IEKTPOHHOW NOAMNUCK OCYLLECTBIIAETCS:

keytool -import -alias myCert -provider ru.CryptoPro.JCSP.JCSP -storetype HDIMAGE -keystore
c:\.keystore -storepass 123456 -file c:\myCert.cer

12.10 VYpaneHue knro4Ya U COOTBETCTBYIOLLEr0 €My CaMOMNOANNCAHHOro
cepTudgumukaTta c HocuTens

B fpaHHOM npumepe OCyLECTBASETCS yAaNieHUe KJOYa SJEKTPOHHOW MOAMWCUM U COOTBETCTBYIOLLEFO €My
CaMOMOANMCaHHOIO cepTudrKaTa C HOCUTENS.
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VaaneHue Kto4a v COOTBETCTBYIOLLErO eMY CaMOMOAMMCAHHOIO CEPTMPUKATA C HOCUTESNS OCYLLECTBASIETCS Npu
noMOLLM KOMaHAbl -delete, KOTOPOI B KaYeCTBE MapaMeTPOB NepefaroTCs:

® YHUNKaJIbHOE UMSA YAaNAEMOro Kito4a: -alias myKey

e Tun nposaiigepa (Kpuntollpo JavaCSP): -provider ru.CryptoPro.JCSP.JCSP

® MMs KJIHO4EBOrO HocuTens (XKeCTKuii AuckK): -storetype HDIMAGE

e NyTb K XPaHWINWY [OBEPeHHbIX CepTUCUKATOR, MNPOUHNLUANNIUPOBAHHOMY WMEHEM  HOCUTESNS:
-keystore c:\.keystore

® Naposib Ha XpPaHWINLLE LOBEPEHHBbIX CEPTUCUKATOR: -storepass 123456

Takum obpasom, yganeHue KOHa SEKTPOHHOW MOAMMCKA U COOTBETCTBYIOLLErO €My CaMOMOAMUCAHHOMO
cepTuuKaTa C HOCUTENSI OCYLLECTBISETCS:

keytool -delete -alias myKey -provider ru.CryptoPro.JCSP.JCSP -storetype HDIMAGE -keystore
c:\.keystore -v -storepass 123456

Mpn ypaneHum KkaHa C HOCUTENs, TPeDylowero napossi JOCTyma K KoYy Ha HOCUTENE Mpu yhAaneHuw
(nanpumep, HDIMAGE) B kauectBe nmenn Heobxopmumo nepegate FQCN, npu s1om naponb Oyger 3anpolueH
yepe3 okHo kpuntonpoBaiigepa Kpuntollpo CSP. Takum obpasom, ymaneHme Kato4a 3AEKTPOHHOW MOAMUCH W
COOTBETCTBYIOLLErO eMy camonognucaHHoro ceptucukata co cuuteisatens HDIMAGE ocywecTeasiercs:

keytool -delete -alias //./HDIMAGE/cnt -provider ru.CryptoPro.JCSP.JCSP -storetype HDIMAGE
-keystore c:\.keystore -v -storepass 123456

12.11 VYpaneHue poBepeHHoro ceptudpmkata n3 xpaHmnumua
B gaHHOM npuMepe OCyweCTBASIETCA yAaNeHNe JOBEPEHHOrO CEpTUMKaTa N3 XPaHUINLLA.

VaaneHne foBepeHHOro cepTudmkKaTa n3 XpaHuamnLLa oCyLeCcTBISIETCS NPU MOMOLLM KOMaHAbI -delete, KOTOPON
B KAa4€CTBE NAPaMETPOB NEPENAOTCA:

® YHUKaJbHOE UMs yAansiemoro ceptudmkarta (Npesnonaraercsi, YTO Ha HOCUTENIE HET KtoHa C TEM XKe
nMeHem): -alias myCert

e Ttun nposaiigepa (Kpuntollpo JavaCSP): -provider ru.CryptoPro.JCSP.JCSP

® VIMS KJIKO4EBOro HoCuTenst (PKeCTKMiA AncK): -storetype HDIMAGE

® NyTb K XPaHWIWLY [OBEPEHHbIX CEpTUCUKATOB, MNPOUHNLMUANNINPOBAHHOMY WMEHEM HOCUTENS:
-keystore c:\.keystore

® Napofib Ha XpaHUAWLLE AOBEPEHHbIX CepTUdUKaToB: -storepass 123456

Takum o6pa30M, yAaneHne nOBEPEHHOIoO CepTVICbVIKaTa N3 XpaHnnauniia OCyLeCTBIAETCA:

keytool -delete -alias myCert -provider ru.CryptoPro.JCSP.JCSP -storetype HDIMAGE -keystore
c:\.keystore -v -storepass 123456
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13 WcnonbsosaHue ytunntol ComLine

HekoTopble onepaunmn TakKe MOXHO OCYLLECTBUTL C MOMOLLBIO FOTOBbLIX KJ1ACCOB nakeTa ComLine M3 Mogyns
Samples, Bxogswero B coctas Kpuntollpo JavaCSP.

3anyctute ComLine C BbI3OBOM HYXXHOrO Kfacca Jimbo cam KJlacC, WCMOMb3ysl Clefylouime napameTpsl
KOMaHAHOWM CTPOKN:

java ComLine NameofClass args mmu java NameofClass args

Hanpumep:

java ComLine KeyPairGen -alias name_of_key -dname CN=autor, 0U=Security, 0=CryptoPro, C=RU
-reqCertpath C:/req.txt

nin

java KeyPairGen -alias name_of_key -dname CN=autor, 0U=Security, 0=CryptoPro, C=RU -reqCertpath
C:/req.txt

13.1 [lpoBepka ycTaHOBKN U HACTpOeK NpoBaiigeposB
[MpoBepKy YCTAHOBKM U OCHOBHbIX HAaCTPOEK MpoBaiigepa MOXHO OCYLLECTBUTL 3aMyCKOM:

CheckConf (6e3 mapaMeTpoB)

13.2 [lpoBepka paboTocnocobHocTu npoBaiigepos
[ns npoeepkn paboTocnocobHOCTM NpoBaiaepoB BLINOAHUTE KOMAHAY:
CheckConfFull [-servDir C:/*.x]

-servDir pabouasi gupekTopusi (MO yMOSHaHMIO TeKyLLas)

BbII'IOJ'IHFII'OTCﬂ TE€CTbl Ha reHepayuto KJ'II'O‘-Iel‘/JI, reHepaynto n NpoBEPKY NMOoANUCU, a TaKXe TECTbl Ha CO34aHneE
ssl-coegunenus (ecnu ycranosnen Kpuntollpo JavaTLS).

3anyck Bo3moxeH npu ycnosuu, 4to Kpuntollpo JavaCSP 6bin ycTaHosneH ycnewHo.

13.3 Pabota c kntoyamu n ceprtucpmnkatammn

13.3.1 TleHepauusi knO4YeBOW nNapbl N COOTBETCTBYIOLLEro eii CamMonoAnMCaHHOro
ceptucpukaTa. 3annck Mx Ha HocuTenb. leHepauums 3anpoca Ha cepTudmkaT U 3anuUcb ero
B dpaiin

[eHepaumst KAtOYEBON Mapbl OCYLLECTBISIETCS C MOMOLLbIO KOMaHAbI:

KeyPairGen -alias name_of_key [-alg GOST3410EL] [-storetype HDIMAGE] [-storepath null]
[-storepass null] [-keypass password] [-isServer true] -dname CN=author, 0U=Security, 0=CryptoPro,
C=RU -reqCertpath C:/*.* -encoding der
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-alias
YHUKaJIbHOE MMSsI 3aMNCbIBAEMOrO KJtO4a
-alg
anroputm ansi resepauyun (no ymondanmo GOST3410EL)
-storetype
nms kntodesoro Hocutenst HDIMAGE (xectkuii anck), REGISTRY (peectp OC Windows),
NMst KapToukn uam TokeHa (no ymondanuo HDIMAGE)
-storepath
NyTb K XpPaHUANLLY JOBEPEHHbIX cepTudukaTos (no ymondaxuto null)
-storepass
naposib Ha XpaHWiuLLe LOBEPeHHbIX cepTudmkaTos (no ymondanuto null)
-keypass
naposib Ha 3anucbiBaemMblii katod (no ymondanuio null)
-isServer
€C/IN KJIIOH CEpPBEPHBIV, TO 3HadeHue true (no ymonyanuio false)
-dname
NMsi CybbekTa 415t FeHepaunm CaMONOANMCAaHHOrO cepTudukaTa
-encoding
koamposka (DER/BASE64) (no ymonyanuio DER)
-reqCertpath

nyTb A4 3anncu 3anpoca

Mony4yeHHble TakuM 0BpPa3oM KIHOUM MOXHO WCMOJIb30BaTh KaK AJ1si TeHEPALMM SNEKTPOHHOW MOAMUCYU, TaK U
ans obmeHa.

13.3.2 TllonyyeHue ceptudpmnkata u3 3anpoca. 3anucb ceptudmkaTta B XpaHuauuie n B

cainn

Crepytowiass kOMaHga npefHa3HadeHa Asist MOJydeHusi cepTudpmkaTa U3 3anpoca M 3anucb ceptudpukata B
XpaHunaue v B cpaiin:

getCert -alias name_of_key [-storetype HDIMAGE] [-storepath null] [-storepass null] -http
http://www.cryptopro.ru/certsrv/ -certpath C:/*.cer -reqCertpath C:/*.*

-alias

YHUKAJIbHOE UMA KJHo4Ya
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-storetype
nms kntodesoro Hocutenst HDIMAGE (xectkuii anck), REGISTRY (peectp OC Windows),
NMsi KapToukn uan TokeHa (no ymonuyanuo HDIMAGE)
-storepath
NyTb K XPaHUAULLY JOBEPeHHbIX cepTudpmkatos (no ymonyanuto null)
-storepass
Maposib Ha XpaHWNLLE AOBEPEHHBIX CepTudukaTos (no ymondanuio null)
-http
NyTb K LEHTPY cepTudurKkaLmum
-reqCertpath
nyTb K cpaiiny ¢ 3anpocom
-encoding
koamposka 3anpoca (DER/BASE64) (no ymouanunio DER)
-certpath

nyTb K chaiiny gas 3anucm ceptudukarta

13.3.3 TlocTpoeHue uenoykun ceptucunkaTos
HOCTpOVITb LEeNOo4Ky CepTVICbI/IKaTOB BO3MO>XHO C MOMOLWbKO KOMaHAbI:

Certs -alias name_of_key [-storetype HDIMAGE] [-storepath null] [-storepass null] [-keypass
password] -certs C:/my.cer, C:/*.cer, ..., C:/root.cer

-alias

YHUKAJIbHOE UMSA KJHo4a

-keypass
naposb Ha ko4 (no ymondanuio null)
-storetype
nms kntodesoro Hocutenss HDIMAGE (xectkuii gnck), REGISTRY (peectp OC Windows),
MMsi KapToYKM nnn TokeHa (no ymonuanuto HDIMAGE)
-storepath
MyTb K XpPaHUANLLY AOBEPEHHbIX cepTudukaTos (no ymondaxuto null)
-storepass
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naposib Ha XpaHuiunLe fOBepeHHbIX cepTudunkaTos (no ymondanuto null)
-certs

nyTn K ceptudpmkaTam

13.3.4 ®dopmupoBaHue 3N1eKTPOHHOW nognucu
cDO[I)MVIpOBaHI/Ie 3J'IEKTpOHHOI7I noannCnM OCyLLECTBAAETCA C MOMOLBKO KOMaHAbI:

Signature -alias name_of_key [-storetype HDIMAGE] [-storepath null] [-storepass null] [-keypass
password] -signpath C:/*.* -filepath C:/*.*

-alias
YHUKaNbHOE UMS KJtoYa
-keypass
napoJsib Ha 3anucbiBaemblii ko4 (no ymondanuio null)
-storetype
nms kntoudesoro Hocutenss HDIMAGE (xectkuii anck), REGISTRY (peectp OC Windows),
NMsi KapToHKK man TokeHa (no ymonuanuto HDIMAGE)
-storepath
MyTb K XpaHUANLLY AOBEPEHHbIX cepTudukaTos (no ymondaxuto null)
-storepass
Maposib Ha XpaHWULLE AOBEPEHHbIX CepTudukaToB (no ymondaruto null)
-signpath
nyTb K cpaiiny nognucm
-filepath

NyTb K NOAMNUCLIBaeMomy dpaiiny

13.3.5 [lpoBepka 3nekTpoHHOW Nnoanucu

[MpoBepKka 31eKTPOHHOW NOANUCH OCYLLECTBASETCS C MOMOLLbIO KOMaHLbI:

SignatureVerif -alias name_of_key [-storetype HDIMAGE] [-storepath null] [-storepass null]
-signpath C:/*.x -filepath C:/*.*

-alias

YHUKAJIbHOE UMA KJHo4a
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-keypass
napoJsib Ha 3anucbiBaemblii ko4 (no ymondanuio null)
-storetype
nms kntodesoro Hocutenss HDIMAGE (xectkuii anck), REGISTRY (peectp OC Windows),
MMsi KapToHKM mnn TokeHa (no ymonuanuto HDIMAGE)
-storepath
MyTb K XpPaHUNLLY AOBEPEHHbIX cepTudukaTos (no ymondaxuto null)
-storepass
Maposib Ha XpaHWULLE AOBEPEHHbIX cepTudukaTos (no ymondanuto null)
-signpath
nyTb K cpaiiny nognucm
-filepath

NyTb K NOANUCLIBaeMomy dpaiiny
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14 Wcnonb3oBaHue Kpuntollpo JavaTLS

14.1 3anyck cepBepa 3 KOMaHAHON CTPOKU

Server [-port port]

[-auth true] [-keyStoreType HDIMAGE] [-trustStoreType HDImageStore]

-trustStorePath C:/*.* -trustStorePassword trust_pass -keyStorePassword key_pass

-port

-auth

-keyStoreType

-trustStoreType

-trustStorePath

-trustStorePassword

-keyStorePassword

-servDir

nopt cepeepa (no ymonyanuto 443)

HY>Ha i1 ayTeHTupukaumst knuenTta (no ymondauuto false)

nms kntodesoro Hocutenss HDIMAGE (kectkuii guck), REGISTRY (peectp OC
Windows), nms kaptoukn unu tokeHa (no ymondanuto HDIMAGE)

TUN HOCMTENs AN XpaHuauwa gosepeHHbix ceptudpukatos HDImageStore
(xectkuii gnck), FloppyStore (anckera) (no ymonyanuio HDImageStore)

NyTb K XPaHWINLLY JOBEPEHHBIX CEPTMUKATOB

Naposib Ha XpaHW/INLLE SOBEPEHHLIX CEPTMPUKATOB

napoJib Ha KoY

pabouas gupekTopus cepeepa (Mo yMONYaHMIO TekyLas)

MNpun 3anpoce pecypca shutdown cepeep ocTaHaBiIMBaeTCs, NpeABapUTENLHO MOCNAB KIWEHTY OTBET, KOTOPbIii
coaepxuT coobuieHne ob oCTaHOBKE CepBepa MO OKOHYaHUWN CECCUN.

14.2 3anyck knneHTa U3 KOMaHOHOW CTPOKWU

Client [-port port]

-trustStorePath C:/*.x*

[-server serverName] [-keyStoreType HDIMAGE] [-trustStoreType HDIMAGE]

-trustStorePassword trust_pass -keyStorePassword key_pass [-fileget

gettingFileName] [-fileout outputFilePath]

-port

nopT cepsepa (no ymonuanuio 443)
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-server
nms cepeepa (no ymonuyanuto localhost)
-keyStoreType
nms kntodesoro Hocutenss HDIMAGE (kectkuii guck), REGISTRY (peectp OC
Windows), nms kaptoukn unu tokeHa (no ymondanuto HDIMAGE)
-trustStoreType
TUN HOCUTENs AJs XpaHuiuwa gosepeHHbix ceptudmkatos HDImageStore
(ecTknii anck), FloppyStore (auckera) (no ymonyanuto HDImageStore)
-trustStorePath
NyTb K XPaHWINLLY [OBEPEHHbLIX CEPTUNKATOB
-trustStorePassword
naposib Ha XpaHWNLE LOBEPEHHBIX CEPTUDNKATOB
-keyStorePassword
naposb Ha KoY
-fileget
umsi pecypca (no ymonyanuto index.html)
-fileout

nyTb K paiiny BoiBoga (no ymonyauto out.html)

14.3 3anyck kaveHTa Harpy3o4HOro npuMepa u3 KOMaHOHOW CTPOKMU
(HighLoadExample)

JTLS_samples.HighloadExample -client [-port hostPort] [-host hostName] [-get sourcePage] [-t T]
[-n N] -source sourceDir -store tempDir -trustStorePath C:/*.* [-trustStoreType trust_type]
-trustStorePassword trust_pass [-keyStoreType keystoreTypel [-keyStorePassword key_pass] [-ct X]
[-external] [-apache4] [-trace] [-help]

Mpy BbLINOSIHEHMN KOMaHAbI MOryT noTpeboBaTbCst napamMeTpbl -Dcom.sun.security.enableCRLDP=true u
-Dcom.ibm.security.enableCRLDP=true 451 OCYLLECTBNEHUSI MPOBEPKU Lenoyku ceptudmkatos online.

-port

nopT cepsepa (no ymonyanuto 443)
-host

nmsi cepeepa (no ymonvatuto 127.0.0.1)
-get
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UMsi 3arpy>xaemoro pecypca (no ymondanuto default.htm)

-t
KOJINHECTBO MOTOKOB (MogktoueHnii) (no ymonyanuio 2)
-n
KOJINYECTBO 3aMpocoB Ha MOToK (nogkntodeHne) (Mo ymonyaxuo 2)
-source
narka c pecypcamu Ans nepefadu CepeepoM KimeHTy (Noka He MCnosib3yeTcs)
-store
nanka fJisi COXpaHeHMs 3arpy>xaeMoro pecypca
-trustStorePath
NyTb K XpaHWANLLY JOBEPEHHBIX CEPTUUKATOB
-trustStoreType
nms kntodesoro Hocutenss HDIMAGE (kectkuii guck), REGISTRY (peectp OC
Windows), nms kaptoukn nnu tokeHa (no ymondanuto HDIMAGE)
-trustStorePassword
Napo/ib Ha XpaHUNLLE AOBEPEHHbIX CepTUNKaTOB
-keyStoreType
nms kntodesoro Hocutenss HDIMAGE (xectkuii guck), REGISTRY (peectp OC
Windows), nms kaptoukn nnu tokeHa (no ymondanuto HDIMAGE)
-keyStorePassword
Naposib Ha KoY
-ct
TalimayT paboTbl noToka kineHTa (cek.) (Mo ymonyanuto 5 MuH.)
-external
o3HayvaeT nogkitodeHne kK "BHewHemy'"(He CO34aHHOMY B 3TOM >Xe NpUMepe)
cepsepy
-apache4
o3HavaeTt wucnons3osaHnme Apache HttpClient 4.x BmecTo BHYTpeHHero knacca
Client. Bubnnotekn apache gonxHel 6biTh B KaTasore lib/ext
-trace

03HayvaeT NoApobHbIli BbIBOS B KOHCOJb

Crpanuua 97 uns 105



MKTHAN.00101-01 96 02. Kpuntollpo CSP. Pykoeoacteo nporpammucta JavaCSP u Android

-help

VIHdDOpMaLI'I/IFI O TOM, KaKNe€ KOMaHAbl MOXXHO NCNOJIb30BaTb

14.4 3anyck knueHTa Ha ocHoBe Apache HttpClient 4.x ns komangHoim
ctpokun (ApacheHttpClient4XExample)

JTLS_samples.ApacheHttpClient4XExample [-port hostPort] [-host hostName] [-get sourcePagel
[-allow] [-auth] [-save path] -trustStorePath C:/*.* [-trustStoreType trust_type] -trustStorePassword

trust_pass [-keyStoreType keystoreType] [-keyStorePassword key_pass] [-help]

Mpn BLINONHEHUN KOMaHAbl MOryT noTpeboBaTbCsi napameTpbl -Dcom.sun.security.enableCRLDP=true u
-Dcom.ibm.security.enableCRLDP=true A1A OCYLLECTBAEHNSA MPOBEPKN LENOYKN ceptudpukatos online.

-port

-host

-get

-save

-allow

-auth

-trustStorePath

-trustStoreType

-trustStorePassword

-keyStoreType

nopt cepeepa (no ymonyanuto 443)

nmsi cepeepa (no ymonvanuto 127.0.0.1)

nms 3arpyxaemoro pecypca (no ymondanuio default.htm)

NOJIHBLIA NyTb A8 COXPAaHEHUS 3arpy>KeHHOro pecypca

ONS OTK/tOYeHUst npoBepku cooTBeTcTBUs agpeca pecypca u CN cepsepHoro
cepTudumkaTta

YKa3blBaeT Ha HEODXOAUMOCTL KJIMEHTCKOR ayTeHTUUKaLmmn

NyTb K XPaHWINLLY AOBEPEHHBIX CEPTU(UKATOB

nms kntodesoro Hocutenss HDIMAGE (kectkuii guck), REGISTRY (peectp OC
Windows), nms kaptoukn unu tokeHa (no ymondanuto HDIMAGE)

Maposib Ha XpaHWJINLLE SOBEPEHHbLIX CEPTMPUKATOB
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umsi kitovesoro Hocutenss HDIMAGE (xectkuii guck), REGISTRY (peectp OC
Windows), nms kaptoukn unu tokeHa (no ymondanuto HDIMAGE)

-keyStorePassword
napoJib Ha KJOY
-help

VIHd)OpMaLI,VIﬂ O TOM, KaKne KOMaHAbl MOXXHO NCNOJIb30BaTb
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15 Wcnonb3oBaHue dyHkunii Kpuntollpo JavaCSP B
CK3WM nop ynpasneHmnem OC Android

B CK3WN Kpuntollpo CSP nog ynpaenednem OC Android wcnonbsytoTcs cyHKUMM Kpuntonposaiigepa
Kpuntollpo JavaCSP wepes crangaptHble untepdpeiicel JCA/JCE, onucannbie Bbiwe. [Mpumepbl ncnonb3osaHus
dyHkunii npusegeHsl B koge npunoxerns ACSPClientApp («CSP lMpumepbi»), KoTopoe nocTaBnsieTcsi BMeCTe C
anctpubytusom CK3W gna OC Android. dna ncnonssosanus npumMepos pabotsl dyHKLUE HEOBXOAUMO BLINOAHUTL
npesBapuUTESIbHYIO HAaCTPOIiKy npoekTa demo-npunoxeHus B cpege paspabotku IDEA IntelliJ 14.

15.1 Hacrpoiika npoekta demo-npunoxeuns ACSPClientApp («CSP
Mpumepbi») B cpege pa3pabotku IDEA IntelliJ 14

15.1.1 OcHoBHble HaCTpoOiiku

1) Heobxopnmo yctaHoBNT!

o IDEA INTELLIJ 14 c caiita http://www. jetbrains.com/idea/download/

e JDK 1.7 (wnn Bblwe) c caiita http://www.oracle.com/technetwork/java/javase/downloads/
index.html

e Android SDK 4.0 (API Level 21) c caiita http://developer.android.com/sdk/index.html wan
http://qdevarena.blogspot.ru/2010/05/download-android-sdk-standalone-for.html

2) C caiita http://cryptopro.ru Heobxogumo ckavaTb apxus android-csp ans OC Android. Janee cnegyer
pacnakoBaTb apxus (Hanpumep, B nanky "C:\android csp"). Tyga e MOXHO MONOXNTb 3aBUCUMOCTU W3 Manku
dependencies (ecnu npegnonaraercst ucnonssosats JCPxml).

3) Tpebyercs ycranoBuTb npunoxenne ACSP.apk ¢ nomowpto ytunutel adb u3 cocrasa SDK
($SDK_DIR/platform-tools/adb install path_to_apk). [locne ycTaHOBKM B YCTPOIICTBE MOSIBUTCS MNPUIOXKEHUE
«CryptoPro CSP» («Kpuntollpo CSP»).

4) B rnobasibHbIx nepeMeHHbIX HEODXOANMO nponucaTs nyTu:

e ANDROID SDK — nytb k Android SDK;
e JDK HOME — nyts k JDK.

5) B cnincke nyteii k ucnonHsiembim chaiinam HeobxoaMMo ykasaTb nyTu K yTuautam android, javac, java, ant,

adb, ddms v T.n., Hanpumep:
e %ANDROID SDK%\tools
e %ANDROID SDK%\platform-tools
e %JDK_ HOME%\bin

15.1.2 WmnopTt npoekTa

1) 3anyctute IDEA. Boinonnute «File» —«Import Project». Otkpoiite nanky « ACSPClientApp»— «Import
from existing sources...»

2) Ortkpoiite ceoiicTBa npoekta («File» — «Project Structurey). [lobasbte [+] ycranoenentbie JDK u Android
SDK (Ha Bknagke SDKSs), yka3sbiBasi Ha COOTBETCTByOWME nanku. YKaxxuTe npoekTy Ha pobaenenHyto JDK (Ha
Bknagke «Projecty —cnncok «Project SDK»). Ha Bknagke Modules Haxmute cnpasa [+] «Jars or directoriesy,
pobasbTe B npoekT paHee cosganHyto nanky "C:\android csp" c bubnmoTekammn, a TakxKe ykaute Ha nanky c
3aBucumoctsimu android dependencies. CoxpaHnTte nameneHus.

3) B ocHoBHoM okHe BbinonHute «Build» —«Make Project». CobpaHHbiii apk fomkeH bbITb noMelleH B nanky
"[project directory]\out\production\ACSPClientApp".
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15.1.3 TllopgroTtoBka kK 3anycky npumepa

1) NHnumnannsauns nposaiigepa CSP BbinonHsieTcs B npuioXeHun B rNaBHOi activity (MainActivity) B MeTOAE
onCreate () c nomoLbto MmeTopa CSPConfig.init(this) wnm CSPConfig.initEx(this). Knacc CSPConfig HaxoguTcs
B Mogyne JInitCSP, npeaHasHadeHHoMm gnsi pabotbl Tonbko B OC Android. Metog init() knacca BbinonHsieT
NPeABapuUTENIbHYIO MHULNANN3ALNIO NMPOBAAEPa B KOHTEKCTE MPUJIOKEHUS — CO3[AeT Mepapxuio Mamnok Cprocsp,
KOMUPYET 1 NPOBEPSIET JIMLEH3NIO, KONMPYET KOHUrypaLuto, cosgaeTcst gosepeHHoe xpanunuwe BKS B nanke security
npunoxeHns n 1.n. Metog initEx() BbINOMHSET Te Xe AeliCTBUA NJKOC 3arpy3Ky java-npoBaiijepoB 1 UX HaCTPOIKY.
B cnydae ycnexa meTogn BepHeT kog CSPConfig.CSP_INIT_QOK, B Apyrux ciydqasix — kKo owubkm (npu npobnemax c
KOMWPOBaHNEM, CO34aHNEM MAMOK, HAPYLIEHNEM LENOCTHOCTU U T.M.).

a) B activity, rge npoussognTcs pabota ¢ nposaiifepom, B MeToge onResume() Heobxoammo
OCYLLECTB/IATL BbI30B CSPConfig.registerActivityContext (this) Ans TOro, 4TOObI KOPPEKTHO BLIBOAWINUCH
okHa CH, BBofa napons u BbiBOAa COOBLLEHNTA.

6) Mocne ycnewHoit nHnumnannsayum CSPConfig.init (this) cnegyer 3arpysutb nposaiigepbl JavaCSP,
JavaTLS un RevCheck (a Takxe, npu Heobxogumoctu, npoMHWUMANU3NpoBaTb bubnnorteku JCPxml u
CAdES) € nomoubto MeTofa Security.addProvider (). [ns wHuumanusaumu JCPxml CrefyeT WCnonb30BaThb
XmlInit.init(). MeTon CSPConfig.initEx(this) BbINOAHMT pelicTBusS CSPConfig.init(this), a Takxke
3arpy3Ky OCHOBHbIX java-npoBaiifjlepoB CaMOCTOsITENLHO 1 3agacT ceoictea anst JTLS n CAdES.

B) [ns paboTbl npumepoB npu KaxAOM 3anycke demo-npusioKeHUsi BbIMOIHSETCS KOMMPOBaHMe
TECTOBbIX KJIIOHEBbIX KOHTENHEPOB M3 pecypcoB (clientTLS, serverTLS, clil2256, ser12256, clil2512,
ser12512), OflHAaKO CreHepupoBaTb KOHTEHEPbI MOXXHO N CaMOCTOATENIbHO Ha 3akiagke « KoHTeliHepb!y.

2) B npunoxenun 3abnokmpoBaHa BO3MOXHOCTb MOBOPOTAa 3KpaHa, T.K. HekoTopble okHa (JCH, 3ampoc
napons) Npou3BOASATCS U3 KPUNTONPOBalAepa 1 MOryT yTpaTuTh CBA3b C activity.

3) B npunoxeHun HeKOTOpbIE MPUMEPLI AOSKHBI 3aMyCKaTbCsl B OTAE/bHOM MOTOKE, T.K. B HUX MPOUCXOAUT
noakntoderne k cetn MutepHer. Knacc ClientThread npegHa3HadeH ANl 3aMycka 3a4ayn B OTAENLHOM MOTOKE.
lNepen 3anyckom npumepa B HEM MPOUCXOAUT BbI30B Looper . getMainLooper () .prepare (), 4Tobbl MOfanbHbIE OKHA
kpunTonpoBaiigepa (Bog naposs, JCYH) morim otobpaxaTbcs KOPPEKTHO.

15.1.4 WuTeHTbl npoBaiigepa ACSP

Ha 3aknagke « MIHTeHTbI» demo-npuioxeHnsi pacnofioXXeHbl KHOMKM AJ1s 3aMycKa CreLMann3npoBaHHbIxX activity
n3 ACSP, koTopbIM nepefaloTcst pas3/inyHbIe NapameTpsbi.

Mpn ncnonb3oBaHuM intent'oB BCe BbilenepeqnC/IEHHbIE NpUMepLI, Kak n cam nposaiigep JavaCSP c ero
uHuynanusaumeli n T.n., HE Hy>XHbI, T.K. Bce Heobxoaumble BUBANOTEKN yXKe ecTb B JaHHOW Bepcum npoeaiigepa
ACSP.

Takum obpasom, pabota paspabortumka cBogmTcs K Bbi3oBy activity nposaiigepa ACSP. ®aktuueckn, kog
NpUAOXKEHNsT pa3paboTymka B 4acTuU B3aWMOZLERCTBMSI C MPOBARAEPOM COAEPXKMUT TONLKO BbI3OB HYXKHOU activity
C nomowblo MeToaa startActivityForResult() n obpaboTky pesynbraTa no 3aBepleHun ee paboTbl (Hanpumep,
BbI30B activity mognucu SignatureActivity W nosyyeHWe MOAMMCU, WM BbI30B activity co3maHWsi KOHTeilHepa
GenerationActivity W nony4veHne NapameTpoB CO3[AHHOIO KOHTeHepa 1 T.,q.).

Cnucok intent’os:

1) ru.cprocsp.intent.COPY_CONTAINER — activity KOMMWpOBaHWSi KJOYEBOrO KOHTeliHEpa C AWCKa B
MPUIOXKEHNE;

2) ru.cprocsp.intent.INSTALL_CERTIFICATE — activity ycTaHoBKM cepTucdmkata B KOHTeliHep win
XPaHUINLLE;

3) ru.cprocsp.intent.SIGN_DATA — activity nognucu ganHbix (cpaiina). Ha Tekywmuii MOMeHT noaaepxumsaercs
dopmuposanmne nognucein dpopmata CAJES-BES n CAdES-X Long Type 1 c ogHum nognucaHTom;
4) ru.cprocsp.intent.BUILD_CHAIN — activity noctpoeHusi (1 npoBepku) Lenoyku cepTudmKaTos;

Crpanuua 101 n3 105



MKTHAN.00101-01 96 02. Kpuntollpo CSP. Pykoeoacteo nporpammucta JavaCSP u Android

5) ru.cprocsp.intent.VERIFY_SIGN — activity npoeepkn nognucu. Ha Tekywinii MOMeHT nopaepxusaeTcs
nposepka nognuceii hopmata PKCS#7 ¢ nposepkoii uenoykn (no ymonyanuto), CAdES-BES n CAdES-X Long Type
L

6) ru.cprocsp.intent.GEN_CONT — activity co3gaHusi KoHTeiliHepa u cepTudpukata (3anpoca). Ha Tekywuii
MOMEHT noagepxusaercs pabora ¢ Kpuntollpo VL Bepcuu 1.3-1.4 n B HECKONILKO OFPaHUYEHHOM PEXUME C
KpunTollpo VLl Bepcum 1.5.

[apameTpbl, KOTOpble MOXHO nepeaaBaTbh 3TWM activity, eCTb UM WUCNOAL3YIOTCA B NpUMepax B KJjacce
ACSPIntentActivity.

Ecnu xe paspaboTunky Heobxogumo cosgaTb CBOW COBCTBEHHbI MHTepdpeiic, To cneayeT obpaTuTbcs K
npuMepaM HIXe.

B byaywiem npegnonaraercs paclumpuTh CAUCOK NOAAEPKMBAEMbIX nognucel, ynyHwnTts paboty ¢ Kpuntollpo
VYU, sepcun 1.5, pobaeuth wudposatmne coobuienuii Ha kntode noayyartens (Enveloped CMS).

15.1.5 OnwncaHue npumepos
KpunTtonposaiiaep peanusyet untepdelic Java Cryptography Architecture.

1) GenKeyPairExample — MpWMep reHepauun KIOYEBOW Mapbl B KOHTEWHEPE, MOJYHEHWUS 1 YCTAHOBKM
ceptudmkata ¢ BBogom napons n buonornyeckum ACH (JCSP);

2) HashExample — npumMep pacyerta xaw-koga coobuwierus (JCSP);
3) SignExample — npumep nognucu coobuieHns TectoBbiM Kitodom clientTLS (JCSP);

4) VerifyExample — NpuMep MOANMCK COOBLLEHMS 1 NMPOBEPKM C MOMOLLBIO OTKPLITOrO Kitova cepTudurkaTa
clientTLS (JCSP);

5) ClassicEncryptDecryptExample — npumep 3awmndpoBaHns 1 paclimdpoBaHus COODLLUEHMS HA KitoYe
COrIacoBaHNsi CTOPOH C MOMOLLBIO ABYX TECTOBbIX KOHTeliHepoB — clientTLS u serverTLS (JCSP);

6) SessionEncryptDecryptExample — npumep 3awundpoBaHusi 1  paclmndpoBaHusi COODLUEHNs Ha
CUMMETPUYHOM KJIHOHE C MOMOLLbIO ABYX KOHTeliHepos — clientTLS v server TLS (JCSP);

7) CheckCertStatusExample — npumep MOCTPOEHUSI W MPOBEPKM CTaTyca LEMnoYKMm cepTudunkaTos,
ncnonbayercst ceptucpmkat clientTLS n kopHeBoii cepTudpukat test ca us xpaHuaMLa JOBEPEHHBIX CEPTUDINKATOB;

8) TLSSimpleExample, TLSClientAuthExample — npuMepbl ObOMeHa 1 3arpysku CTPaHWL, C MOMOLLbIO
cobcTBeHHOro Knacca Client C NMOAAEPXKKONA KANEHTCKONW ayTeHTudpmkaumu un bes Hee:

a) https://cpca.cryptopro.ru/default.htm (ogHocTtopoHHsisi ayTeHTudmkaums, FTOCT P 34.10-
2001);

6) https://www.cryptopro.ru:4444/test/tls-cli.asp (gByxcTopoHHsis aytenTucpukauyus, FOCT
P 34.10-2001);

B) https://testgost2012.cryptopro.ru/gostl.txt (ogHocTopoHHsisi ayTeHTucdpmkaums, FOCT P
34.10-2001 n FTOCT P 34.10-2012, KOPOTKMiA X3LU-KOA);

r) https://testgost2012.cryptopro.ru/gost2.txt (gByxcTopoHHsis ayTeHnTucpmkaums, TOCT P
34.10-2001 n FTOCT P 34.10-2012, KOpOTKMiA X3LU-KOA);

A) https://testgost2012st.cryptopro.ru/gostist.txt (ogHOCTOpPOHHSIS ayTeHTMdrKaLus,
FOCT P 34.10-2001 u FTOCT P 34.10-2012, anuHHbIA X3Ww-Kog);

e) https://testgost2012st.cryptopro.ru/gost2st.txt (aByxcTopoHHsist ayTeHTudpukaums, FOCT
P 34.10-2001 n FOCT P 34.10-2012, gauHHbIf X3LW-Kog);
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9) HttpTLSSimpleExample, HttpTLSClientAuthExample — npumMepbl 0OOMeHa U 3arpysku CTpaHML C MOMOLLLIO
bubnmotek Android Apache HttpClient 4 ¢ nogaep>xkoii KnueHTckoli ayTeHTubuKkaumm n bes Hee:

a) https://cpca.cryptopro.ru/default.htm (ogHocTopoHHsiss ayTeHTudbmkaums, TOCT P 34.10-
2001);

6) https://www.cryptopro.ru:4444/test/tls-cli.asp (gByxcTopoHHss ayTenTudpukaumsi, FOCT
P 34.10-2001);

B) https://testgost2012.cryptopro.ru/gostl.txt (ogHocTopoHHsisi ayTeHTudmkauyus, TOCT P
34.10-2001 n FOCT P 34.10-2012, KopoTkuii X3LU-KOA);

r) https://testgost2012.cryptopro.ru/gost2.txt (gByxcTopoHHss ayTenTudpmkaums, TOCT P
34.10-2001 n FOCT P 34.10-2012, KopoTkuii X3LU-KOA);

A) https://testgost2012st.cryptopro.ru/gostist.txt  (OBHOCTOPOHHsS  ayTeHTudpUKauus,
FOCT P 34.10-2001 u FTOCT P 34.10-2012, gnuHHbIA xaww-kog);

e) https://testgost2012st.cryptopro.ru/gost2st.txt (aByxcTopoHHsis ayTeHTudpukaums, FOCT
P 34.10-2001 u FTOCT P 34.10-2012, gnuHHbIii x3ww-Kog);

10) ChangePasswordExample — MpuWMep CMeHbl Mapofisi Ha KOHTeHep (CO3JaeTcs KOHTelHep, KOTOPbIi
MepEecoXPaHsIETCs C HOBbIM MapoJiem);

11) PrintCertificateContentExample — npuMep BbIBOAA COAEPXKMMOrO CepTUdMKaTa;

12) cMSSimpleSignExample, CMSWithAttributesSignExample — nNpuMepbl CO34aHMsi U MPOBEPKN MOLMNNCK
PKCS#7 n CAdES-BES c atpubytamu un 6e3 Hux;

13) RemoveContainersExample — npuMep yAasieHUsi OGHOTO WM BCEX KOHTENHEPOB;

14) XMLSignVerifyExample — npumep cosganusi nognucu XML gokymeHTa n ee mposepkn. 3aBucut OT
xmlsec-1.4.4.jar (BKNIOHAETCS B MPOEKT).

15) CAJESBESSignVerifyExample, CAAESXLT1SignVerifyExample — npumepbl co3ganust n nposepkn CAdES
nognucu cpopmata CAdES-BES wnnu CAdES-X Long Type 1. 3aBucar ot bepkix-jdki5on-1.50.jar u
bcprov-jdkl5on-1.50. jar (BKn|o-|a+0TC$| B npoeKT). TpebytoTcsi yCTaHOBNEHHbIE KOpPHEBble CepTUDUKATLI AJs
NOCTPOEHUs LLenoYeK CepTUUKATOB. YCTaHOBKA MOXET DbiTh MpoM3BefeHa OAHUM U ABYX CMOCODOB:

a) NMpPorpamMMHO B CreunanbHoe xpaHunuie cacerts gpopmata BKS, konupyemoe u3 pecypcos ACSP

WAN co3haBaemMoe Npu BbiNoSHeHUN CSPConfig.init(this) B namke security B nanke npuaoxenus. [Npumep

pobanenunsi ceptnpnkatoB — InstallCAdESTestTrustCertExample (CM. HuXKe);

6) B8 Android Bepcun 4.0 u Bbiwe cywecTByeT pasgen «besonacHocTb» B HacTpoiikax, rae MOXHO

MPOU3BECTU YCTAaHOBKY KOPHEBbIX CepTudunkaToB n3 daiinos Ha SD kapTe. DTu yCTaHOB/IEHHbIE MOJIL30BATENEM

KOPHEBbIE CepTUMKATLI TakxKe MOryT ncnonb3osatbcst Mogynem CAdES npw noctpoenun uenouek;

16) InstallCAdESTestTrustCertExample — MpuWMeEp YCTaHOBKU KOPHEBbLIX [OBEPEHHbLIX CepTudnKaToB B
cneuymnansHoe xpanuinite CAAES pns panbHeiilwero nx ncnonb3oBaHUst Npy NOCTPOEHUN LEMOYeEK CEPTUDUKATOB;

17) AgreementEnvelopedCMSExample — npumep dopmuposatusi Enveloped CMS ¢ wcnonb3oBanuem
TPaHCMOPTHOI CTPYKTYpbl key_agreement;

18) TransportEnvelopedCMSExample — npumep dopmuposatusi Enveloped CMS ¢ wucnonbsosanuem
TPaHCMOPTHOW CTPYKTYpbl key_transport ([OMYCKAaeTCst MCMOB30BAaTL TOJILKO Ko 0bMeHa).

B npumepax CheckCertStatusExample, CAdESBESSignVerifyExample, CAdESXLT1SignVerifyExample,
TLSSimpleExample, TLSClientAuthExample, HttpTLSSimpleExample u HttpTLSClientAuthExample WCNOJb3YyeTCA
NPOBEpPKa CTAaTyCa UENOYKMN CepTVICbI/IKaTOB online, nosTomMy obsizaTensHO 3a4aHne nNapaMeTpoB:
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System.setProperty("com.sun.security.enableCRLDP", "true");
System.setProperty("com.ibm.security.enableCRLDP", "true");

DTu napamertpsbl 3agatotcs B MainActivity npu nHuumanusaumm nposaiigepos.

B npumepax TLSSimpleExample, TLSClientAuthExample, HttpTLSSimpleExample v HttpTLSClientAuthExample
ans pabotel JavaTLS c JavaCSP ncnonbsyetcs cneaytowiee ycnogue:

‘ cpSSLConfig.setDefaultSSLProvider (JCSP.PROVIDER_NAME) ;

T.K. no ymon4danuio JavaTLS paboraer c JCP. cpSSLConfig — knacc kondurypaunm JavaTLS gns sBeibopa nposaiigepa
X3LWMPOBaHMS, NoanNucK u wndposaHns. IToT napaMeTp 3agaetcs B MainActivity npu nHmumnanmsaumm nposainaepos.

B npumepax CAJESBESSignVerifyExample, CAdESXLT1SignVerifyExample, AgreementEnvelopedCMSExample W
TransportEnvelopedCMSExample gnsi pabotel CAdES ¢ JavaCSP ucnonbsyetcs cnegytowee ycnosue:

‘ CAdESConfig.setDefaultProvider (JCSP.PROVIDER_NAVME) ;

T.K. no ymonyavuto CAdES pabotaet ¢ JCP. CAdESConfig — knacc koHdurypauun CAdJES gns ewibopa nposaligepa
X3LMPOBaHMS U Nognucu. DTOT napameTtp 3agaetcs B MainActivity npu nHnumannsauum nposaigepos.

B npumepax HttpTLSSimpleExample n HttpTLSClientAuthExample Ansi koppekTHoii pabotsl Apache HttpClient
4 ¢ TOCT-anroputmamm TpebyeTcs 3agaTb JOMNONHUTENbLHBIE NapaMeTpbl, KoTopele B cnydae JCP nponuckiBanuce B
java.security (B sun/ibm jre):

Security.setProperty("ssl.KeyManagerFactory.algorithm", Provider.KEYMANGER_ALG) ;

Security.setProperty("ssl.TrustManagerFactory.algorithm", Provider.KEYMANGER_ALG) ;

Security.setProperty("ssl.SocketFactory.provider", "ru.CryptoPro.ssl.SSLSocketFactoryImpl");

Security.setProperty("ssl.ServerSocketFactory.provider",
"ru.CryptoPro.ssl.SSLServerSocketFactoryImpl");

OTu napametpsbl 3agatotcs B MainActivity npu nHuumanusaumm nposaiigepos.

BaxxHo Takxke BbINOAHATL 3akpbiTue http-coeguHenns (shutdown) AN KOPPEKTHOrO 3aBeplueHus paboTbl u
Bbl30Ba finalize() B COKeTe.

15.1.6 [dononHutenbHas nHdpopmayus

1) Mpw nHuyManm3aunm NPUIOXKeHUs B ero nanke dbyaeTt cosgaH daiin cacerts (ecnm oH paHee He CyLECTBOBa)
dopmata BKS u ¢ naponem changeit, comepxawuii KopHeBble cepTuMKaTbl TECTOBbIX U geiicTeytowmx VLI
«KPUMNTO-TPO».

2) Maponu K TeCTOBbIM KOHTeHEpPaM, NCMOb3YOWMUMCS B npuMepax (res):

e [OCT P 34.10-2001 DH: clientTLS wu serverTLS, napons: 1
e TOCT P 34.10-2012 DH (256 6uT): clil2256 n ser12256, naponb: 2
e OCT P 34.10-2012 DH (512 bur): clil2512 n ser12512, naponb: 3
3) [osepeHHble KopHeBble cepTudnkathl (res):
e ext test ca.cer — ceptudumkaT Tectosoro YL
e ext tsp root.cer — ceptucpukat VYL, cnyx6bsl wramnos (TSP)
4) [ns BkntodeHust nornposatusi B JCP MoxHO 3agaTh CBOMCTBO:
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‘adb shell setprop log.tag.<TAG> <LEVEL>

roe <TAG> — ungeHTndpmkaTop norrepa, KOTOPbIi MOXET ObITb:
e t3rom JCP ans JCP wn JavaTLS;
e 1arom ACSP ans nposaiigepa ACSP;
e 1arom ACSPClientApp ans gaHHoro npumepa.
<LEVEL> — ypogets, nanpumep, DEBUG, INFO;

5) Ons ekntouerns normposarus CSP cnegyer 3anyctute npunoxenne ACSP n Ha Bknagke ¢ HacTpoiikamu
3afaTb COOTBETCTBYIOLWMIA YPOBEHb, 3aTEM OCTAaHOBUTb MPOBalifep M CBOe npuioxeHue (stop) m cHoBa 3anycTuTb
CBOE MPUJIOXKEHUE,;

6) Ccbinka ans ckaumsaHus cepsuca service.apk ans nogaepxkn «Rutoken lite SD 1»: http://www.rutoken.
ru/developers/sdk/

7) Pabota npunoxenuii nposepsinace 8 Google Android sepcun 4.4-8.0;

8) Monyunte nHdopmaumio 06 obHoeneHusix SDK, a Takxe oCTaBWTb BOMPOCHI M 3aMeYaHWsi, MOXHO Ha

dopyme Kpuntollpo B pasgene o Google Android.
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