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ABTOpCKUe MpaBa Ha CpeacTBo KpunTorpadudeckoii 3awmuTel uHdopmauumn Kpuntollpo CSP n akcnayaTtaumoHHyto
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AHHOTaUMNSA

Hactosiwee Pykosoacteo pononnsier gokymeHt MKTHAM.00101-01 91 01. Kpuntollpo CSP. Pykosoactso
agMmuHucTpaTopa besonacHoctu. Obwas vacts npu ucnosnbsosanun CK3W nog ynpaenennem OC Linux.

NHcTpykumn agMmuHmcTpaTopam 6e30MacHOCTM U NOJIb30BATENAM Pa3finyHbIX aBTOMaTU3MPOBAHHLIX CUCTEM,
ncnonbsytowmx CK3U Kpuntollpo CSP sepcust 5.0 KC1 Vicnonnenne 1-Base, gonxHbl paspabaTbiBaThCs € y4eTOM
TpeboBaHuli HACTOALLErO JOKYMEHTA.
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Cnuncok onpeaeneHnii n cokpalleHunii

CRL Cnucok otosBaHHbix ceptucpukatos (Certificate Revocation List)
APM ABTOMaTN3MpoBaHHOE paboyee MECTO

AC ABTOMaTN3MpOBaHHAs CUCTEMA

rMA [MBKWiA MarHUTHBIN AKUCK

AcH Jatumk cnyyaiinbix 4ncen

HDD Mectkuii marHuThblii guck (Hard Disk Drive)

HCA HecaHkuoHnpoBaHHbIA gocTyn

0oC OnepauuoHHasi cuctema

NAK MporpammMHo-annapaTHbI KOMMIEKC

no MNporpammHoe obecneyeHne

Peructpauymns  [pucsoeHne onpepeneHHbix aTpubyToB (agpeca, HOMepa KtOYa, MPaB MCNOAb30BaHWS U T.M.)
aboHeHTy

PernamenT COBOKYMHOCTb MHCTPYKUMWIA 1 APYroii pernaMeHTUpyroLWein [oKyMeHTauun, obecnedunsatouleli
byHKLNOHMPOBaHNE aBTOMATU3NPOBAHHON CUCTEMbI BO BCEX PEeXMMaXx

CBT CpeacTea BbIMNCANTENBHOR TEXHUKK

CeptudbmkaT  IDNEKTPOHHBIA LOKYMEHT, MOATBEPXKAAIOWNIA MPUHAANEXKHOCTL OTKPLITOrO KJO4Ya WM KJtoYa
MPOBEPKIN 3NEKTPOHHO MOAMNUCA N OMpPefesieHHbIX aTPUOYTOB KOHKPETHOMY abOHEHTY

Ceptudbmkaums lNpouecc n3roToeseHust cepTudpmkaTa OTKPLITOrO KAOYa WM KAOYa MPOBEPKU SJIEKTPOHHON
nognucy aboHeHTa B LEHTPe cepTudukaumnn

CK3M CpeacTtso KpunTorpacn4eckoin 3awmnTsl uHopmauum
CocC Cnncok otosBaHHbix cepTudpukatos (Certificate Revocation List)
CcC CnpaBo4HMK CepTUCUKATOB OTKPbLITLIX K/tOYEH 1 KAOYell MPOBEPKU SNEKTPOHHOW MOAMMUCK.

CeTeBoii CnpaBoOYHNK

Co Cpesa pyHKUNOHUPOBAHUS

fe Llentp Ceptudpmkauum (Yaocrosepsitowmii LleHtp)
LP LlenTp Peructpauyun

24 DNEKTPOHHbIW JOKYMEHT

aon DNeKTPOHHAsi NOANMUCH
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1 OcHoBHble TexHun4deckue AdHHbIEe N XapaKTepUuCtumukmn

CK3U

1.1 TporpammHo-annapaTHblie cpeabl PYHKLUOHUPOBAHUSA

CK3W Kpuntollpo CSP Bepcun 5.0 KC1 (PKTHAN.00101-01) dbyHKumMoHMpYeT B creaytowmx rpynnax
NpPOrpamMMHO-annapaTHbIX CPes:

LSB Linux

Bkntouaer guctpubytusbl Linux, ygosnetsopsitowme craHgapty Linux Standard Base ISO/IEC 23360 sepcun
LSB 4.x:

CentOS 5/6 (x86, x64);

CentOS 7 (x86, x64, POWER, ARM, ARM64);

OCb (OS-RT) (x64);

TO OC ANC ©CCIM Pocenn (GosLinux) (x86, x64);

Red OS (x86, x64);

Fedora 27/28/29 (x86, x64, ARM);

Oracle Linux 5/6 (x86, x64);

Oracle Linux 7 (x64);

OpenSUSE Leap 42, 15 (x86, x64, ARM, ARM64);

AlterOS (x64);

SUSE Linux Enterprise Server 11SP4 (x86, x64);

SUSE Linux Enterprise Server 12/15, Desktop 12/15 (x64, POWER, ARM64);
Red Hat Enterprise Linux 5/6 (x86, x64);

Red Hat Enterprise Linux 7 (x64, POWER, ARM64);

Check Point GAIA (x86, x64);

Cuntes-OC.PC (x86, x64);

MK «CuHteaM-Knuenty B coctase KIN «30C «CuntesM>» (x64);
MK «CunteaM-Cepeep» B coctase KIM «30C «CunteaM>» (x64);
KM «OC «CuntesM-K» (x64);

Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);

Ubuntu 18.04/18.10 (x86, x64);

Linux Mint 17/18/19 (x86, x64);

Debian 8/9/10 (x86, x64, POWER, ARM, ARM64, MIPS);

OC Jlotoc (x86, x64);

Astra Linux Special Edition, Common Edition (x64, MIPS, 2ab6pyc);
MCBCdepa 6.3 Cepeep (x64, ARM64);

ThinLinux 2 (x64).

Co cpokamm 3kcnsyaTauuuM OMEPaLMOHHBIX CUCTEM, B cpese KoTopbix yHkumonupyetr CK3W, moxHo
O3HAKOMUTBLCSI MO CAELYIOWNM afpecam:

http://wiki.centos.org/About/Product
https://fedoraproject.org/wiki/Releases/
http://support.novell.com/lifecycle/

http://support.novell.com/lifecycle/lcSearchResults. jsp?st=-1&sl=-1&sg=1&pid=1000
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http://www.mvista.com/support_lifecycle.php

1.2 KnouyeBble HOCUTENN

MNepeyeHb NOAAEPKNBAEMbBIX KHOYEBLIX HOCUTENEN B 3aBUCUMOCTW OT MPOrpaMMHO-annapaTHOl naaTgopMmbi
otpaxer B XKTAI.00101-01 30 01. Kpuntollpo CSP. ®opmynsip, n. 3.9.

Vicnonb3oBaHue HocuTeneidn gpyrux TUMNOB JOMYCKAeTCs ToNbko no cornacoeanmtio ¢ PCh Poccun.

Mpumevanne. B coctas anctpubytuea CK3W BxogaT 6Gubnmotekn noaAepXKu BCEX MEPEYUCTEHHBIX
HocuTenei, Ho He BxoasaT apaiisepsl ans OC. Mo Bonpocam nosyyeHust gpaiieepoB HeobxoanmMo obpalaThes
K NPON3BOAUTENSAM COOTBETCTBYIOLNX YCTPOCTB.

CrpaHnua 7 us 33


http://www.mvista.com/support_lifecycle.php

MKTA.00101-01 91 03. KpunTollpo CSP. Pykoeoacteo agmunuctpaTtopa besonactoctu. Vcnonssosanne CK3N
nog ynpaenernnem OC Linux

2 VYctaHoBka aunctpubytusa N0 CK3U

VcTaHoBka, yganeHue un oboeneHue [1O ocywecTeasieTcs OT UMEHW MOJbL30BATENs, MMEIOLLEro Mpasa
aAMUHUCTPATOpa: Nof YYETHOW 3anncCbio root uam C Ncnonb3oBaHmemM KomaHgsl sudo.

CK3W Kpuntollpo CSP Bepcun 5.0 KC1 Tpebyer crepytoweii nocnefoBaTesibHOCTM YCTaHOBKM: CHavasna
yCTaHaBAMBAETCS MPOBalifiep, 3aTEM YCTAHABAMBAIOTCS OCTasIbHbIE MOLY/IN, BXOASLUNE B COCTAB KOMMJIEKTALNN.

B OC Linux gns ycraHosku, yganexus u obHoenenusi 10 npumensitotcst naketsl (packages). Maker — apxus
anctpubyTuea, cogepxawuii daiinel yCTaHaBANBAEMOrO NPUIOXKEHUS U (haiifibl, NCMOL3YHOWMNECS NHCTAIATOPOM
AN KoHdMrypupoBaHus cpegabl. B onepaunonHbix cuctemax Linux ucnonbsyertcs menegxep naketos RPM (Red
Hat Package Manager), koTopblii $SiIBASIeTCS TMOKMM MHCTPYMEHTOM Al YCTaHOBKM, yAaneHusi, obHOBNeHWs u
cbopkm nporpamMmHbix naketoB. [lakeTbl, npeacTaBneHHble B Buge dhaiina C pacluMpeHneM .rpm, coaepxat B cebe
HenocpencTeenHo daiinbl MO n nHdbopmaunio ans KoHdUrypupoBaHus cpegbl.

Onsa ycTaHOBKM nakeTa MCMonb3yeTcss KOMaHAa: rpm -i <¢pain_maxkeTra>

Hanpumep: rpm -i ./lsb-cprocsp-base-5.0-5.noarch.rpm

Ansa ypaneHns nakeTta ncnonb3yeTcs KOMaHAa: rpm -e <uMs_IlaKeTa>
Hanpumep: rpm -e 1lsb-cprocsp-base-5.0-5

IMsi nakeTa MOXeT He BkAtO4aTb Bepcuto, Hanpumep: rpm -e lsb-cprocsp-base

Ha OC, ocroBaHHbix Ha Debian (Debian/Ubuntu), gns ycTtaHOBKU nakeToB cnosib3yeTcs KOMaHAa:
alien -kci <daiin_naxeTa>

Hanpumep: alien -kci ./lsb-cprocsp-base-5.0-5.noarch.rpm

Ha OC, ocHoBaHHbix Ha Debian (Debian/Ubuntu), ans ycrtanosku 32-6uTHbix naketoB Ha 64-6utHyio OC
NCMOJb3YeTCs KOMaHAQA:

dpkg-architecture -ai386 -c alien -kci <paiin_maxkera>

BozamoxHo, noTpebyeTcs ycTaHOBUTL nporpammy alien us ctangaptHoro penosutopus OC.

Ha OC, ocHoBaHHbix Ha Debian (Debian/Ubuntu), gns yaaneHns naketos ncnonbsyercst KoMaHaa:
dpkg -P <uma_naketa_6e3_Bepcum>

Hanpumep: dpkg -P lsb-cprocsp-base

@aiinbl U3 NakeToOB yCcTaHaBAMBatOTCA B /opt/cprocsp.

[MakeTbl 3aBUCAT ApYr OT Apyra, NO3TOMY JOJKHbI YCTaHABAIMBATbCS MO NOPAAKY C YH4ETOM 3TUX 3aBUCUMOCTEIA,
a yAansaTbCst B 0bpaTHOM nopsiake. YCNOBHO MOXXHO CHMTATb MPaBUIbHBLIM NOPSIAKOM TOT, KOTOPbIN onucaH B Tabanue
3aBUCUMOCTEN 1 Ha3HayYeHUsl nakeTos (cm. Tabn. 1).
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MakeTbl MoryT ObITb He3aBMCMMbIMU OT apxuTekTypbl (noarch B umenm dpaiina nakera), Torga oHm
YCTaHaBANBAOTCS Ha Ntobyto apxuTekTypy. MakeTbl MOTyT ObITh NpeAHasHaYeHbl Ans apxutekTypbl |A32 (1486 B uMeHn
chaiina naketa), a Takxe ans apxutektypol AMD64 (x86 64 B uMeHu cpailina nakeTa), TOrga OHW YCTAHAB/IMBAKOTCS
Ha OC, cobpaHHyto nog cooTBeTCTBYIOWYIO apxuTekTypy. HYacto 64-6utHele OC ogHOBpeMeHHO nogaepXmBatoT n 32-
BrTHble NpunoxeHusi, n 64-6uTHele, TOrga NPU HEOOXOAUMOCTU MOXKHO YCTaHaBAMBaTL 0ba kommniekTa. McknoveHnem
ABMSIOTCS ApaliBepbl — OHU YCTaHABAMBAIOTCS B TOYHOM COOTBETCTBUM C apxutekTypoii sigpa OC.

B OC Linux mogynn sgpa He obnagaioT BuHapHOW COBMECTUMOCTLIO, OHU MPUBSI3aHbl K KOHKPETHOR BEpcUu
aapa OC. MNoatomy Mogynb siapa NOCTaBASIETCS B BUAE NakeTa .Src.rpm. Takoli TUn naketa no3sonsieT cobpats Mogyb
ONs Hy>KHOI Bepcuu sigpa. [ns ero ycraHoeku cnegyet npu nomowm rpmbuild cobpate u3 nakera .src.rpm obbiuHbIi
nakeT .rpm, a 3aTeM YCTAaHOBWTb MaKET .rPM TaK Xe KaK OCTaJibHble NaKeThbl.

Ha bonblimHcTBe ANCcTpnbyTnBoB cOOpKY NakeTa .rpm MOXHO OCYLLECTBUTL KOMAHAOM:
rpmbuild --rebuild --define "kernel_release “uname -r " <uyTep K ¢ailny makera>

Ons cObopkm Tpebyercsi, 4TOObI Ha MalwwmHe Db yCTaHOBNEHbI CpefcTBa COOpKM (KOMMUASTOP), @ TaKxke
3aronoBoyHble daiinbl aapa. 3aronosoynble dalinbl aapa AO/KHbI HaxoauTbca B /lib/modules/ n obbl4HO KX
MOXXHO YCTaHOBUTb B COCTaBe COOTBETCTBYIOLLErO NakeTa U3 peno3nTopus AncTpubyTuea.

Tak Kak Ha/sn4ume CpPeacTB OTNAAKM M pa3paboTkyu Ha cucTemax, B KoTopbix 3akcryatupyetrcs CK3WU,
HegonycTuMo, agmuHuctpatop (paspabotunk CP) gosxen cobpaTb MakeT Ha CreuuasbHOM BbiAeSeHHOM paboyem
MecTe 1 obecneymBaTb €ro JOBEPEHHYIO YCTAHOBKY B LIEJIEBYIO CUCTEMY.
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Tabaunua 1. 3aBUCUMOCTU 1 Ha3HaYeHUst NakeToB (A5 NPOCTOThI onncaHbl 32-OUTHblE NakeTbl)

Nms naketa

3asucumocTu

HasHadeHue nakera

[NakeTbl anst NpefBapuUTENbHOW YCTAHOBKM

cprocsp-compat-altlinux

Maketr cosmectumoctn ¢ OC AltLinux,
yTCHaBanMBaeTcs nepebiM — Ao Isb-cprocsp-
base.

cprocsp-compat-splat

OC SPLAT,
yCTaHaBAMBaeTCs nepebiM — Ao Isb-cprocsp-
base.

[TakeT coeBmecTuMoOCTM C

sobol

Opavisep pgns Cobons. Tpebyetcs

Hain4Yuy yCTpoIicTBa.

npwu

ObszaTenbHble NakeTbl

Isb-cprocsp-base

Isb

BaszoBbIii nakeT, ycTaHaBAMBaeTCs MepBbIM,
€C/IN TONIbKO He HY>KHbl compat-nakeThbl.

Isb-cprocsp-rdr

Isb-cprocsp-base

OcHoBHble NPUNOXKEHUA, CHUTbIBATEIN W«

ACH.

Isb-cprocsp-kecl

Isb-cprocsp-rdr

Mpogaiigep KCL1.

Isb-cprocsp-ke2

Isb-cprocsp-rdr

Mpoeaiinep KC2, ycTaHaBnusaeTcs TONABKO
TaM, rge B 3TOM ecTb HeobxogmmocTb. B
aToM cnydae Isb-cprocsp-kcl obblyHO He
CTaBUTCS.

Isb-cprocsp-capilite

Isb-cprocsp-rdr, Isb-cprocsp-kcl wuam Isb-

cprocsp-ke2

CAPILite, nporpammbl 1 6ubnuoTtekn ans
BbICOKOYPOBHEBOI paboTbl ¢ KpunTorpadumeti
(ceptudpmkatamu, CMS. . .).

,D,OI'IO)'IHVITEJ'IbeIe NaKeTbI

cprocsp-rdr-gui

Isb-cprocsp-rdr, Motif, X11

padbuueckuii BuollCH, 3anpoc napons u
apyrue GUI-guanoru.

cprocsp-rdr-pcsc

Isb-cprocsp-rdr, pcsclite

Mogynun nogaepxkn PCSC-cuntbiBaTeneil,
cmapt-kapt (PUK, Ockap, Marucrpa. .. ).

Isb-cprocsp-rdr-sobol

Isb-cprocsp-rdr, sobol

Mogynb nonaepxku Cobonsi.

Isb-cprocsp-devel

Isb-cprocsp-base

MakeT ans paspaboTymka.

cprocsp-drv

Isb-cprocsp-base

HpaiisepHast bubnnoTeka.

cprocsp-drv-devel

Isb-cprocsp-devel

MakeT ans paspabotunka apaiisepos.

cprocsp-stunnel

Isb-cprocsp-capilite

VhuepcanbHblii SSL/TLS TyHHens.

cprocsp-rdr-emv

Isb-cprocsp-rdr

Mogynb nopaepxkn EMV
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3 QO6HosneHune NO CK3U

Ons obHoenenns MO CK3W na OC Linux Heobxognmo:
® 3aMOMHUTL TekyLyyto KoHdurypauuto CSP;
— Habop yCTaHOBJ/IEHHbIX NAKETOB;
— HacTpoiikn npoBaiigepa (A1 NPOCTOTbI MOXHO coxpaHuTb /etc/opt/cprocsp/config[64].ini);
e ynanute wraTHoiMu cpeacteamu OC Bce naketsl CK3U;
® YCTaHOBUTL aHasornyHble HoBble naketsl CK3U,
® Npu HEobXOAMMOCTU BHECTM U3MeHeHusi B HacTpoiikm (MoxHo nocmoTpets diff craporo n Hosoro
config[64].ini);
® KJIOYM N CepTUGMKATLI COXPAHSIIOTCS aBTOMATUYECKM.
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4 Hactpoiika CK3U

4.1 [doctyn k ytununte gna Hactpoiiku CK3U

Hactpoiika CK3W ocywiecteasieTcss ¢ nomowbio yTunutel cpconfig, KoTopasi BXogUT B COCTaB ANCTpubyTmBa
U pacrosioxeHa B gupektopun /opt/cprocsp/sbin/<HazBanue_apxuTexTyphu>. Ecnu yctaHosneHsl naketsr CK3U
N5 OBYX apxXuTeKTyp, Hanpumep, ia32 n x64, To AelicTBUS NO HACTPOIiKe HY)KHO NPOBOANTL ABaXKAbl — A5 KaXKAOM
apXUTEKTYpbl C NOMOLLbO cpconfig M3 COOTBETCTBYIOLLE NanKu.

4.2 Bsop cepuniiHOro Homepa NnNLEeH3nn

Mpu yctaHoBke nporpammuoro obecnevenuss Kpuntollpo CSP 6es BBOga /IMUEH3MM NOABL30BATENIO
NPeaoCTaBAseTCA JINLUEH3NS C OTFPaHUYEHHbIM CpPOKOM peicteusi. [ns ucnonw3osanust Kpuntollpo CSP nocne
OKOHYaHUsl 3TOMO CPOKa MOJIb30BaTeNb [OJIKEH BBECTM CEPUiiHBIN HOMEp C BNnaHKa NULEH3UKU, MOJTYYEHHOWR Yy
opraHusaumn-paspaboTyrka uanm opraHm3auuy, UMEKLLE NpaBa pacnpocTpaHeHns npogykrta (awsiepa).

[ns npocmoTpa uHopMauum o NMUEH3NN BbINONHNATE:

# cpconfig -license -view

[ns BBOAA NMLEH3UN BbINONHUTE:
# cpconfig -license -set <cepuiiHbii_HOMEp>

CepuiiHblii HOMep cnesyeT BBOAUTL C COD/IOAEHNEM PErncTpa CUMBOJIOB.

4.3 Hactpoiika obopyposaHna CK3U

Vtunnta cpconfig Takke npefHasHadeHa ANs M3MeHeHWsi Habopa ycTpolicTB xpaHenus (HocuTeneii) u
cunTbIBaHMs (CHNTbIBaTENER) KIOYEBON WHOPMaLMM 1 [AaTHUKOB CryvailiHbIx ducen. [lpesycTaHOBIEHHBIMY
apnatoTcs cunTtoisaTtenu flash-nocnteneii n obpas anckeTbl Ha XXECTKOM ANCKe.

ﬂ'ﬂﬂ NPOCMOTpPa CNNCKa HACTPOEHHbIX CYNTbIBATENEN:

# ./cpconfig -hardware reader -view

CunTblBaTENb AWCKET HE YCTAHaBAMBAETCS MO YMONYAHWIO, TaK KakK MpU OTCYTCTBUWM AUCKETbI B AWCKOBOAE
nepeYnceHne KOHTENHEPOB CUNIbHO 3amMeansieTca. [na nobaeneHns cHMTbIBAaTENS OUCKET:

# ./cpconfig -hardware reader -add FAT12_0 -name "Floppy Drive"

Ons npocmoTpa cnucka HacTpoeHHbix JCH:

# ./cpconfig -hardware rndm -view

Ons konconsHoro Buo[JCH tpebyetcs naket Isb-cprocsp-kcl. Onsa pobasnenns konconsHoro buoJCYH:

# ./cpconfig -hardware rndm -add bio_tui -level 5 -name "Console BioRNG"
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Ons rpadpmyeckoro BuolJCH Tpebyercss naket cprocsp-rdr-gui u X-cepeep. Ons nobasneHus rpacduyeckoro
BuoACH:

# ./cpconfig -hardware rndm -add bio_gui -level 4 -name "GUI BioRNG"

ﬂ'ﬂﬂ p,O6aBﬂeHMF| MNCMNONb30BAHNSA BHELUHEN raMMbl:

# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis_1 /var/opt/cprocsp/dsrf/
dbl/kis_1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis_1 /var/opt/cprocsp/dsrf/
db2/kis_1

Takxe Heobxoanmo ckonupoBaTh halinbl C 4aHHBIMM, NOJyYeHHbIMU C nomowbto "APM BbipaboTkn BHelwHei
rammbl". 1151 3Toro BbinosHMTE KOMaHAb! (npu ycioBuu, 4To aiinsl HaxogsTes B /tmp/db[1,2]):

# cp /tmp/dbl/kis_1 /var/opt/cprocsp/dsrf/dbl/kis_1

# cp /tmp/db2/kis_1 /var/opt/cprocsp/dsrf/db2/kis_1

Ons pabotbl co cuntbiBaTenem PC/SC Tpebyetcs naketr cprocsp-rdr-pcsc. [locne nogkntoveHus
CYUTbIBATENSA Yy3HATE UMSA YCTPOMNCTBA:

# /opt/cprocsp/bin/ia32/csptest -card -enum
Gemplus GemPC Twin 00 00

Total:

[ErrorCode: 0x00000000]

ﬂ'ﬂﬂ ,£|,06aBJ'IEHI/IH CHNTbIBATENA I/ICFIOﬂb3yI7ITe 3TO UMA:

# ./cpconfig -hardware reader -add "Gemplus GemPC Twin 00 00"

[ns nony4yenns noapobHoli cnpasku no cpconfig:
# ./cpconfig -help

# ./cpconfig -hardware -help

4.4 VYcTaHOBKA NapamMeTpoB >XypHa/IMpOBaHUS

CK3W noseonsieT cobupaTb 0TnafouHy0 NHMOPMALNIO 1 UMEET BO3MOXHOCTb MPOTOKONMPOBAHNS CODBITMIA.
NHdopmaumns 3anuceiBaeTcst B cuctemHblii xypHan (obbiyHo B /var/log/messages). CyliecTByeT BO3MOXHOCTb
M3MEHEHNS HACTPOEK XKYPHANMPOBAHUNSA Pa3finyHbIX Mogynei npoaykTa. CywecTByeT BOSMOXXHOCTb MU3MEHEHUS YPOBHS
XKYpHanMpoBaHusi n popMaTa BbIBOAUMBIX OTNAfOYHbLIX COobwieHmii. [ns nonydeHus cnpaBkum no HacTpoiikam
XKYPHaIMPOBaHUS:
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# cpconfig -loglevel -help

Mogynu, Ansi KOTOPbIX NOLAEPKMBAETCS XKYPHANMPOBAHNE:

Cpcsp — sSApo KpunTonposaiigepa

capil0 — CryptoAPI 1.0

cpext — pononnenus ana CryptoAPl 2.0

capi20 — CryptoAPI 2.0

capilite — CAPILite

libcspr — BubnnoTeka ans noakntoveHnst K nposaiigepy B cepsuce unu k HSM-cepeepy
cryptsrv — ciyxba xpaHeHuUs KitoYel

libssp — TLS

cppkesll — PKCS11

cpdrv — papaiisep

dmntcs — TecToBoe NpusioxeHne s obpalleHnst K TECTOBOMY ApaiiBepy

4.5 HacTpoiika kpunTonpoBagepa no ymoa4aHuio
[nsa npocmoTpa TUNOB JOCTYMHbIX KPUNTONPOBaifepoOB:

# ./cpconfig -defprov -view_type

[ns npocmoTpa cBOWCTB KpunTONpoBalifepa HY)KHOro TuUna:

# ./cpconfig -defprov -view -provtype <provtype>

ﬂ'.ﬂﬂ YCTAaHOBKN nposaﬁp,epa N0 YMOJIHAaHNKO ONA HY>XHOro Tuna:

# ./cpconfig -defprov -setdef -provtype <provtype> -provname <provname>

ﬂ'ﬂﬂ NONyHE€HNsA NMEHN npOBa|7|p,epa no YMONYaHUIO ONA HYXKHOrro tuna:

# ./cpconfig -defprov -getdef -provtype <provtype>

4.6 BkniwouyeHune pexnmma YCUJIEHHOrO KOHTPOJISi WNCMNOJIb30BaHUSA
Karo4emn

PeXXnM yCUIEHHOrO KOHTPOJISi MCMOJIb30BaHUSA KJoYeli obecnedynBaeT OCYLIECTBIEHNE KOHTPOJSl CPOKa
LeiCTBUS JONTOBPEMEHHBIX KtOYel 3NEKTPOHHOM NOAMUCK U KNHOYEBOrO OOMeHa, KOHTPOs AOBEPEHHOCTU KItOYeld
MPOBEPKM 2IEKTPOHHOIR NOAMNCY N KOHTPOISI KOPPEKTHOIO UCMOJIb30BaHUS NPOrPaMMHONO AaTHMKa CydaliHbIX YUCen.
Mocne ycnewHol MHCTaAALMN HEOBXOAMMO BKIOHUTL AAHHBIA PEXUM, BbINOJHNUB KOMaHAY:

#./cpconfig -ini '\config\parameters' -add long StrengthenedKeyUsageControl 1

[ns obecneyenmns koppekTHOro yHKLMOHNPOBaHNS NPOBaiAepa B 4acTu BbIPpabOTKY 3/1EKTPOHHON nognucy, a
TaKkxxe paboTbl C BpEMEHHBIMM KAtOHaMK (B H4acTHOCTH, Anst paboTbl B pamkax TLS-coeguHennsi 6e3 aytenTudpukaumm
K/AWEHTA) W FeHepauunm CNyHaiiHbiX AaHHbIX HEODXOAWMO MPON3BECTW BbIPabOTKY [OJFOBPEMEHHBIX KIHOYER Win
3anycTUTb YTUNUTY csptest, npegBapuTeNbHO NPOBEPUB, YTO 3aperncTpupoBaH XOTs Dbl OGUH AATHUK CAyHalHbIX
yuncen:
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# ./csptest -keyset -verifycontext -hard_rng

@ Mpumeyanne. Mcnonbsoeanne CK3W 6e3 BkAOYEHUS PeXMMA YCUMJIEHHOrO KOHTPOJISt WCMOJIb30BaHUS
KJItOYeli pa3peLlaeTcsl NCKIOHMTENBHO B TECTOBbIX LIENSX.

4.7 HacTtpoiika napameTpoB aJiropMTMoB

Ons ycraHoBku napameTtpos anroputmos (Ans nposaiigepos Tuna 75):
napameTpbl anroputMa WwudpoBaHmus:

# ./cpconfig -ini '\config\OID' -add string cipher <0ID>
napameTpbl anroputTMa MoAMNUCH:

# ./cpconfig -ini '\config\OID' -add string sign_el_2001 <0ID>
napametpsl anroputma Audpdu-Xennmana:

# ./cpconfig -ini '\config\OID' -add string dh_el_2001 <0ID>

Ons ycraHoBku napametpos anroputmos (ans nposaiigepos Tuna 80):
napamMeTpbl anroputMa W poBaHmus:

# ./cpconfig -ini '\config\OID' -add string cipher_2012 <0ID>
napameTpbl ajropuTMa nognucu:

# ./cpconfig -ini '\config\QOID' -add string sign_el 2012 <0ID>
napametpsl anroputma Auddu-Xennmana:

# ./cpconfig -ini '\config\OID' -add string dh_el_2012 <0ID>

Ons ycraHoBku napameTtpos anroputmos (ans nposaiigepos Tuna 81):
napamMeTpbl anroputMa W poBaHus:

# ./cpconfig -ini '\config\OID' -add string cipher_2012 <0ID>
napaMeTpbl anropuTMa NoAMNUCHU:

# ./cpconfig -ini '\config\OID' -add string sign_el512 <0ID>
napametpsl anroputma Audpdu-Xennmana:

# ./cpconfig -ini '\config\OID' -add string dh_el512 <0ID>

MepeyeHb nopaepxusaembix B Kpuntollpo CSP  ungentudmkatopos Kkpuntorpadpmyeckux napameTpos
anropntmos ykasaH B CSP_5_0. chm.
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5 VYcTaHoBka conyTCTBYHOLWMNX NaKeTOB

[ns nepegaun no cetn 3anpocoe Ha ceptudmkatol, CRL v T.n., a Takxe A5 NOAAEPKKN LOMOAHUTENbHBIX
KJIKOHEBbLIX CHUTLIBATENEl U HOCUTENEN MOXKET NOTpeboBaThLCA YCTaHOBKA AOMOJIHUTENBHBIX MAKETOB.

Ecnu conytcteytowme nakeTbl ckauqmBatoTcs u3 VIHTepHeTa, Heobxoanmo MOATBEPANTL WX LESOCTHOCTb,
npoBepmB noanncCb WNAN XSLU. Ecnn ncroyHunk He o6ecnel-||/|BaeT TakKNEe MEXaHU3Mbl, OOMNYCKAETCA WUCNOJb30BaHNE
NakeToB TONbKO C Aucka ¢ auctpubytusom CK3W, rae stm mexaHnsmbl ncnonbsytorcs. Ha aucke nakeTsl nexat
B nanke \extra.

Ha ceptudmnunposantsie PCTIK guctpubyTuser ALTLinux 3anpelsaercs ctaBuTh nakeTsl n3 cetu (Hanpumep,
C ncnosb3oBaHneM apt-get).

5.1 bBwubnunorteka libcurl
Wcnoneayetca gns nepegaym 3anpocoe Ha ceptudmkatel, CRL u T.n. no cetn.

C caiita pa3paboTynka npoekTa MOXHO CKa4aTb MAKET C UCXOLHLIMU TEKCTAMU AJisi CAMOCTOSITENIbHOW COopKM.
Kak npaBuno, Tam xe ectb 32-6uTHble Bepcumn BMHApHbLIX NakeTOB 1 nHorga 64-6utHble.

I'IpouJ,e BCEro NOCTaBUTb 6VI6J1VIOTeKy BCTPOEHHBIM MEHENXKEPOM MAKETOB.

Ha ALTLinux, Debian, Ubuntu:

# apt-get install curl

Ha CentOS, Fedora, LinuxXP, RedHat:

# yum install curl

Ha SuSE:

# yast -i curl

Mocne ycTaHoBKM BUBNIMOTEK HAZO 3aperucTpupoBaTth NyTn K HUM. Hanpumep:

# /opt/cprocsp/sbin/ia32/cpconfig -ini '\config\apppath' -add string libcurl.so /usr/local
/1ib/libcurl.so

# /opt/cprocsp/sbin/amd64/cpconfig -ini '\config\apppath' -add string libcurl.so /usr/local
/1ib/64/libcurl.so
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6 CocTtaB n Ha3HadeHue komnoHeHT MO CK3U

6.1 bBasosble mogynu CK3U

MO CK3W cogepxut cneaytowme basosble MOLYN:
libcsp — puHamnyeckn 3arpyxaemas bubnnoteka «Kpuntollpo CSP».
libcspr — Bubnuoteka paboTel ¢ yaanéuubim « Kpuntollpo CSP».
drvcsp — auHamMuyeckmn 3arpyaemblii MOAy/b siapa.
libssp — bubnnoTteka nogaepxkn momyns cetesoii ayteHTudpukauum «Kpuntollpo TLS».
cpverify — mMogynb KOHTPONS LENOCTHOCTH.
wipefile — mogynb yaaneHus gaiinos BMeCTe C COAEPXKUMbBIM.
cryptcp — npuioxeHue gas nognucu v wudposaHus aiinos
certmgr — yTuinTa KOMaHAHON CTPOKM ANst ynpasseHnst ceptudmkaTamu, CNmckaMm oT3biBa CepTUUKATOB
(CRL) n xpaHunnwamu.
e stunnel — npunoxerue gns cosganus TLS-TyHHens

B Hassanusix auctpnbytusos CK3W ncnonssytotes cnepytowme obosHaveHuns:
CPRO — npedbukc;

CSp — KpUNTOMNpoBaiiaep;

drv — 3arpyxaemeiii Mmogyns sapa OC;

[d] (onumonanbHO) — ykasbiBaeT Ha JOKYMeHTauumio (TECTOBbIE MPUMEPDI);
i386 — nnatchopma Intel.

6.1.1 Bwubnunoteka libcsp

Bubnuoteka libcsp peanusyeT ueneBble PyHKUUM KPUNTOrpachuHeckoi 3awmTel uHopmauum, paboty ¢
KJtO4aMK, JOCTYN K KAtoyeBbIM Hocutensam, buodCH.

6.1.2 bBbubnunoreka libcspr

Bubnnoteka libcspr obecneumBaer ymaneHHbIli [OCTYNn K KpUNTOMpoBaigepy, (PYHKUNOHMPYIOWEMY Kak
OTAENbHbIN cepBuC.

6.1.3 [OpaiiBepHasn bubnunoteka drvcsp

Bubnnoteka drvcsp, mncnonb3ayemas B KavecTBe AMHaMuyecku 3arpyxxaemoro mogyns sgpa OC, peanusyer
uenesble OyHKLMM KpunTorpadpuHeckoii 3awutsl ngopmauum (kpome opmuposarus M) u paboty ¢ knovamu.

6.1.4 Mopynu cetesoii ayteHTucpukauymm Kpuntollpo TLS

Mogynb libssp obecneunsaeTt peanusaumio npotokona cetesoii ayTteHTucpmkaumm Kpuntollpo TLS. Obuiee
onucaHue npoTokona npusegeHo B pokymente MKTANM.00101-01 91 01. Kpuntollpo CSP. Pykosoacteo
agMuHucTpaTopa besonacHocTu. Obuwias 4acTs.

Mpotokon TLS (RFC 2246) ncronbayercst Anst 3aunThbl COEAVHEHUI B KIINEHT-CEPBEPHbBIX TEXHONOTUSIX.

MNporpammuoe obecnedenne «Kpuntollpo TLS» sBnsietca peanwsauyueii npotokona TLS u wncnonb3syer
kpuntorpadpudeckne dyHkuun Kpuntollpo CSP gns obecneveHns npouecca ayTeHTudbukaumm u wndppoBaHms
Tpadhmka MeXay KANEHTOM U CEPBEPOM.
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6.1.5 Mopgynb cpverify

Mogynb cpverify npegHasHadeH gns koHTponst uenoctHoctu npu yctanoske CK3W v dyHkumnonunposanuu MO
CK3W Kpuntollpo CSP na NM3BM nonb3osaTens.

6.1.6 Mopgynb wipefile

Mogayne wipefile ucnonbsyetca ans ypanexns ¢alinos BMecTe C COAEPXXMUMbLIM MPU LITATHBIX U HELITATHbIX
(cBONUMpoOBaHMe) cUTyaumsix.

6.1.7 Mopaynb cryptcp

Mogynb npegHasHayeH anst paboTbl C cepTUUKaTaMm C MCMOJIb30BAHNEM UHPPACTPYKTYPbl OTKPLITHIX KIKOYEN,
winppoBaHmMs /pacundpoBaHms coobLyeHni, coaepxalumxcs B aiinax, co3gaHus /npoBepKn 3NeKTPOHHBIX NMOAMNUCEN
1 X3WupoBaHus cooblyeHnii, cogepxkaumxcs B chaiine uaum rpynne caiinos.

6.1.8 Moaynb certmgr

Mogynb MOXeT yCTaHaBNMBaTb, YAaNsATh, PAaCKOAUPOBATL, SKCMOPTUPOBATL N O0TObpakaTe CcepTUdUKATLI UK
CRL u3 chaiinoBoro xpaHuanwa uam KaYeBOro KOHTeRHepa.

6.1.9 Mopagynb stunnel

Mogynb ans cosganus TLS-TyHHensi, npegHasHayeHHoOro ans cosganms TLS 3awumweHHoro coeauHenns Mmexay
KAMEHTOM 1 sokanbHbiM (linetd-3anyckaembim) unm yaaneHHsIM cepBepoMm.

6.2 Mogaynn noacuctembl NPOrpaMmmMHoOIi cpefbl (PYHKLMOHUPOBaHUS
kpuntocpeactea (CP)

6.2.1 Mopgyns libcapi20

Mogynb libcapi20 wcnonbsyetcs gnsi ynpaeieHusi cepTuddrkaTtamy OTKPbITbIX KAOYel, a Takxke [AJsi
obecneyeHnsi BbINONHEHUs KpunTorpacpuyecknx 3anpocoB Ha yposHe uHTepdeiica CryptoAPl v. 2.0. UnTepdeiic
mogyns capilite sansierca nogMHoxecTeom uHTepdpeiica CryptoAPI v. 2.0.

6.2.2 bBunbnuorteka librdrrdr

Bubnuoteka librdrrdr obecneumneaer yHudbuumposaHHblii nHTepdelic AoCTyna K KIOYEBbIM HOCUTENSIM BHE
3aBMCUMOCTM OT MX TuUMa.

6.2.3 Mopaynun ycTpoiCTB XpaHeHUs Kato4eBoii nHdopmauymn

Mogynun obecneynBaloT peannsaunio 4OCTYNa K KOHKPETHLIM TUMaM KJHOYEBbIX HOCMTENER U CYNTLIBATENEN:
e librdrfat12 — k anckosogy n guckete 3.5"n pasgeny xecTkoro aucka;

e librdrpcsc — k cunTbiBaTENsiIM cmapTkapT n eToken, noagaepxusatowmm nntepcpeiic PC/SC;

e librdremv — k kniouesbiM HocuTenam EMV n Gemalto.

6.2.4 bBbwnbnunoteka librdrsup

Bubnuoteka librdrsup obecneunsaet peanmzaumio obwwmx yHKLUMIA AOCTYNa K pasfiMyHbIM YCTPOICTBaM
XPaHEHUS KIIOHEBbIX HOCUTENENA.
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6.2.5 Moagynn faTYNKOB CNy4arHbIX 4Yucen

Bubnuoteku librdrrndm wu librdrrndmbio obecneumnsator nogaepxky pabotel ¢ pusunyveckum JCH nporpammHo-
annapaTtHoro komnaekca 3awuTtel o1 HCA n BuoACYH cooteetcTBEHHO.

6.2.6 bBubnnoreka libasnldata nogaep>xku npotokona ASN1

Bubnnoteka libasnldata cogepxut dyHkumm npeobpasoBaHusi CTPyKTYp AaHHbIX B MaLUMHHO-HE3aBUCUMOE
npeacTaBfieHMe.
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7 TpeboBaHus no 3awmte ot HC/],

JomKHbI  BBINOMHATLCS TpeboBaHWS MO  OPraHU3aUNOHHO-TEXHUYECKUM W aAMUHUCTPATUBHBLIM Mepam
obecneuenunsi besonacHoctn skcryatauun CK3W B obbeme pasgena 5 pgokymenta MTHAK.00101-01 91 01.
Kpuntollpo CSP. Pykoeoacteo agmuuuctpatopa besonacHoctu. Obwas 4vacts u pasgena 5 XXTHAN.00101-01 95
01. NpaBuna nonb3oBaHUs.

Mpu uncnonbzosaHnn CK3W nog ynpasnernem OC Linux Heobxogumo npesnpuHsiTb LOMOJHUTENbHbIE MEpbI
OPraHU3aLMOHHOrO U TEXHWYECKOrO XapaKTepa W BbIMOJAHUTL AOMOJHUTENBHbLIE HACTPORKM OMNEPALMOHHON CUCTEMBI.
Mpu 3TomM ponxHa pewaTbCst 3afjada Kak obecnedeHus gonosHuTensHoi 3awutbl cepeepa n OC ot HC, Tak u
obecneyeHuns becnepeboitHOro peXxkuMa paboTbl N UCKOYEHNS KOTKa3a B ODCNY)KMBaAHUN Y, BbI3BAHHOIO BHYTPEHHUMU
npuynHamun (Hanpumep, nepenonHeHneM aiknoBbIX CUCTEM).

7.1 OpraHnsaymoHHo-TexHun4eckue mepbl 3awntbl ot HC/

Ons OC Linux gononHuTensHo foSXKeH bbITh peann3oBaH Cieayownii KOMMAEKC OpraHn3aLnoHHO-TEXHNYECKNX
mep 3awwmTsel ot HC/:

1) B cucreme peructpupyetcsi oguH nosib3oBaTesb, obnaAatownii NnpaBamMn afMUHUCTPATOPa, HOCALLMIA UMS
root, Ha KOTOpPOro Bo3saraercs obsizaHHocTb KoHdurypuposaTe OC Linux, HacTpamsaTh 6e3onacHocts OC Linux, a
Takxe KoHdurypupoeaTe [9BM, Ha koTopyto ycTanosneHa OC Linux.

2) [ns nonb3oBaTens root BoIOUPaeTCs HAAEXHbIV Naposib BXO4A B CUCTEMY, YAOBNETBOPSIOLNI CNELYIOLLNM
TpeboBaHUAM: AJiHa Mapossi He MeHee 8 CMMBOJIOB, Cpeau CUMBOJIOB MapoJisi AOJKHbI BCTPEYaThbCA 3arsiaBHble
CUMBOJIbI, MPOMUCHbIE CUMBOJIbI, LMMPPbI U CrelnanbHbie CUMBOJLI, CPOK CMEHbI Maposisi HE pexe OfHOro pasa B 6
MeCsILEB, JOCTYN K Maposito AosKeH bbiTb obecneyeH TONLKO agMUHUCTPaTOPY.

3) MonbsoBaTento root pocTynHbl HacTpoiiku Bcex nosb3oBateneii OC Linux, koTopble OH MOXeT
MPOCMaTpUBaTb, PEAaKTUPOBaATb, yAaNsTh, co3paBaTb. Bcem nonb3osatensam, 3apeructpuposaHHbeim B OC Linux,
noJib30BaTe/b root B COOTBETCTBUM C MOJAUTUKOWA OE30MacHOCTW, NPUHSATOR B OpraHMsauun, LAeT MUHUMAJILHO
BO3MOXHble AN HOpMasibHOl paboTel npasa. Kaxawili nonbsosatens OC Linux, He siBnstowmiica nosib3oBaTeseM
root, MOXXeT NPoCMaTpmMBaTb U PEAAKTUPOBATb TOJIBKO CBOW YCTAHOBKM B paMKax MpasB AOCTYNa, HAa3HAYEHHbIX eMy
noJib30BaTesIEM root.

4) Bcex nonb3osateneii [IBM, koTopble He MoNb3yloTCs [aAHHOW CUCTEMONA, UM BCEX CTaHAAPTHbIX
nonb3oBaTesneii, kotopble cosgatotcest B OC Linux Bo Bpemsi ycTaHoBKM (Takux, Kak sys, uucp, nuucp u listen), kpome
noJsib30BaTeNs root, cneayeT yaanunTb.

5) B OC Linux cywecTBytoT ucnosiHsiemble cpaiifibl, KOTOPbIE 3aMycKaloTCsi C MpaBaMu MOJb30BaTeNs root.
ITu daiinbl nmetoT yctanosneHHoblii pnar SUID. MNMonb3oBaTtens root [oMKeH OnpefennTb, KakuM 13 3Tux paiiios
B paMKax OMpefesieHHOW B OpraHmM3auumm NoauTMKM OesonacHoCcTu He TpebyeTcst 3anmyck C afMUHUCTPATUMBHLIMU
NoAHOMOYUAMU, 1 C noMowbto cbpoca dnara SUID gonkeHn cBeCTU KONMYECTBO Taknx (PaiioB K MUHUMYMY. 3anyck
ocTaBLmnxcst palisioe ¢ yctaHosseHHbIM hnarom SUID gonkeH KOHTPOAMPOBaTLCS MOJIb30OBATENEM rOOt.

6) Mpwn ncnonbzosanun CK3W Kpuntollpo CSP Ha MIBM, nogkntoueHHbIX K 0BLLE[OCTYNMHBIM CETSM CBA3M,
[OOJKHBI ObITh NPEANPUHATLI 4ONONHUTENbHBIE MEPbI, UCKHOYAIOLLNE BO3MOXKHOCTb HECAHKLMOHNPOBAHHOIO AOCTYNA
K CUCTEMHbLIM PECYpCam UCMOJb3YEMbIX OMEPALMOHHBIX CUCTEM, K MPOrpaMMHOMY ODECMeYeHuto, B OKPYXeHUH
koToporo cpyHkumonupytotr CK3W, n k komnonentam CK3W co cTopoHbl yKazaHHbLIX CeTeiA.

7) MpaBo poctyna k pabouum mectam c ycraHosneHubim 1O CK3W Kpuntollpo CSP npegocrasnsiercs
TOJILKO JINLAM, O3HAKOMJIEHHBIM C MPaBUIaMU MOJL30BAHUS U W3YYNBLUUM SKCMAYaTaUUOHHYIO LOKYMEHTAUMIO Ha
nporpammtoe obecnederue, umetowee B csoem coctase CK3U Kpuntollpo CSP.

8) Ha TexHnueckux cpeactBax, ocHaweHHbix CK3W, momkHO MCnonb30BaTbCs TOMBKO JIMLEH3NOHHOE
nporpaMmmHoe obecnedernne upmM-nponssoanTenei.
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9) B BIOS onpegensitotcsi yCTaHOBKM, WCKAIOHAOLME BO3MOXHOCTb 3arpy3ku OMEPaLVOHHONR CUCTEMBI,
OT/INYHOI OT ycTaHoBneHHon Ha HDD: oTknro4aeTcst BO3SMOXKHOCTL 3arpysku ¢ rubkoro aucka, npueoga CD-ROM
M npoyume HecTaHgaptHble Bugbl 3arpysku OC, Bkntodas ceteByto 3arpysky. He npumensitorcs N9BM c BIOS,
NCKJIOHAIOLMM BO3MOXHOCTL OTKtO4eHUsi ceTeBoii 3arpyskn OC.

10) Cpegcreamu BIOS gosnxHa BbiTh nckto4eHa BO3MOXHOCTb OTK/tOHeHUst nonb3osatensimmn ISA-yctpoiicts
n PCl-yctpoiicte. Jns uckniodeHus 37oii BosmoxxHocTu Bxog B BIOS DBM pomken 6biTh 3awuuieH naponem, K
KOTOPOMY MpPegbABASIOTCS Te e TpeboBaHWMs, 4TO M K naposito nosb3oeatens root. MNapons gns exoga B BIOS
[OJKEH BbITb N3BECTEH TOJILKO MOJIL30BATESNIO root 1 BbITh OTAIMYHBLIM OT MApoJsi MOJIL30BATENS rOOt ANs Bxoga B

OC Linux.

11) Mo 3arpysku OC poskeH ObiTb peann3oBaH KOHTPOJIb LEJOCTHOCTY (haiiioB, KPUTUYHBIX AJisi 3arpy3Ku
OC v nporpammblr CPVERIFY.

12) Mpu 3zarpyske OC posmxeH ObiTb peann3oBaH KOHTPOSb LENOCTHOCTU MPOrpaMMHOro obecnedenus,
Bxogswero B coctae CK3W Kpuntollpo CSP, camoii OC u Bcex wucnosHsiembix paiiiioB, DyHKLNOHUPYOLLUX
cosmecTHo ¢ CK3W ¢ ucnonssosanunem nporpammel CPVERIFY.

13) Cpegcreamn BIOS posmxHa ObITb umckItoHeHa BO3MOXHOCTL paboTel Ha IBM, ecnu BO Bpems ero
Ha4YafbHOV 3arpysKu He NPoxomsaT BCTpoeHHble TecTsl IBM (POST).

14) Ha M3BM ycranasnusaetcs tonsko ogHa OC. Ha M3BM He yctanaBnuBatoTcsi cpefcTs pa3paboTku u
otnagku MO. Ecnn cpeactea oTnagku npuaoxxeHuii Hy)KHbl 4151 TEXHOMOrMYECKMX NOTpebHOCTER opraHn3auum, To nx
MCMOJIb30BaHNE LOJIKHO DObITh CaHKLMOHMPOBAHO aAMUHUCTpaTopoM besonacHocTu. B ntobom cnyyae 3anpewtaertcs
MCMO/Ib30BaTh 3TW CPEACTBA AJi MPOCMOTPA U PEAAKTUPOBAHUS KOAA M NMaMATU npuaoxeHuit, ucnonssytowux CK3N
Kpuntollpo CSP. Cnegyet usberate nonagaHusi B CUCTEMY MpPOrpamm, MO3BOASIOWMX, Nonb3ysick owmnbkamn OC,
nofyyaTb Npusuaeruu root.

15) [osxHo bbiTh orpaHmnyeHo (¢ y4eTom BbIOpaHHON B OpraHm3aumy noanTuki 6e3onacHocTyn) NCnosib3oBaHme
NoAb30BaTENAMU KOMaHA Ccron 1 at — 3aMycka KOMaH[ B YKa3aHHOe Bpems.

16) [osxHo BbiTh peann3oBaHo hr3nNYECcKoe 3aTUpaHNe COAEPKMMOTO YAASIEMbIX (DaiifloB C NCMOJIb30BAHNEM
nporpammel Wipefile ns cocrasa CK3WU.

17) [onxHbl BbITb OTKI/IIOHEHBI BCE HENCMOJIb3YEMbIE CETEBbIE MPOTOKOJIbI.

18) B cnyyae nogkntodenust MIBM c ycranosnennsiv CK3W k obliefocTynHbiM ceTsiM nepeaayn AaHHbIX
0OJKHO ObITb OTKOYeHO ucnonb3osaHue JavaScript, VBScript, ActiveX u gpyrux nporpaMMHbiX OBBEKTOB,
3arpy>kaemblx U3 CETU, B NPUKNAAHbIX Nporpammax 6e3 npoeeaeHnst JONOJHUTENbHbLIX TEMAaTUYECKNX UCCeN0BaHNIA.

19) HosxHbl BbITb NPUHATHI Mepbl MO WCK/IKOYEHNIO HECAHKLMOHMPOBAHHOTO LOCTYNa MOCTOPOHHWX MWL, B
MOMELLEHNS, B KOTOPbIX ycTaHoBNEeHbI TexHu4deckne cpeactea CK3W Kpuntollpo CSP, no pogy cBoeii gesitensHocTu
He SIBASIIOLLMXCS NMEePCOHAIOM, JOMYLLEHHbIM K paboTe B yKa3aHHbIX MOMELLEHUSIX.

20) [omkHo ObITb 3ampelleHo OCTaBAsATL 0e3 KOHTPONS BbIYUCIANTENbHbIE CPEACTBA, HA  KOTOPbIX
skcnnyatupyercs CK3U Kpuntollpo CSP nocne BBoga kntouesoin nndpopmauuu. MNpn yxoge nonbsosatens ¢ paboyero
MecTa [OJIKHO MCMOJb30BaTLCs aBTOMATMYECKOE BKJIOHEHNE NAPOJILHON 3aCTaBKuU.

21) N3 cocTtaBa cuctembl AOMKHO ObITb UCKIOHEHO 0DOpPYyAOBaHME, KOTOPOE MOXET CO3[aBaTb Yrposy
besonacHoctu OC Linux. Takxe Heobxogumo wusberaTe WCNONL30BAaHUS HECTAHAAPTHLIX anmnapaTHbIX CPeAcTs,
MMEIOLLINX BO3MOXXHOCTb BANSATL Ha dyHkumoHnposarue NIBM unun OC Linux.

22) NMocne unctannsiumm OC Linux cnepyeTt yCcTaHOBWTb BCE PEKOMEHAOBAHHbIE MPOrPaMMHbIE ODHOBEHUS 1
nporpamMmmHble ODHOBNEHUSI, CBSA3aHHbIE C HE30MACHOCTLIO, CYLLECTBYIOLLME HA MOMEHT UHCTaNSALMN.

23) Ha Bce pupektopum, cogepxawme cuctemuble aiinel OC Linux u katanorm CK3W, neobxognmo
YCTaHOBMTb NMpaBa AOCTyna, 3anpeLarowe BceM nosib3osartensim, kpome Bnagensua (Owner), 3anunce.

24) B cBsi3m C Tem, 4TO aBapuiiHblii AaMn OMNEpaTUBHON MaMST MOXET COAepXaTb KpUnTorpadguyecku
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onacHyto nHpopMaumio, B NpukaagHeix nporpamMmax, ucnonssytowmx CK3W, cregyet oTKI04MTE BOSMOXHOCTL €ro
co3gaHusi ¢ nomowbto yHkuum setrlimit ¢ napametrpom RLIMIT  CORE=0.

25) B OC Linux wucnonb3dyetrcs BupTyanbHasi namsite. Obnacte BupTyasibHOW namsiT [O/KHA ObiTb
opraHusoeaHa Ha otgessHoM HDD. Mo okonuanum pabotel CK3W cogepxumoe BMpTyanbHOW NamsTM LOJSIXKHO
3aTupaTbes ¢ ucnons3osaHunem cpeacte OC. B cnyuae asapuiiHoro octanoea [19BM, npu cnepytoweii 3arpyske
HeobxoanMo B pexume «single usery o4nmcTuTb 0bnacTe BUpTyanbHOW namsaTu nporpammoii wipefile, Bxoasiwel B
coctas CK3U Kpuntollpo CSP. B cny4yae Bbixoga u3 ctpos HDD, Ha koTopom HaxogmTcsi obnactb BMPTYasibHOM
namsaTu, Kpuntorpacuyeckne KU nognexar eoisogy us geiicteusi, a HDD cunTaetcs He nogsiexawmm pemoHTy.
S71oT HDD yHuuTOXaETCA MO NpaBuiaM YHUHTOXKEHUS KJIKOYEBLIX HOCUTENEN.

7.2 [OononHntenbHble HacTporikn OC Linux

HononnutensHele HacTpoiikn OC Linux kacatoTcs ciefytowero:

OrpaHuyeHne JOCTyna MNosb30BaTeNed N HaCTPONKN MOJIb30BATENLCKOrO OKPY>KEHUS;
OrpaHUYeHne CeTeBbIX COEAVNHEHNIA;

OrpaHUYeHnst Npu MOHTUPOBaHUN haliNIOBLIX CUCTEM,;

OrpaHN4eHNs Ha 3anycK MpoLEeCCOoB;

e KoHTposib 3arpy3ku OC 1 KOHTPOAb LENOCTHOCTN CUCTEMHOrO 1 MPUKJIALHOrO NPOrpaMMHOro obecneveHus
[OJKeH 0becneymBaThCs nNpy NOMOLLM NPOrpaMMHo-annapaTHoro komnnekca 3awmutsl o HCJ (cm. cooTseTcTBytOWNiA
pa3gen B gokymente XXTHAK.00101-01 91 01. Kpuntollpo CSP. PykosoacTeo agMuHucTpaTtopa besonacHoctu. Obuias
4acTb), 4TO O3HAYaeT:

— BbINOJIHEHNE 3aTPY3KU C PUKCUPOBAHHOIO HOCUTENS MOCE Er0 KOHTPOIS;
— obecneyvermne koHTpons uenoctHocT OC u npukaagHOro nporpaMMHoOro obecneyeHns Ao 3arpysku Ha
3arpy304HOM [AUCKE U APYrvX MOAK/IOHEHHBIX AUCKaX.
B ciyyae oTcyTCTBUS noMoLm nporpaMmMHo-annapaTHoro kommnekca 3awutsl oT HCJ, KoHTposib LenocTHocTm
MPOBOANTCS C MOMOLLLIO YyTUANTLI cpverify.
e fononHuTesnbHble HacTpoiiku sapa OC;
® HACTpoOliKa CeTeBbIX CEPBUCOB;
® OrpaHNUYeHNe KOMYECTBA «BMAMMON U3BHE» UHGOPMALUN O CUCTEME,;
® HaCTpolika MOACUCTEMbI MPOTOKOJAMPOBAHNS U ayauTa.

Hactpoiikn OC Linux BbiNonHsAOTCS nyTeM pefakTupoBaHusi (yAaneHwsi, f[obaBneHWsi) pasnuyHbIX
KOHPUTYPaLMOHHBIX 1 KOMaHAHbLIX haiiios.

[ns coxpaHeHUs BO3SMOXHOCTU «OTKAaTUTb» BHECEHHbIE W3MEHEHUS CNEAYET COXPaHSATb MOAUPUUMpPYEMbIE
halinbl B «besonacHoM» MecTe (Ha BHELLUHEM HOCMTENE NI HA HE MOHTUPYEMOIi aBTOMaTuU4ecKmn haliNioBoii cucTeme).
MKenatenbHo cKonMpoBaTh M3MeHsieMble halisibl (KaTasorn) ¢ COXpaHEHNEM CTPYKTYpbl KaTasoros.

OrpaqueHme AoCTtyna nosib3oBaTtenein u HaCTpOﬁKM NnoJ1b30BATEJIbCKOITr0O OKpPYy>XeHus

HacTtpolika nonb30BaTENbCKOrO OKPYXKEHUSI 3aKJ/IOHAETCS B CAefyIOWMX AeliCTBUSX:
1) B daiine /etc/login.defs cnegyer yCTaHOBUTL ClIEAYIOLME ANPEKTUBDI:
e PASS MAX DAYS=180 (napameTp 3afaéT MaKCUMasbHOE BPEMSs UCMOIb30BaHNS Napois)
e PASS MIN DAYS=30 (napameTp 3afaéT MUHNMAsIbHOE KONMYECTBO AHENR MeXAY CMEHaMn Naposi)
e PASS MIN LEN=8 (napamerp 3afaéT MUHUMAaJbHYIO AJIMHY Napos)
2) B dpaiine /etc/profile yctaHoBMTH 3HadeHusi umask=022 (napameTp 3agaeT macky cosgaHusi cpaiina
MO-yMOJIHaHUIO)
3) Ons  nonb3oBaTenss root YCTaHOBWTb Macky pexuma cosgavusi  daiinos 077 wwmm  027:
umask 077 (umask 027);
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4) OTtpegakTupoBaTh (aiin /etc/shells n NOMECTUTL B HEFO MMEHA TONLKO AJisi TEX MCMOJHSIEMbIX (halisoB
obonoyek, KOTopbIe YCTaHOBEHbI B cucTeMe. [lo-ymonyanuio, cogepxnmoe caiina /etc/shells MOXeT BbITb TakuMm:

/bin/csh
/bin/tcsh
/bin/sh
/bin/bash

5) VpannTb daiin (ecnm ox cyuwiectsyet) /.rhosts.

6) Ymanutb cogepxumoe cdaiina /etc/host.equiv.

7) OTtpegaktupoBaTte dpaiin /etc/pam.conf c uenbto 3anperta rhosts-ayteHTudmkayun. BoinonHsercs
KOMMEHTMPOBAHMNEM BCEX CTPOK, COAEpXKaLLux noacTpoky "pam rhosts auth.so".

8) lMpoBepnTb AeHTNDNKATOPLI NOABL3OBATENS N FPYNMbl ANsi BCEX MOJb30BATENENR, NepedncierHbIX B daiine
/etc/passwd. CnegyeT ybeauThcs, 4TO He CyLIECTBYET Nofib30oBaTenell, UMeWmnx naeHTudmnkaTop nonssosatens 0
n naeHTudpmkatop rpynnsl 0 KpOMeE, BO3MOXHO, NOJIb30BaTENS root.

9) CospaTb mepeyeHb MPOrpamMM, KOTOPbIE 3aMyCKAOTCs C NMPaBaMM afMUHUCTPATOPa, N KOHTPOJIMPOBATL €rO
HEN3MEHHOCTb;

10) 3anpetuTb perncTpaunio B CUCTEME MOJIb30OBATENEN, MMEIOLLMX CEAYIOLNE KCITY>KeOHbIE UMEHA

e daemon
bin
sys
adm
Ip
smtp
uucp
nuucp
listen
nobody
e noaccess

[eiicTBre BbINONHSETCS NyTeM yKasaHus B dpaiine /etc/passwd ctpoku '/bin/false’ B none shell-nporpammei

M yKa3aHus CMMBOJIA ‘X B MoJie Naposisi.

OrpaqueHmu npun MOHTUpPOBaAaHUN d)aﬁﬂOBle cncrTtem

OrpaHunyernsi npu MOHTUPOBaHMK haiioBbIX CUCTEM PeasM3ytoTCst peAakTupoBaHuem caiina /etc/fstab:

e VYcTaHoBMTL onumio nosuid npu MOHTMPOBaHUM haiiNoBON CMCTEMbI /var.

e [lpu vHCTanNsIUMM CMCTeMbI CrefyeT BbIgeNNTb Ans daiinosbix cuctem /, Jusr, /usr/local, /var pasubie
pasfenbl ANCKA ANsi NPefOTBPALLEHUSI NEPENOHEHNST KPUTUYHBIX haiinosbix cuctem (/, /var) 3a cuet, Hanpumep,
MNOJIb30BATEILCKNX AaHHbIX 1 0DecneyeHnst BO3MOXHOCTI MOHTUPOBaHMS aiisioBOi CUCTEMbI /USF B PEXNME K TONIbKO
ANS YTEHUS .

OrpaHunyeHuns Ha 3anyck npoueccos

CnepyeT orpaHnynTb MCMOJIb30BaHNWE B CUCTEME MIAHWPOBLUMKA 33434 Cron U CPeACTB NakeTHOW obpaboTku
3agaHunii. [Jns HOPManbHOrO (PYHKUMOHUPOBAHUS CUCTEMBI MUHUMAJIBHO HEODXOAUMBLIM SIBASIETCS Pa3peLueHmne
MCMONb30BAHUS MIAHMPOBLYMKA 3afa4 Cron M CPeACTB MakeTHOW 0bpaboTku 3afaHnii TOABKO MOJIb30BATENIO rOOt.
[lns 3Toro cnepyet BLINONHUTBL CheaytoWwMe KOMaHAbl (OT UMEHU Cynepronb30BaTens):

echo root > /etc/cron.allow

echo root > /etc/at.allow
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HacTtpoiika ceTeBbix cepBucoB

HacTpolika ceTeBbIX CEpPBUCOB 3aKJIOHAETCS B CNEAYIOLLEM:

1) CnepyeT orpaHn4nTb (OYHKLMOHAJIBHOCTL LEMOHA YMPaB/IEHNs CETEBbIMU coefuHeHmnsimm xinetd. [eiicTene
3aK04aeTCa B peflakTupoBaHum daiina /etc/xinetd.conf u dalinos B katanore /etc/xinetd.d. Kak Munumym,
cnepyeT 3anpeTuTb CelytoLlne CEPBUCHI:

e echo
discard
daytime
chargen
finger
systat
netstat
tftp
telnet

e nfsd

2) Ecnwu He nnaHupyeTCst NCNOJIb30BaTh HACTPANBAEMbI KOMMBIOTEP B KAHECTBE MapLLIPyTU3aTopa, HEOOXOANMO
B CTapToBble (haiisibl NOMECTUTL KOMaHAy /sbin/sysctl -w net.ipv4.ip_forward = O;

3) CnepyeT 3ampeTuTb Mpuem W3 BHELIHERA CeTu «wmpokoBewaTensHbixy (broadcast) naketos, a Takxe
nepefady OTBETOB HAa MPUHATbIE «LUMPOKOBELLATENbHbIEY MaKeThl;

4) 3anpetuTb Cynepnonb3oBaTento JOCTyn no ftp, ans sToro gobasuts 'root’ B haiin /etc/ftpusers;

5) 3anycTuTb npouesypy peructpauum 3anycka npoueccoB  (accounting)  BbIMOMHEHWEM  KOMaHZbI
/sbin/accton;

6) Ecnn nnaHmpyetcs mcnonb3oBaTb Ha HacTpauBaemom cepeepe cepeuc FTP, 1o cnegyer cospathb
(oTpepakTupoBaTb) dhaiin /etc/ftpusers Co CNUCKOM NOJIb30BATENEl, AN KOTOPbIX 3anpeLieH JOCTYn K CepBepy
no npotokony FTP. ®aiin umeeT TekcToBbIi hopMaT U JOJKEH COAEPXKaTb MO OAHOMY MMEHU MOJIb30BaTENsS B
cTpoke. B cnucke «3anpeuyeHHbixy nonb3oBaTtenell, Kak MUHUMYM, AO/KHBI DbITb NepeqmcieHbl Ciegyrowmne MMeHa
noJib30BaTeNEl:

e daemon
bin
sys
adm
Ip
smtp
uucp
nuucp
listen
nobody
noaccess

7) Ons orpaHudeHms [ocTyna K CUCTEMHbIM dpaiinam ANs HENPUBMAErMPOBAHHbLIX MONb30BATENEN, U3
KOMaHAHOW CTPOKMN CEAYET BbINOSHUTL CAEAYIOLLME KOMaHIbI:

chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
chmod 444 /etc/default/login
chmod 750 /etc/security
chmod 000 /usr/bin/at

chmod 500 /usr/bin/rdist
chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync
chmod 400 /usr/bin/uudecode
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8) Takxe cnepyet obHynuTb cpnar SGID gns HekoTOpbIX UCNONHSIEMbIX (halinos:

chmod g-s /bin/mail

chmod g-s /usr/bin/write
chmod g-s /bin/netstat
chmod g-s /usr/sbin/nfsstat
chmod g-s /usr/bin/ipcs
chmod g-s /sbin/arp

chmod g-s /bin/dmesg

chmod g-s /sbin/swapon
chmod g-s /usr/bin/wall

OrpaHunyeHune KonnYecTsa «BUAUMONM M3BHE» MHGOPMaALMK O cucTeEMe

O6bl4HO, HavasbHYO WHGOPMALMIO O CUCTEME MOTEHLMANbHbIE HAPYLUMTENb MONY4aeT M3 CUCTEMHbIX
NpUrialleHnii, BbILABAEMbIX CETEBLIMU Chy>Xbamu cepeepa (telnet—cepBep, ftp-cepeep u np.).

K mMepaM no orpaHMYeHunto KOJIMYECTBA « BUAMMOI N3BHE» WHDOPMALMM O CUCTEME OTHOCATCA:

e OTKas OT CTaHAapTHOrO «3aroJIoBKa», BbIBOGUMOro cepeepom ftp npu oTeete nonbsosatento. Jocturaercs
ykasaHvem B dpaiine /etc/default/ftpd cnegyrowux aupektus: BANNER=;

e PepakTtupoBanue daiinos /etc/issue, /etc/ftp-banner un /etc/motd C uUesblO pa3bsICHEHUS
NnoNib30BaTeNsAM MPaBUA 1 NOJMTUKK AOCTYNa K cepeepy ftp.

HacTpoiika noacuctembl NpOTOKONMPOBaHUSA U ayauTa

1) CnepyeT ynocToBepnUTLCS, HTO TOJILKO MOMB30BATENb OOt MMEET JOCTYN Ha 3aN1Ch A4J1s CNeaytoLmnx dainos:

/var/log/authlog
/var/log/syslog
/var/log/messages
/var/log/sulog
/var/log/utmp
/var/log/utmpx

2) Ecnn Ha HacTpamBaemMoM cepBepe uCnosib3yeTcsi web-cepeep, To cnefyer ybeanTbCsl, HTO TOJIBLKO
"enageney"npouecca httpd umeer goctyn Ha 3anuce K npotokosam httpd;

3) Orpannunts (c ydveTom BbIOpaHHO B OpraHu3ayum MNOANTUKKM OE30MACHOCTM)  WCMOJL3OBAHME
NoNb30BATENSIMU KOMaHA su 1 sudo — NpejoCcTaBieHNsi NONb30BATENO AaAMUHNUCTPATUBHBIX MOHOMOYUIA.

4) CnepyeT npOTOKOAWPOBATb MOMbLITKMA WCMOJL30BaHMst nporpamm su u sudo. [ns storo, B dpaiin
/etc/syslog.conf cnegyet nobaBuTtb 3annch:

auth.notice /var/log/authlog
nam
auth.notice /var/log/authlog, @loghost.

Bropas cTpoka aHanornyHa nepeoii, HO yKa3bIBaET, 4TO NPOTOKOJ SOMOJIHUTENLHO NEPEAAETCs Ha cepeep cbopa
NMPOTOKOJIOB.

5) Cnegyet obecneqnTb MPOTOKONNPOBAHME HEYCMELIHbIX MOMLITOK PErMCTPALUKN B CUCTEME B JIOKAJbHOM
npotokone. [nsa 3Toro, cnefyeT BbINOJHUTL CAEAYIOLNE KOMAHAbI:

touch /var/adm/loginlog
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chown root /var/adm/loginlog
chgrp root /var/adm/loginlog
chmod 644 /var/adm/loginlog

6) [ns npoTOKO/NIMPOBAHMS CETEBbLIX COELMHEHNA, KOHTPOIMPYEMbIX AemoHoM xinetd (Bkatouvasi paty/Bpems
coeamnHeHusi, |IP-agpec knueHTa, yCTaHOBMBLUErO COEANHEHNE U UMSI CEPBICA, 0BCTYXXNBAIOLLErO CoefuHeHME), B daiin
/etc/syslog.conf cnepyer fobaBuTh 3anuck:

daemon.notice /var/log/syslog
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8 TpeboBaHusi No kKpunTorpacdpmnyeckoi 3awmTe

JomkHbl BbINOAHATLECA TpeboBaHus no kpuntorpaduyeckoii 3awmTe pasgena 6 gokymenta XXKTA.00101-01
91 01.KpunTollpo CSP. Pykosoacteo agMuHncTpaTopa besonacHoctu. Obuwas vacTe B Hactu, kacatoweiics OC Linux.

Heobxognmo BbINONHUTL HACTPOIKY onepaunoHHoi cuctembl ans pabotel ¢ CK3W no paza. 7.2.

KOHTpOJ’IeM LENOCTHOCTU OOJIXKHDbI BbITb OXBayeHbl (baﬁﬂbl:

Linux (x86)

/opt/cprocsp/bin/ia32/curl
/opt/cprocsp/lib/ia32/1libcpcurl.so0.4.2.0
/opt/cprocsp/lib/ia32/1libcpcurl.a
/opt/cprocsp/lib/ia32/libcpcdrv_emul.a
/opt/cprocsp/bin/ia32/cp-genpsk.sh
/opt/cprocsp/bin/ia32/genpsk
/opt/cprocsp/lib/ia32/1libike_gost.s0.4.0.5
/opt/cprocsp/lib/ia32/1ibesp_gost.s0.4.0.5
/opt/cprocsp/lib/ia32/1librdremv.so0.4.0.5
/opt/cprocsp/bin/ia32/1list_pcsc
/opt/cprocsp/lib/ia32/1librdrpcsc.s0.4.0.5
/opt/cprocsp/lib/ia32/librdrric.s0.4.0.5
/opt/cprocsp/sbin/ia32/ccid_reg.sh
/opt/cprocsp/lib/ia32/librsaenh.s0.4.0.5
/opt/cprocsp/sbin/ia32/stunnel_hsm
/opt/cprocsp/sbin/ia32/stunnel_thread
/opt/cprocsp/sbin/ia32/stunnel_fork
/opt/cprocsp/bin/ia32/cryptcp
/opt/cprocsp/bin/ia32/certmgr
/opt/cprocsp/bin/ia32/inittst
/opt/cprocsp/bin/ia32/csptestf
/opt/cprocsp/bin/ia32/der2xer
/opt/cprocsp/lib/ia32/1libcapi20.s0.4.0.5
/opt/cprocsp/lib/ia32/1libcpext.s0.4.0.5
/opt/cprocsp/lib/ia32/1libasnldata_XER.s0.4.0.5
/opt/cprocsp/lib/ia32/libasnldata.s0.4.0.5
/opt/cprocsp/lib/ia32/1ibsspdrv.a
/opt/cprocsp/lib/ia32/1ibssp.s0.4.0.5
/opt/cprocsp/lib/ia32/1libenroll.s0.4.0.5
/opt/cprocsp/lib/ia32/liburlretrieve.so0.4.0.5
/opt/cprocsp/lib/ia32/1libcsp.s0.4.0.5
/opt/cprocsp/lib/ia32/1librdrrndmbio_tui.so0.4.0.5
/opt/cprocsp/lib/ia32/1libcppkcsll.so0.4.0.5
/opt/cprocsp/bin/ia32/cpverify
/opt/cprocsp/bin/ia32/wipefile
/opt/cprocsp/bin/ia32/csptest
/opt/cprocsp/lib/ia32/librdrrndm.so0.4.0.5
/opt/cprocsp/lib/ia32/1librdrsup.so0.4.0.5
/opt/cprocsp/lib/ia32/1librdrdsrf.so0.4.0.5
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/opt/cprocsp/1lib/ia32/librdrfatl2.s0.4.0.5
/opt/cprocsp/lib/ia32/1ibcapil0.s0.4.0.5
/opt/cprocsp/lib/ia32/1ibcpui.so0.4.0.5
/opt/cprocsp/lib/ia32/1ibcpalloc.s0.0.0.0
/opt/cprocsp/lib/ia32/1ibjemalloc.s0.0.0.0
/opt/cprocsp/sbin/ia32/unreg_prov_type_name.sh
/opt/cprocsp/sbin/ia32/cpconfig
/opt/cprocsp/sbin/ia32/mount_flash.sh
/opt/cprocsp/lib/ia32/1librdrsbl.so.4.0.5

Linux (x64)

/opt/cprocsp/bin/amd64/curl
/opt/cprocsp/lib/amd64/1libcpcurl.a
/opt/cprocsp/lib/amd64/1libcpcurl.so.4.2.0
/opt/cprocsp/lib/amd64/1ibcpcdrv_emul.a
/opt/cprocsp/bin/amd64/cp-genpsk.sh
/opt/cprocsp/bin/amd64/genpsk
/opt/cprocsp/lib/amd64/1libike_gost.s0.4.0.5
/opt/cprocsp/lib/amd64/1ibesp_gost.so0.4.0.5
/opt/cprocsp/lib/amd64/librdremv.so0.4.0.5
/opt/cprocsp/bin/amd64/1ist_pcsc
/opt/cprocsp/lib/amd64/1librdrpcsc.s0.4.0.5
/opt/cprocsp/lib/amd64/librdrric.s0.4.0.5
/opt/cprocsp/sbin/amd64/ccid_reg.sh
/opt/cprocsp/lib/amd64/librsaenh.s0.4.0.5
/opt/cprocsp/sbin/amd64/stunnel_fork
/opt/cprocsp/sbin/amd64/stunnel_thread
/opt/cprocsp/sbin/amd64/stunnel _hsm
/opt/cprocsp/bin/amd64/cryptcp
/opt/cprocsp/bin/amd64/certmgr
/opt/cprocsp/bin/amd64/inittst
/opt/cprocsp/bin/amd64/csptestf
/opt/cprocsp/bin/amd64/der2xer
/opt/cprocsp/lib/amd64/1ibcapi20.s0.4.0.5
/opt/cprocsp/lib/amd64/libcpext.s0.4.0.5
/opt/cprocsp/lib/amd64/libasnldata.so0.4.0.5
/opt/cprocsp/lib/amd64/1libasnidata_XER.s0.4.0.5
/opt/cprocsp/lib/amd64/1ibsspdrv.a
/opt/cprocsp/lib/amd64/1ibssp.s0.4.0.5
/opt/cprocsp/lib/amd64/1libenroll.so0.4.0.5
/opt/cprocsp/lib/amd64/liburlretrieve.s0.4.0.5
/opt/cprocsp/lib/amd64/1libcsp.s0.4.0.5
/opt/cprocsp/lib/amd64/1ibrdrrndmbio_tui.so0.4.0.5
/opt/cprocsp/lib/amd64/1libcppkesll.so.4.0.5
/opt/cprocsp/bin/amd64/cpverify
/opt/cprocsp/bin/amd64/wipefile
/opt/cprocsp/bin/amd64/csptest
/opt/cprocsp/lib/amd64/1ibrdrrndm.so0.4.0.5
/opt/cprocsp/lib/amd64/1ibrdrsup.so.4.0.5
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/opt/cprocsp/lib/amd64/1librdrdsrf.so0.4.0.5
/opt/cprocsp/lib/amd64/librdrfat12.s0.4.0.5
/opt/cprocsp/lib/amd64/1ibcapil0.s0.4.0.5
/opt/cprocsp/lib/amd64/1libcpui.so.4.0.5
/opt/cprocsp/lib/amd64/1libcpalloc.s0.0.0.0
/opt/cprocsp/lib/amd64/1ibjemalloc.s0.0.0.0
/opt/cprocsp/sbin/amd64/unreg_prov_type_name.sh
/opt/cprocsp/sbin/amd64/cpconfig
/opt/cprocsp/sbin/amd64/mount_flash.sh
/opt/cprocsp/lib/amd64/1ibrdrsbl.so.4.0.5

Linux (ARM)

/opt/cprocsp/bin/arm/curl
/opt/cprocsp/lib/arm/libcpcurl.a
/opt/cprocsp/lib/arm/libcpcurl.so.4.2.0
/opt/cprocsp/sbin/arm/stunnel_hsm
/opt/cprocsp/sbin/arm/stunnel_thread
/opt/cprocsp/sbin/arm/stunnel_fork
/opt/cprocsp/bin/arm/cryptcp
/opt/cprocsp/bin/arm/certmgr
/opt/cprocsp/bin/arm/csptestf
/opt/cprocsp/lib/arm/libcapi20.s0.4.0.5
/opt/cprocsp/lib/arm/libcpext.so0.4.0.5
/opt/cprocsp/lib/arm/libasnldata_XER.s0.4.0.5
/opt/cprocsp/lib/arm/libasnidata.so0.4.0.5
/opt/cprocsp/lib/arm/libssp.s0.4.0.5
/opt/cprocsp/lib/arm/libsspdrv.a
/opt/cprocsp/lib/arm/libenroll.so0.4.0.5
/opt/cprocsp/lib/arm/liburlretrieve.so0.4.0.5
/opt/cprocsp/lib/arm/libcsp.s0.4.0.5
/opt/cprocsp/lib/arm/librdrrndmbio_tui.so0.4.0.5
/opt/cprocsp/bin/arm/cpverify
/opt/cprocsp/bin/arm/wipefile
/opt/cprocsp/bin/arm/csptest
/opt/cprocsp/lib/arm/librdrrndm.so0.4.0.5
/opt/cprocsp/lib/arm/librdrsup.so.4.0.5
/opt/cprocsp/lib/arm/librdrdsrf.so0.4.0.5
/opt/cprocsp/lib/arm/librdrfatl12.s0.4.0.5
/opt/cprocsp/lib/arm/libcapil0.s0.4.0.5
/opt/cprocsp/lib/arm/libcpui.so0.4.0.5
/opt/cprocsp/sbin/arm/unreg_prov_type_name.sh
/opt/cprocsp/sbin/arm/cpconfig
/opt/cprocsp/sbin/arm/mount_flash.sh

Linux (POWER)

/opt/cprocsp/bin/ppc64/curl
/opt/cprocsp/lib/1ib64/1libcpcurl.so0.4.2.0
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/opt/cprocsp/lib/1ib64/1ibcpcurl.a
/opt/cprocsp/lib/1ib64/1ibcpcdrv_emul.a
/opt/cprocsp/bin/ppc64/cp-genpsk.sh
/opt/cprocsp/bin/ppc64/genpsk
/opt/cprocsp/lib/1ib64/1libike_gost.s0.4.0.4
/opt/cprocsp/lib/1ib64/1ibesp_gost.so0.4.0.4
/opt/cprocsp/lib/1ib64/librdremv.so0.4.0.4
/opt/cprocsp/lib/1ib64/1ibrdrrndmbio_gui.so.4.0.4
/opt/cprocsp/lib/1ib64/1libxcpui.so0.4.0.4
/opt/cprocsp/lib/1ib64/1ibrdrrndmbio_gui_fgtk.so0.4.0.4
/opt/cprocsp/lib/1ib64/1libfgcpui.so0.4.0.4
/opt/cprocsp/sbin/ppc64/xcpui_app
/opt/cprocsp/sbin/ppc64/fgtk_rndm_app
/opt/cprocsp/bin/ppcb4/list_pcsc
/opt/cprocsp/lib/1ib64/librdrpcsc.s0.4.0.4
/opt/cprocsp/lib/1ib64/1librdrric.s0.4.0.4
/opt/cprocsp/sbin/ppc64/ccid_reg.sh
/opt/cprocsp/lib/1ib64/librdruec.so0.4.0.4
/opt/cprocsp/lib/1ib64/1ibcpcvcert.so.4.0.4
/opt/cprocsp/lib/1ib64/librsaenh.s0.4.0.4
/opt/cprocsp/sbin/ppc64/stunnel_thread
/opt/cprocsp/sbin/ppc64/stunnel_fork
/opt/cprocsp/sbin/ppc64/stunnel_hsm
/opt/cprocsp/bin/ppc64/cryptcp
/opt/cprocsp/bin/ppcb4/certmgr
/opt/cprocsp/bin/ppc64/inittst
/opt/cprocsp/bin/ppc64/csptestf
/opt/cprocsp/bin/ppc64/der2xer
/opt/cprocsp/lib/1ib64/1ibcapi20.50.4.0.4
/opt/cprocsp/lib/1ib64/1ibcpext.s0.4.0.4
/opt/cprocsp/lib/1ib64/1libpkixcmp.so0.4.0.4
/opt/cprocsp/lib/1ib64/1ibasnldata.so0.4.0.4
/opt/cprocsp/lib/1ib64/1libsspdrv.a
/opt/cprocsp/1ib/1ib64/1ibssp.s0.4.0.4
/opt/cprocsp/lib/1ib64/1ibenroll.so0.4.0.4
/opt/cprocsp/lib/1ib64/1liburlretrieve.so0.4.0.4
/opt/cprocsp/1lib/1ib64/1libcsp.s0.4.0.4
/opt/cprocsp/lib/1ib64/librdrrndmbio_tui.so.4.0.4
/opt/cprocsp/1lib/1ib64/1libcppkcsil.so.4.0.4
/opt/cprocsp/bin/ppc64/cpverify
/opt/cprocsp/bin/ppc64/wipefile
/opt/cprocsp/bin/ppc64/csptest
/opt/cprocsp/lib/1ib64/1librdrrdr.so.4.0.4
/opt/cprocsp/1ib/1ib64/1librdrrndm.so.4.0.4
/opt/cprocsp/1ib/1ib64/librdrsup.so.4.0.4
/opt/cprocsp/1ib/1ib64/1librdrdsrf.so0.4.0.4
/opt/cprocsp/lib/1ib64/1ibrdrfatl2.s0.4.0.4
/opt/cprocsp/1lib/1ib64/1libcapil0.s0.4.0.4
/opt/cprocsp/lib/1ib64/1ibcpui.so0.4.0.4
/opt/cprocsp/1lib/1ib64/libcpalloc.s0.0.0.0
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/opt/cprocsp/1ib/1ib64/1libjemalloc.s0.0.0.0
/opt/cprocsp/sbin/ppc64/unreg_prov_type_name.sh
/opt/cprocsp/sbin/ppc64/cpconfig
/opt/cprocsp/sbin/ppc64/mount_flash.sh
/opt/cprocsp/lib/1ib64/1ibrdrsbl.so0.4.0.4
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[NMpnnoxxeHue A
VYnpaBsieHne npoToKoJMpoBaHnem

ﬂ'ﬂﬂ BKJ'IPO‘-IGHI/IFI/OTKJ'IIO‘-IEHVIH 3Ha4eHmne IOg I/ICI']OJ'Ib3yI7ITe:
1) RHEL

[ns 3agaHns ypoBHs npoTokona:
/opt/cprocsp/sbin/<uasBanue_apxuTerTypi>/cpconfig -loglevel cpcsp -mask 0x9

[ns 3agaHns dpopmata npoTokona:
/opt/cprocsp/sbin/<uasBanme_apxuTexTyph>/cpconfig -loglevel cpcsp -format O0x19

[ns npocmMoTpa Macku TekyLlero ypoBHsi 1 chopmaTta npoTokosa:
/opt/cprocsp/sbin/<uasBanue_apxuTekTyph>/cpconfig -loglevel cpcsp -view

2) ans RHEL yposHs siapa
insmod drvcsp.o log_level=0x9

3HaveHneM napameTpa ypoBeHb MPOTOKOJA sIBASIETCS buToBasi Macka:
N DB _ ERROR =1 # coobuwenus o6 ownbkax
N DB LOG = 8 # coobLieHusi o Bbi3oBax

3HauyeHvem napameTpa dopMaT NpoOTOKoNa SBASETCA bUTOBast Macka:
DBFMT MODULE = 1 # BbiBoguTbh nmsi mogynsi
DBFMT_THREAD = 2 # BbIBOANTbL HOMEP HUTKU

DBFMT _FUNC = 8 # BbiBoAUTb NMsi (DyHKLMM

DBFMT _TEXT = 0x10 # BbiBOAMTL CaMo coobLueHmne

DBFMT HEX = 0x20 # sbiBoguts HEX gamn

DBFMT _ERR = 0x40 # BbisoguTb GetlLastError
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Jlnct peructpaunn nameHeHui

JlncT pernctpaunn namereHui

Homepa nuctos (cTpanuu)

Bxogsnii
N3MEHEH- 3aMEeHEeH- HOBbIX aHHYNnMpo- Bcero Ne
. R ¢ conposo-
Ne | Hbix HbIX BaHHbIX nNcToB Ne
autensHoro |MNoanuck HaTa
n/n (cTpanuu) B | gokymeHTa
JOKYMeHTa
LOKYMeHTe
n jata
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